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EXECUTIVE SUMMARY

Over the past several decades, the world’s ability to detect, track, and analyze disease threats has improved considerably. 
Driven by damaging viral outbreaks that quickly spread around the globe, the World Health Organization’s 2005 
update to the International Health Regulations set a vision of increasing every nation’s capacity for early detection 
and alerting of emerging outbreaks. Today, the international community has developed new data-sharing systems, 
analytical methods, and other tools that can help spot emerging infectious diseases faster than ever before. 

Yet the COVID-19 pandemic drove home a terrible reality: the systems we had in place were still insufficient for 
halting the rapid spread of a novel pathogen fast enough to prevent a staggering level of damage. 

Coupled with other response failures and health system limitations, delays and weaknesses in detecting and tracking 
the SARS-CoV-2 virus that caused the pandemic have contributed to more than 4 million deaths and 187 million 
infections, strained relations among nations, and led to severe economic damage---and the toll is still mounting. As 
terrible as its impact has been, other biological threats the world may face in the coming decades could be far worse 
than COVID-19. 

This report aims to contribute to our understanding of the current landscape in pathogen early warning and 
biosurveillance, an oft-used term referring to a broad range of approaches to collecting and analyzing disease-related 
information. It highlights examples of this landscape in action today, including where a strong early warning foundation 
exists. It also identifies gaps and challenges stemming from current fragmentation and lack of interoperability (e.g., 
different systems don’t always connect, and the data within them are often not easily combined). Some characteristics 
include:

• Syndromic surveillance (which incorporates information that may signal potential outbreaks faster than 
awaiting diagnostic tests, for example a large number of people reporting to emergency rooms with 
respiratory issues) has advanced across much of the United States. Yet many gaps remain and how it is 
conducted varies considerably across and within states. 

• As has been widely reported during the COVID-19 crisis, many countries in Northeast Asia had well-
developed detection and biosurveillance systems that facilitated policies that were relatively successful in 
limiting infections compared to other nations. 

• Southeast Asia exemplifies the need for the “One Health” approach of integrating human, animal, and 
agricultural biosurveillance systems. Some countries, but not all, have advanced this well. Future steps 
should include expanding genomic surveillance of areas like live markets and farms. 

• Some regions, such as Central Asia and the Caucuses, have a good foundation for future early warning 
based on decades of biosurveillance and health lab development in the area.

• Africa is receiving a significant influx of investment that may help some areas leap to more advanced 
pathogen early warning capabilities quickly. 
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• The Middle East showcases that some regions currently have limited coordination across nations 
for addressing biological threats, and how small starts (e.g., stronger information sharing among 
nongovernmental experts or biosafety cooperation) might be required moving forward. 

• Similar to the United States, India shows the intrastate fragmentation and fragility of progress on pathogen 
early warning that many nations are experiencing.

• In Latin America, there are growing signs of cooperation across nations and indications that some nations 
seek to build out pathogen early warning alongside comparable systems for other types of disasters. 

• The international landscape also includes many biosurveillance systems tailored for specific diseases or 
targeted populations, as well as increasing use of big-data platforms.  

Luckily, despite significant gaps, the international community is on the cusp of important technological breakthroughs 
in the biosurveillance field. Over the past few decades, multiple new technologies and techniques have been developed 
that can be used to achieve true early warning of pathogens that risk affecting human populations. Many of them have 
also been scaled, reducing costs considerably.

Looking forward, ongoing technological advances may help the world transition to a much more capable early 
warning system that can rapidly detect outbreaks of novel pathogens and also be robust against a full range of 
biological threats, including lab accidents or deliberate attacks. Some of the leading potential technologies are covered 
in this report, including genomic surveillance, CRISPR-based diagnostics, big data and machine learning techniques, 
environmental monitoring, and other tools that can be brought together to form a pathogen early warning ecosystem 
that can truly help the world get ahead of the threat---detecting, understanding, and halting pathogens with pandemic 
potential before they spread out of control. 

This report begins painting a picture in broad strokes of what a global early warning system could look like, and offers 
initial guidance on how to get there from today’s biosurveillance landscape. For example:

• A global early warning system will need to cover key high-risk nodes, such as large geographic areas with high 
exposure to emerging infectious diseases and significant zoonotic crossover, hospital sites with significant 
lab capacities, select locations like high-volume transportation hubs, and countries with labs that contain 
specimens of especially-dangerous pathogens (e.g., those designated as biosafety level 3 and 4).

• Given the variety of operational settings that occur within individual countries, the technologies used for early 
warning will have to account for diverse requirements of specific locations within countries---yet interoperability 
will be crucial. Given the confidence that such coordination will require, political will must be built behind 
data sharing, development of standards for interoperability of diverse data systems and technologies, and trust-
building among nations.  

• Many fundamental gaps exist that will require some level of remediation, including in human resources and 
infrastructure such as trained personnel and energy and IT infrastructure. Even when these gaps are filled, 
host countries often cannot afford to sustainably fund ongoing operations and maintenance. Sustainable 
funding models will therefore need to be developed, and soon.
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• Moving forward toward an early warning system will also require carefully navigating and managing change, 
including generating stakeholder buy-in and acclimating decision makers to the information provided by 
advanced modeling and forecasting systems.

• Additionally, paths created toward early warning must be mindful of covering inequities and disparities across 
populations.

For the Council on Strategic Risks and other entities working to realize the vision of a global early warning system,1 
this study clarifies several critical next steps for the international community: 

1. Conduct further landscape assessments in a targeted manner. Such work should aim to characterize which 
ongoing efforts specifically support early warning, and those that predominantly have different functions. This 
will help countries, philanthropies, and others better understand how and where to target specific investments to 
maximize their reach. 

2. Set interoperability parameters as soon as possible for components of a future global early warning 
ecosystem. This will be important for making the billions of dollars being invested in the near-term to address 
the COVID-19 pandemic useful for creating global early warning capacity. 

3. Invest in diverse tools for diverse settings. As early warning capabilities are expanded, those driving such efforts 
should use the descriptions offered in this report as a starting point to smartly target technology deployments that 
best match their use settings.

4. Map how these tools will apply in specific settings. This can start with a type of template or tool to help actors 
map ideal technologies, information flows, and response timelines; this ideal can then be compared to existing 
systems to chart their early warning needs and next steps. 

5. Hook into enduring missions, targeting some investments to leverage activities that tie to enduring national 
needs, such as those focused on trade or security interests.

 
6. Launch confidence-building measures and other diplomatic efforts to develop trust.

7. Expand cooperative biological engagement programs for building out early warning system components. 

Most importantly, this work must begin now. The investments currently being made, such as those focused on 
expanding genomic sequencing to track SARS-CoV-2 mutations, should form a leading edge toward a real, global 
pathogen early warning system. 

This should only be the beginning. Sustained and significant effort will be required to build on the past decades’ 
advances in biosurveillance and transform the current landscape using advanced technologies and tools now becoming 
available. These investments will be well worth the benefits of effectively finding and halting widespread transmission 
of the next pandemic-potential infectious disease. 
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PART I: 
INTRODUCTION
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As early as mid-November 2019, a mysterious pneumonia-like illness began to spread in the Hubei region of China.2 
It likely wasn’t until late December that Chinese doctors and public health authorities realized that they were dealing 
with a new and serious infectious disease outbreak, when an increasing number of patients presented with similar 
symptoms.3 Due to concerns of a possible novel virus outbreak, samples from several patients were taken and tested.4 
Using an approach known as genomic sequencing, the pathogen was identified as a novel coronavirus similar to those 
circulating among bats, and was found to be genetically distinct but similar to SARS, the cause of several infectious 
disease outbreaks in the early 2000s.5 This was the start of the COVID-19 pandemic. 

The timeline between the initial cases of COVID-19 and the identification of its source as a novel coronavirus shows 
the state of the world’s ability to detect outbreaks of infectious diseases. Genomic sequencing allowed the world to 
characterize the virus, labeled SARS-CoV-2, faster than has often been the case in the past, but the lag before this 
work was done still allowed the virus to spread rapidly and trigger a global pandemic. 

Generally, the global system for early detection of outbreaks is heavily reliant on clinicians noticing a suspicious pattern 
that then leads to notifications of public health authorities and, when possible, lab confirmation and epidemiology 
work. Such systems rely in part on so-called “astute clinicians” to notice atypical cases. It can be unreliable and slow, and 
can allow an outbreak to grow to a level that makes it difficult to manage before effective action is taken.6 Relying on 
symptoms alone to identify a novel infection is difficult: many viruses produce similar symptoms, and many affect people 
in different ways. Think of the terms “flu-like” or “pneumonia-like,” which are often used for COVID-19 symptoms.7 

Days matter when it comes to the speed of detection of an infectious disease outbreak. As the COVID-19 pandemic 
has progressed, much of the world has become intimately aware of the specific dynamics of the virus' spread. This 
coronavirus, like other pathogens with pandemic potential, infects an exponentially increasing number of people. 
Every new case creates two to three additional ones, unless disruptive actions are taken. Although media coverage 
of the epidemiology of COVID-19 mostly focused on flattening the steeply rising curves of cases in specific areas 
where outbreaks were occurring to, among other things, ensure that hospitals were not overwhelmed, the very same 
dynamics are in play in the opening days and weeks of an outbreak. But there are even higher stakes. 

Detecting an outbreak immediately after it begins can potentially save millions of lives because - if noticed early enough 
- the response required to eliminate it can become much more manageable (depending on the disease characteristics). 
In 2004, there were two, likely distinct, lab accidents in quick succession with the virus SARS, which is slightly less 
contagious than SARS-CoV-2 but is close to ten times deadlier.8 The outbreak was identified and stopped before it 
spread to more than a dozen people, and the measures that were required were basic: contact tracing for hundreds of 
possible cases and quarantining of workers in the lab where the outbreak originated.9

On the other end of the spectrum, the less effective detection of COVID-19 and the inability of states to contain the virus 
within the country of origin has required a global response that has been compared to the mass mobilization around World 
Wars I and II: a vaccine and therapeutics development and manufacturing effort that is projected to cost $157 billion through 
2025; and more than one year of social distancing, mask mandates, limits on travel, lockdowns and general disruptions to 
the economy and daily life that have touched the vast majority of the world today.10 Still, despite progress in the United 
States and elsewhere thanks to the rapid discovery, manufacturing and distribution of vaccines, there are ongoing outbreaks 
occurring throughout the world, with arguably the worst wave currently occurring in India.11 Some experts now believe that 
the world will not reach herd immunity, ensuring that COVID-19 will pose a public health threat for years to come.12
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In preparing for the next infectious disease outbreak, improving and modernizing early warning technologies and 
approaches should be among the highest priorities. There is a simple, clear relationship between the speed of outbreak 
detection and the likelihood of success in containing it in its place of origin. Based on past successful containment 
efforts, it is reasonable to infer that a modernized early warning system in place in December 2019 could have 
drastically increased the likelihood of stopping COVID-19 in its country of origin, saving millions of lives.

Unfortunately, most countries around the world have yet to establish effective national systems for early warning, 
detection, monitoring, reporting, and control of infectious disease outbreaks. Consequently, they are ill-prepared to 
respond to new surges of cases in an ongoing global pandemic of a now known virus such as COVID-19, let alone to 
manage the spread of an outbreak of another novel virus. While the realities that shape the response to and control of 
infectious diseases in each country are vastly complex and varied, the speed of early warning and outbreak detection 
systems represents the most vital component for stopping the spread of a novel virus like SARS-CoV-2. The sooner 
an outbreak can be detected, the fewer cases of the disease that a public health system will need to deal with at any 
given time, simplifying the requirements for ending the outbreak in the first place.

Limitations of today’s pathogen early detection systems include that they often point to biological threats days, weeks, or 
even months after they manifest, which allows infectious diseases time to spread. Further, many diagnostic tests and tools 
focus on specific, often known diseases rather than searching to detect a broader range of biological threats. However, 
a number of powerful technologies have begun maturing during the COVID-19 pandemic, demonstrating significant 
potential for speeding up outbreak detection, thereby allowing for easier eradication of an outbreak.13 Even in the early days 
of the COVID-19 pandemic, the promise of new technologies was evident for identifying and characterizing a novel disease 
with pandemic potential. Genomic sequencing, for example, provided the Chinese government high-quality information 
on the nature of the virus and the danger that it poses. Governments, organizations, and private sector companies are 
increasingly interested in disease detection technologies that could revolutionize early detection of outbreaks and ensure 
that the spread of the next pathogen with pandemic potential is noticed and stopped before it becomes unmanageable. 

In April 2021, the U.S. government announced plans to invest $1.7 billion in genomic sequencing, which will be 
used initially to track variants of COVID-19.14 This effort could be the beginning of a new era of much more effective 
global early detection and warning systems for infectious disease outbreaks. In order to control a global pandemic of 
the current magnitude, however, all countries around the world would need to invest in early warning and detection 
systems and collaborate with each other to enable a truly global early warning system. 

Technician at Tabitha Medical Clinic in Kibera, Kenya. Since 2006, CDC’s Global Disease Detection Centers have 
established over 380 laboratory diagnostic tests in national or local laboratories. DAviD SnyDer / CDC globAl.
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Types of Pathogen Surveillance

The activities that experts around the world count as biosurveillance are highly diverse in terms of how they are 
conducted and their purpose. A few common definitions showcase some of these differences.
  
Indicator-based biosurveillance generally covers structured information reported by health officials and agencies, such 
as public health agencies reporting the presence of disease cases once patients have presented with symptoms and lab 
tests have confirmed a diagnosis. 

Event-based biosurveillance is a newer set of methods for finding signals in less-organized and more diverse data inputs. 
According to the U.S. Centers for Disease Control and Prevention (CDC), it incorporates “reports, stories, rumors, 
and other information about health events that could be a serious risk to public health.”15 

Genomic surveillance uses sequencing of a pathogen’s genetic code to detect and characterize it, and uses that 
information in diagnoses and developing medical countermeasures. 

Sentinel surveillance stems from networks of doctors, labs, and others voluntarily sharing data on pathogens or trends, 
which can help reveal patterns of transmission, how diseases affect different populations, pathogens spreading pre-
diagnosis, and other information. 

Syndromic surveillance incorporates data on specific syndromes provided by (for example) emergency and urgent care 
centers with the aim of identifying potential outbreaks faster than waiting for official diagnoses of patients. 

Vector surveillance is conducted around the world to understand changes in the geographical distribution and density 
of disease vectors such as mosquitos, including new patterns influenced by climate change.

This report’s high-level assessment of the current landscape is meant not to cast blame or detract from the critical 
disease detection and analysis work that is occurring---and the significant improvements made to date---but rather to 
help stakeholders understand what it would take to build from what exists today into a global early warning system 
that is far more capable of rapidly detecting the outbreak of an emerging infectious disease. 

With this aim in mind, Part II of the report looks forward, providing insights on the pressing policy and practical 
questions of how to expand from today’s status quo to effective early warning as rapidly and smartly as possible, with 
brief examples of some of the technologies now on hand to enable this change.16 

This analysis extends from an initial 6-month effort to map key characteristics and actors in the current biosurveillance 
landscape conducted by the Council on Strategic Risks (CSR), a nonprofit, nonpartisan research center. This work 
included interviews and research regarding current practices in diverse U.S. states and localities, and select international 
locations. While the report represents a snapshot of a changing landscape, it highlights important work occurring 
today, key issues, and some of the gaps, barriers, and challenges that will need to be managed in order to expand 
into a global early warning system across a myriad of operational settings. Select details from this landscape study are 
included in Part III of the report, augmented by vignettes related to specific outbreaks in the Annex. Part IV of the 
report offers brief recommendations and next steps to build on this work.   
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PART II: 
CREATING A GLOBAL 
EARLY WARNING SYSTEM
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Over the last few decades, there has been a concerted, global effort to speed up early detection of infectious disease 
outbreaks. The world has embraced the correct vision for preventing pandemics since the early 2000s (and in the case of 
some countries, even earlier). The World Health Organization (WHO) and others have pushed toward real early warning 
of emerging infectious diseases---incorporating some of the wide-ranging biosurveillance efforts like those described in 
this report but going beyond them to get ahead of the threat, not just track its trends weeks to months retrospectively. 

Between 1996 and 2014, there was a median time of twenty-three days from the estimated outbreak start date to 
detection and thirty-five days to lab confirmation, with average improvements of 7.3% in time reduction per year.17 
Despite these laudable advances, there is evidence that the pace of improvement has slowed in recent years, and the 
international community is not yet where it should be in order to manage the outbreak of a novel pathogen like 
COVID-19.18  

One perennial challenge has been that technologies have often focused on confirmation of a relatively small number 
of specific pathogens (e.g., influenza viruses)---as opposed to quickly and accurately detecting and diagnosing a fuller 
range of biological threats.19 This can leave gaps for spotting novel pathogens and rarer diseases. The biosurveillance 
landscape today includes several approaches to addressing this challenge. One is syndromic surveillance, by which health 
workers inform public health authorities about a suspected biological threat prior to lab confirmation, theoretically 
allowing for more rapid detection and response. Another is event-based surveillance that uses diverse sources of 
information such as social media or information gathered from professional networks to create an additional means 
of early detection that may speed up detection by aggregating information such as individual reports of a pneumonia-
like illness, at times bypassing local public health authorities. 

The specifics of systems used in these approaches are diverse, ranging from very basic data aggregation for specific 
pathogens or disease indicators---at times conducted weeks to months after a disease has started spreading---to next-
generation sequencing-based tools that can help detect and characterize specific biological threats even before the 
manifestation of symptomatic people and other signals. Coverage is uneven and inequitable across geographies and 
sub-populations and also not necessarily targeted to identify novel, dangerous pathogens quickly. (These dynamics are 
described further in Part III of this report.)

Yet today, as the world still wrestles with a historic pandemic, the international community is making a renewed push 
toward the vision set close to two decades ago by the WHO: true early warning of pathogens with pandemic potential, 
as a foundational component of international cooperation to halt them quickly and effectively.  
 
A key difference today is that multiple game-changing tools and technologies have been developed and advanced, 
and are starting to be put to use. Some are growing continually more affordable, especially compared to the costs of 
responding to outbreaks that break beyond control.

This section of the report looks forward. Building on the progress made to date, the international community must 
heed the clear lessons of the COVID-19 pandemic and take advantage of this inflection point in the tools and 
methods that can be used for effective early warning. It begins by noting at a high level what must be done to navigate 
key aspects of the current landscape and build toward better pathogen early warning, followed by examples of the 
technologies likely to underpin rapid change in that direction. It concludes by noting the need for serious efforts 
toward interoperability and integration in the years ahead.
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ADVANCING EARLY WARNING 

At first glance, the number and complexity of gaps, barriers, and challenges for developing a global early warning 
system that functions effectively across varied operational settings may seem daunting, in particular since a contagious 
disease knows no borders. For pathogens with certain characteristics, the weakest links could very well turn a local 
outbreak into a global pandemic. 

However, the research underpinning this report helped to show that some of the contours that will be important to 
creating global early warning are already clear today.20 

At minimum, a global early warning system will need to cover key high-risk nodes. This could include, for 
example, placing resources and efforts to detect outbreaks in major hospitals, large geographic areas with high 
exposure to emerging infectious diseases and significant zoonotic cross-over, high-volume transportation hubs, and 
in countries with laboratories that contain specimens of pathogens with pandemic potential (e.g., those designated 
as biosafety level 3 and 4 laboratories), especially in the laboratories themselves. Regions such as Southeast Asia have 
highly interdependent economies with porous borders, extensive trade and migration of workers, as well as diverse 
ecosystems with animal populations that carry disease and inhabit multiple countries. Implementing an effective early 
warning system that fully covered such a region would offer up a good start. 

However, in order to provide truly effective early warning, some level of global coverage will also be necessary, as has 
been made evident by the global COVID-19 pandemic. This is a complex but manageable task. 

To be successful, a global early warning system will also need diverse but interoperable capabilities. It will have 
to function across a myriad of different operational settings: from highly-populated urban cities to rural locations 
with limited access to medical care to extremely remote settings with low digital and physical connectivity; high 
and low resource environments with regards to basic infrastructure (e.g., electricity, internet connectivity); varying 
existing public health investments in early warning, diagnostic laboratory capacity, and access to advanced detection 
technologies; as well as countries with diverse legal frameworks, government structures and diverse levels of political 
will for achieving early warning and detection. 

Given the variety of operational settings that occur within individual countries, the technologies used for early 
warning will have to account for the diverse requirements of specific locations within countries. For example, 
despite a high level of resources in the United States, many federal requirements and requests for reporting by 
states are simply not met or not rigorously enforced. In many locations, training is poor, and the technical systems 
used are outdated and inefficient at characterizing and responding to disease threats in a timely manner. There are 
many geographically and ethnically-diverse nations that would require implementing early warning systems at a 
municipal rather than a national level. The United States is far from alone with such challenges. During India’s second 
wave, experts commented that the surge in COVID-19 cases was specific to districts within India given its size and 
heterogeneity: “One epidemic is actually multiple epidemics in a country like India, and you need to have multiple 
strategies to address them."21

The introduction of situation-appropriate new technologies will have to be complemented by ancillary support 
systems. Many fundamental gaps exist that will require some level of remediation, including in human resources 
and infrastructure. There are locations, countries, or entire regions in the world where there is limited to zero 
capacity for early warning of infectious disease outbreaks. The reasons for such gaps include, for example, areas with 
the following characteristics: 
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• Low levels of internet connectivity, access to medical care, and veterinary personnel
• A persistent use of paper rather than electronic records
• Minimal laboratory diagnostic capacity
• A shortage in trained personnel, and 
• An absence of other critical resources such as reagents. 

Even when diagnostic laboratories are built to fill these gaps, host countries often cannot afford to sustainably fund 
ongoing operations and maintenance. Sustainable funding models will therefore need to be developed, and soon.

Political will must be built behind data sharing, development of standards for interoperability of diverse data 
systems and technologies, and trust-building among nations. Aside from data privacy concerns, some countries 
exhibit a lack of political will to provide the level of transparency needed to achieve effective early warning. Fearing 
assignment of blame for the disease, countries may refrain from sharing data. In some places, public health officials 
and scientists may be hesitant to report on outbreaks for fear of reprimand and punishment. Such information gaps 
cause delays in detection, response, and intervention, allowing diseases to spread further. Even when countries are 
transparent about outbreaks, different laws and regulations and government structures can be a major obstacle to 
information-sharing. Even within a country, competition or conflicts between agencies can impede information flow. 
Data-sharing is often impeded by private healthcare systems as well.

The trust-building that is needed for early warning, including for data sharing and achieving interoperability, cannot 
be overstated. In addition to the trust lost through the COVID-19 pandemic (among nations and between citizens 
and their governments), the number of players who will need to coordinate is vast. In some areas of the world, 
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literally dozens of organizations are conducting programs for early warning, surveillance, and outbreak response. For 
example, in Southeast Asia the following organizations are monitoring a range of infectious diseases such as malaria, 
tuberculosis, and HIV: Mekong Basin Disease Surveillance Network (MBDS), the WHO, ASEAN (Association of 
Southeast Asian Nations), Institute Pasteur, the Rockefeller Foundation, Global Fund, the U.S. Navy, USAID, the 
U.S. Defense Threat Reduction Agency, Centers for Disease Control, the London School of Hygiene, Duke University, 
and others. Although many of these efforts overlap with each other, there is no network for integrating, coordinating, 
and uniting them, eliminating redundancy, maximizing efficiency, and plugging remaining gaps. Improvements will 
require trusting relationships in addition to technological changes.

Moving forward toward an early warning system will also require carefully navigating and managing change. 
Some changes may seem major and may be evolutionary over a longer term. For example, syndromic surveillance may 
become less relevant to a future early warning system because detecting paths of known infectious disease outbreaks 
is often slow, and often has small initial sample sizes and low statistical power. Syndromic surveillance is better for 
detecting the unexpected, but that seems to be a rarer use case and doesn't match how the systems seem to be used in 
practice (at least in the United States, as described in Part III of this report), which is mostly for routine searches. As 
more advanced technologies such as those described below take hold, this will change how medical staff, laboratory 
technicians, and ultimately even national and international decision-makers create, perceive, and use information on 
infectious disease trends. Such changes will require training, education, and public awareness.

Additionally, paths created toward early warning must be mindful of covering inequities and disparities across 
populations---both those that persist today and those of the past that biosurveillance systems aimed to fill. This will 
require allowing for some redundancy and what may appear to be inefficiency as change progresses. For example, new 
disease detection and analytical tools are likely to make many single- and narrow-purpose systems inefficient, but they 
may persist for contractual or ethical reasons. If they are unlikely to dissolve or evolve, some such systems may be good 
portholes or targets for augmenting detection and characterization capabilities if this can be done in cost-effective 
ways. Programs like the Child Health and Mortality Prevention Surveillance Network described later in this report 
stand out in this regard, including because it already has an open data approach. 

Within the United States, as well as other nations, a variety of other long-known issues will need to be managed in order to 
close gaps at national levels for early warning: these include diverse laws and regulations at national and local levels; a lack of 
political will to provide transparency; a lack of standardization for public health data collection and storage; and insufficient 
transport and logistics. Ongoing efforts toward these goals by the WHO and others will need sustained support.
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LEVERAGING A NEW LANDSCAPE OF TECHNOLOGICAL SOLUTIONS 

Today, out of hundreds of known viruses capable of infecting humans, comparatively few (39 as of October 2018, 
according to an analysis in Nature) have diagnostics approved by the FDA in the United States..22 With regard to 
new viruses, whether naturally arising or lab-created, the technology exists to detect them, but so far it is in short 
supply. Finally, even when there are tests available, the time it takes to send a sample to a lab and get results in return 
can waste valuable weeks.23 With our current system of lab testing, the expectation is that there will be delays often 
with inconclusive results in the end. Although there were many failures during the initial outbreak, reliance on “astute 
physicians” may have caused delays of weeks, during which time the cases of COVID-19 were increasing exponentially.24

The pace of disease detection underpins the timeliness of reporting and information-sharing systems like those 
highlighted in Part II of this report. Additionally, what data are collected (the genetic sequence of a virus, clinical data, 
etc.) determine whether this information is useful for follow-on efforts to halt transmissions, including temporary 
behavioral restrictions and the rapid development of medical countermeasures.    

Looking forward, we must go beyond approaches that rely on pathogens creating symptoms strong enough for people 
to notice and report to medical facilities faster than they are spread to others. A global early warning system will 
require both these types of tools and more advances in the more traditional methods of detecting and diagnosing novel 
pathogens and sharing that information. What follows are just some examples of technologies with high potential to 
improve and accelerate early warning and detection of outbreaks and ensure that the next one is eradicated at its source. 

Genomic Surveillance

Biosurveillance and pathogen early warning are being significantly augmented by genomic sequencing and the deep data 
it produces. The benefits stem from the fact that genomic surveillance “integrates clinical, epidemiological, genomic, and 
phenotypic data to track changes in virus transmission, virulence, and effectiveness of medical countermeasures,” as described 
by a recent report from the Rockefeller Foundation.25 Genomic surveillance has the potential to add significant speed and 

CDC technician evaluating genome sequence. CDC.
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knowledge to enable the rapid detection, characterization, and efforts to halt infectious diseases. The detailed data produced 
are already enabling the world to achieve much more robust early warning, including on the emergence of mutations in 
viruses like SARS-CoV-2. Some experts believe that genomic surveillance of as little as 5% of samples from various sources 
(lab samples already being taken, wastewater, etc.) could revolutionize how global early warning is conducted. 

Getting to that level of genomic surveillance coverage is a critical goal to achieve as quickly as possible, and is being 
advanced by the Rockefeller Foundation, several government-led initiatives, and others. While this is necessary, it is 
not sufficient. Creating an interoperable ecosystem of different technologies, generating the political will necessary 
for sustaining early warning, and other supportive elements outlined above, will be critical. The good news is that this 
work is already being pursued by some actors today. 

Additionally, while next-generation sequencing is already on-hand today as a cornerstone of the path forward, the 
systems created in the coming years must also be designed to pull along and then integrate even more advanced 
technologies and tools. 

In particular, a specific type of advanced genomic surveillance—via metagenomic sequencing—can reduce the time 
between the start of human-to-human transmission and diagnostic confirmation down to less than a day upon clinical 
presentation, though it is not as widely used yet. 

Metagenomic sequencing is a broad-spectrum method to identify diseases by reading their genetic material. The 
technology helps to overcome many of the obstacles to shortening early detection timelines: in comparison to diagnosis 
from symptoms alone, metagenomic sequencing employs a far superior and accurate signal to identify a disease—the 
combinations of nucleic acids that make up a pathogen’s genetic code. Unlike the vast majority of lab tests today, on 
a single sample, metagenomic sequencing can search for thousands of pathogens at the same time.26 

Metagenomic sequencing also allows for identification of newly-emerging biological threats such as those created in a lab, 
or infectious diseases that are newly evolved. This is a crucial capability for pathogen early detection technology.27 As a 
proof of concept for detection of a novel pathogen, metagenomic sequencing was used to identify the first case of SARS-
CoV-2 in Cambodia in 2020.28 Metagenomic sequencing is also being deployed in Brazil, with the capability of detecting 
novel pathogens. In a partnership between the Bill & Melinda Gates Foundation, the Chan-Zuckerberg Biohub, and 
the Chan-Zuckerberg Initiative, grantees were provided training in similar methods used in Cambodia and also granted 
awards for purchasing a sequencing instrument to start using metagenomics in a clinical environment in Brazil.

Given the current state of technology, metagenomic sequencing should be deployed in several ways in the near-
to-medium term (today to roughly five years out). The technology can be leveraged initially as part of a pilot early 
detection pipeline targeted at a sample of specific cases with flu-like symptoms or those that appear similar to 
pneumonia. The process to achieve rapid detection could begin with less versatile methods such as tests of multiple 
respiratory pathogens at once, and eventually give way to metagenomic sequencing for detection of novel or unusual 
pathogens in cases where identifying the cause of a disease is more difficult. 

Metagenomic sequencing is a versatile approach that at its core means detecting all the DNA and RNA fragments in a 
sample. Several companies already have products that use metagenomic approaches to detect up to a thousand pathogens 
at once, which is far superior to current pathogen detection methods that are in general use today. These organizations 
include IDbyDNA, which has a testing service to identify 900 different microorganisms based on RNA and DNA 
from respiratory samples, and Karius, whose tests have similar coverage.29 In addition, IDbyDNA in partnership with 
Illumina provides reagents and analytical software for laboratories around the globe to perform testing at their site.
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Metagenomic methods can be applied in the latter stages of a pathogen early detection pipeline at the point of need.
The relatively high costs per test mean that for now, they are best used in specific circumstances.30 The distributed kit 
from IDbyDNA, that has similar coverage, is significantly lower priced with individual labs conducting the testing. 
If someone is ill and a plausible disease agent isn't detected using current predominant methods, then metagenomics 
testing for hundreds or thousands of pathogens at once, such as those applied in Cambodia for detecting novel 
pathogens, could be applied. 

Alongside this process, public health officials should also institute a program of random sampling among high-risk 
populations on a voluntary basis for running metagenomic sequencing to detect novel pathogens —i.e., those who 
are already sick and seeking treatment in hospitals. A similar  method of sampling, a form of sentinel surveillance, was 
used successfully to identify the first case of community transmission of COVID-19 in Seattle.31 This activity would 
increase the likelihood of detecting diseases that spread without victims showing symptoms. Because it would take 
place on site in hospitals or hospital labs, it would cut down the time consumed by waiting for results.

At a minimum, within the next five years, metagenomic sequencing should become available and be in frequent use as a 
detection method in every nation. However, the current costs and complexity of establishing metagenomic sequencing 
capabilities around the world are prohibitive, suggesting that deployment may be limited at first, accelerating as the 
technology further matures and new approaches are developed that are lower cost, easier to operate, and capable of 
being used in more settings. 

In early 2021, the Biden Administration announced an investment of $1.7 billion to add sequencing capacity to 
laboratories around the United States as a means to better track COVID-19 variants. This would rapidly expand 
genomic surveillance capacity for addressing the current pandemic. This also creates an opportunity to use large-scale 
sequencing laboratories for persistent sentinel surveillance. However, to ensure a decrease in detection timelines, 
several additional steps need to be taken. For example, the U.S. government should commit to annual investments 
to increase sequencing capacity in hospitals and train laboratory technicians and bioinformaticians to work on 
the software backend. Although metagenomic sequencing uses the same equipment used to sequence COVID-19 
variants, the entire metagenomic sequencing process is more complicated and requires specialized expertise---on the 
positive side, this should create a long-term area of workforce growth.

In the longer-term, genomic surveillance could become ubiquitous around the world. Inexpensive, easy-to-
use sequencing instruments could someday exist in all hospitals and community clinics. Hand-held approaches 
to metagenomic sequencing could permit more distributed testing of individuals, even in resource constrained 
environments. Metagenomic sequencing is already being used on samples collected from mosquitos through 
Microsoft’s Premonition program. Premonition’s metagenomic analysis goes further than most other metagenomic 
analyses, which tend to focus on only pathogens. It attempts to identify all the species (vertebrates, plants, fungi, 
viruses, etc.) in a sequenced sample using cloud-scale machine learning and reference genomes from all partially 
sequenced species. This allows the discovery of associations between potential pathogens and their hosts, with the 
goal of better modeling species ecologies and predicting spillover risks. Metagenomic methods can also be applied 
to samples collected from elsewhere in the environment, whether the air at crowded event venues, main waterways 
to track pathogens circulating in the environment, or at sewage processing plants serving cities. Already during the 
COVID-19 pandemic, samples from wastewater have been sequenced to estimate the community burden of the virus. 
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Other Technologies

Another category of technologies is in CRISPR (clustered regularly interspaced short palindromic repeats), gene 
editing tools that are precise and relatively simple and that are helping lead an ongoing revolution in biotechnology. 
In addition to transforming the biotechnology industry, there is also progress in using CRISPR as a more affordable, 
easy-to-use, highly-versatile early detection technology.32 These methods are the closest competitor to metagenomic 
sequencing as a catch-all early-detection approach both at the point of person and as a means to survey environments 
for biological threats. We provide summaries of high potential technologies, including CRISPR-based detection, 
below along with examples of proposed settings for their application. 

POINT-OF-CARE / POINT-OF-PERSON DETECTION

CRISPR diagnostics are a class of detection methods that can be “massively multiplexed,” in which tests are conducted 
for hundreds or thousands of pathogens at once on a single sample. These massively multiplexed approaches are 
similar to metagenomic sequencing: CRISPR and other approaches generally seek to identify pathogens by matching 
the genetic material in a sample with genetic information sourced from digital databases. They have the ability to 
rapidly integrate new pathogens to tests and even have the potential to identify new pathogens by comparing genetic 
similarities with existing ones.33 At the U.S. Department of Defense, there is an ongoing program called Detect It 
with Gene Editing Technology (DIGET), whose goal is to create a massively multiplexed platform that can detect 
1,000 pathogens simultaneously.34 Both the University of California at Berkeley and the Broad Institute of MIT and 
Harvard have been at the forefront of research to develop CRISPR-based massively multiplexed detection tools.35

These massively multiplexed approaches should be deployed in the near-to-medium term (one to five years) as a point-
of-person testing option available in local clinics all over the world, including in resource-constrained environments. 
The primary weakness of these approaches for early detection is that they are less effective at detecting novel pathogens. 
They would need improvements to more easily detect emerging infectious diseases that are genetically dissimilar from 
known threats or biological weapons engineered specifically to avoid detection.

In terms of other types of detection at the point of care or point of person, there are several complementary approaches. 
During the pandemic, NASCAR, the NBA, and the WNBA used OURA Rings, which were originally marketed as 
sleep trackers, to look for minute changes in temperature that could presage a coronavirus infection.36 Wearables such 
as OURA Rings, Fitbits, and Apple Watches have significant potential to be useful for supporting early warning of an 
infection based on changes to heart rate, sleep habits, and daily level of activity.37 However, while their inputs may help 
with early warning, differentiating between signal and noise remains difficult and there is a high risk of false positives.38

In the near term, these technologies should be piloted for people at high risk of exposure to dangerous infectious diseases, 
in particular when these devices are already being used as a way to track patient welfare during the pandemic, including 
after surgeries.39 They should also be deployed in labs that experiment on viruses with pandemic potential and where the 
inconvenience of false positives may be worth the benefit of stopping a lab escape. This type of biosurveillance can be coupled 
with highly accurate, rapidly reconfigurable diagnostic tests for the list of pathogens at the labs, allowing verification of any 
signal from a wearable. CRISPR-based diagnostics also have shown potential here. The U.S. Defense Threat Reduction 
Agency has contracted with the private company Sherlock Biosciences to develop rapid, accurate, reconfigurable tests.40 
This work builds on research conducted at the Broad Institute. The cost and benefits of using wearables should also 
continue to be explored broadly in hospitals and in some unique environments, for example on naval ships.
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ENVIRONMENTAL DETECTION

Environmental monitoring has long been a component of biosurveillance. Today, there is strong promise for it to 
expand for improving early warning systems, with many technologies that can be quickly brought to maturity with 
targeted investments. Environmental detection, which includes sampling waterways, the air and even organisms such 
as mosquitos, could provide persistent monitoring and early detection at high-risk locations such as rural areas where 
emerging infectious diseases often arise, airports and sports venues and even entire metropolitan regions.

Similar developments in massively multiplexed approaches for point-of-care testing, including using CRISPR, could 
lead to rapid progress in environmental detection in the medium term (three to five years).41 CRISPR is being 
developed to do massive multiplexed testing using a device called a microfluidics chip, also known as lab-on-a-chip 
technology, which automates much of the processing of samples. As a proof of concept, these chips have conducted 
thousands of tests within individual small apertures that are prepped ahead of time with necessary chemicals, i.e. 
reagents.42 Combining together the massively multiplexing capability of CRISPR and other massively multiplexed 
approaches with the more automated testing enabled by these chips opens up a whole new vista in environmental 
detection, compensating for several weaknesses in today’s environmental detection technology. 

Microsoft Premonition robotic platform for autonomously monitoring disease vectors and intelligently capturing samples. 
CoPyright miCroSoft CorPorAtion. USeD with PermiSSion from miCroSoft CorPorAtion. 
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Long before the pandemic and interest in testing wastewater, environmental detection had been a focus for U.S. early 
warning systems. The United States created a system called Biowatch in 2003 that tests the air for pathogens of interest.43 
The weaknesses of the system, which today's sampling of wastewater shares, are that it is difficult to test for a wide 
variety of pathogens, and automated sample collection and processing are still being improved.44 Massively multiplexed 
detection on chips could compensate to a certain extent for both of these issues. Thousands of tests can be conducted 
at once; the lab-on-a-chip approach drastically simplifies the entire testing process, allowing for easier automation. That 
being said, automated methods of sampling different environments would still need to be integrated and should be an 
active area of research and development that will also aid in enabling metagenomic sequencing in the environment. 

DIGITAL DETECTION

As described in Part II of this report, developments in digital technology have made significant contributions to 
reducing early detection timelines over the last few decades. ProMED’s event-based systems are a strong example. It 
relies on local media, and professional and on-the-ground networks to collect, curate, and disseminate online reports 
on outbreaks. It was the first organization to report on the emergence of SARS, MERS, Ebola and ZIKA.45 It was not, 
however, the first to report on COVID-19. 

On December 30, the automated HealthMap system, which scans news and social media for outbreak information, 
distributed an advisory about cases of a pneumonia-like illness occurring in Wuhan, China. ProMED’s report, which 
better characterized the threat as a high priority, was posted online four hours afterwards. 

The HealthMap System and other systems like BlueDot use natural language processing and automated translation, 
offering early warning and detection capacities that rival ProMED.46 Today, integrating a variety of datasets from 
internet searches, to social media posts, to flight information has high potential to spot infectious outbreaks relatively 
early in their spread, enabling countries to enact policies such as border testing or pausing travel to isolate an infectious 
disease outbreak.47 Next steps for this approach include the integration of additional sources of information and 
generating automatic reports that are capable of delivering high quality information at a faster pace to government 
officials and other stakeholders. 

With more outbreak-relevant datastreams coming online, there is an opportunity to further leverage digital 
detection technology and integrate a wide variety of information, including data from point-of-person detection 
and environmental detection systems, creating a comprehensive early warning and notification system for informing 
policymakers and public health responders alike. 
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Latin America's Pan 
American Health 
Organization and its 
COVID-19 Genomic 
Surveillance Regional 
Network. 
PAho.

India's Integrated Disease 
Surveillance Project

iDSP.

Institutions Relevant to Advancing Pathogen Early Warning

In the report Annex, we analyze the experience of governments in different operational settings (at the country, regional, 
and international levels) for detecting, monitoring, reporting, and responding to five major outbreaksincluding SARS, 
H5N1 avian influenza, Ebola, mosquito-borne disease outbreaks, and COVID-19. For each outbreak, we discuss 
major challenges and lessons learned and identify new technologies that may improve early warning and detection in 
the future. 

Many of the specific entities described in the Annex may become critical nodes for quickly advancing toward pathogen 
early warning in the years ahead. Several such organizations are pictured here.
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The Kazakh Scientific 
Center for Quarantine and 
Zoological Disease, for which 
the opening ceremony is 
pictured here with U.S. and 
Kazakhstani officials.
U.S. embASSy & ConSUlAte of 
KAzAKhStAn.

Japan's National Institute of 
Infectious Diseases. 
wiKimeDiA CommonS.

Russia's Rospotrebnadzor’s 
biosurveillance centers and labs, 

whose work includes building 
capacity with partner nations.

AKiPreSS.
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Ensuring Interoperability

The types of technologies outlined above and others will have to come together in order to create a global early warning 
system for emerging infectious diseases. The implementation process will likely be a combination of using cutting-
edge technologies to leapfrog toward deep and effective early warning; work to unify inputs from the landscape of 
diverse systems that already exist, including by augmenting them and providing incentives for cooperation; and, in 
some cases, phasing out some systems and efforts over time. Managing such change will require accounting for and 
wisely navigating through the issues and barriers outlined earlier in this report.   

The foundation for this work is that there is already a growing consensus in support of early warning that takes the 
form of a federated, ecosystem approach, by which many systems tailored to the needs and capabilities of specific 
populations are integrated. For example, as a result of a strong, multidisciplinary process, the nonprofit Milken 
Institute recommended in June 2021 a hub-and-spoke model by which a central coordinating entity will “link 
existing activities at the local and regional level, work alongside existing entities to facilitate connections and fill gaps, 
and provide a governance framework for collaboration.”48 Creating such a hub-and-spoke early warning system will 
require, among other things:

• Interoperability across the system, which requires rapidly setting data standards;
• An integration hub linked to regional sub-systems;
• Significant training programs and education for end-users and stakeholders;
• Financial sustainability over time;
• Components that bring in sufficient data to be used in developing medical countermeasures rapidly; and
• Systems that allow for technological change over time.

While it remains unclear today which actors will carry what roles in developing this system, it is broadly agreed that 
strong governance will be crucial.

Along this journey, it will be important to elevate the focus set by the WHO and others over the past few decades: 
getting ahead of biological threats and stopping them quickly. If political will is insufficient, the world risks backsliding 
and ineffectively tapping today’s incredible potential: technologies in use and under development today can allow 
societies to find pathogens of concern even before many people notice or report symptoms---and many can be used 
for characterizing and deeply understanding pathogens in order to help halt their spread. It is critical that systems that 
are augmented, newly developed, and integrated in the years ahead are interoperable for smoothly creating the early 
warning signals the world needs, and that they are designed from today forward to produce the kinds of data needed 
for rapidly creating medical countermeasures and adopting smart policies to help stop pandemic-potential diseases as 
quickly as possible.     

Luckily, there has been significant work over the past few decades to improve biosurveillance, and much of this can 
be built upon to create true pathogen early warning systems. This includes many of the technological and human 
capacities described next in PART III---as well as the relationships and cooperative mechanisms already at play in 
today’s biosurveillance landscape. 
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PART III: 
THE LANDSCAPE TODAY
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Fully mapping the global landscape of biosurveillance and detection systems would require significant resources and 
be constantly in need of updating. Changes are happening all the time. Information available online often differs from 
what is really happening on the ground. Even recent publications (i.e., those published in the past ~5 years) often 
include outdated information. 

Yet many characteristics of the current landscape are clear---and they are instructive for next steps to advance toward 
robust early warning systems. This section is kept to a high-level summary of these key aspects and select examples. 

DIVERSE SYSTEMS ACROSS THE UNITED STATES

Just as with much of the world, there is no uniform approach or consistency to biosurveillance across the United 
States. There are locations and populations that benefit from layered coverage via combinations of indicator-based and 
event-based reporting and analysis, along with sentinel coverage of specific populations that may be of higher risk to 
specific diseases or need special care, and still additional coverage. 

Massachusetts offers a good example. The state uses lab-based notifications for specific pathogens, syndromic 
surveillance across all emergency departments in the state, sixty sentinel sites for influenza surveillance, and an event-
based platform for frontline workers to flag a potential outbreak. Moreover, its web-based surveillance and forecasting 
platform (the Massachusetts Virtual Epidemiologic Network, or MAVEN) integrates data from across these layers. 

At the same time, other states and localities within the United States are severely under-served. 

In terms of early warning, syndromic surveillance can be timelier than many other current approaches where it 
is effectively used. The fragmentation in its use, however, weakens the nation’s ability to catch and track highly-
transmissible pathogens rapidly enough. Today, many U.S. states do not conduct state-wide syndromic surveillance, 
although in some states, most counties provide some level of data to the CDC’s National Syndromic Surveillance 
Program (NSSP), which serves as a collection and analytical hub. Where it is employed, there is widespread variation 
in syndromic surveillance across states and counties within them. States vary widely in their personnel capacities and 
skills for setting up and running the systems. 
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Figure 1 begins to show the uneven reporting that is conducted in the United States. Notably, those counties marked 
in dark blue only needed to send “at least one valid patient visit record in the last twelve months,” far from indicating 
sufficient data for early warning effective enough to rapidly address the spread of a highly-transmissible virus before 
it affects large populations.49   

FIGURE 1: U.S. COUNTIES REPORTING TO THE NATIONAL SYNDROMIC SURVEILLANCE PROGRAM,  APRIL 2020-APRIL 2021. 
SoUrCe: CDC.

It is also important to note that this figure represents only syndromic surveillance. Other reporting to federal agencies 
has been conducted for COVID-19, for example, though the time lags, gaps, and inefficiencies regarding that practice 
have been widely reported, despite valiant efforts through the pandemic to improve these systems. 

In terms of syndromic surveillance today, several U.S. states use the Electronic Surveillance System for the Early 
Notification of Community-based Epidemics (ESSENCE) of the Department of Health and Human Services (HHS) 
for detecting the emergence of infectious diseases. While this provides some commonality, states still vary greatly in how 
they use ESSENCE-based systems. This includes wide variation in the mix of participants and data inputs, contributing 
to the nation’s challenges with getting a full and real-time picture of what is happening. When syndromic surveillance 
efforts start at the county level, as is the case in Colorado and California, there is a real difference in how each county 
uses ESSENCE. Some counties focus on influenza-like or COVID-19-like symptoms tracking along with other outbreak 
indicators, while neighboring counties may focus on overdose incident rates and suicide along with outbreak tracking. 
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Florida and Colorado are both looking to include emergency medical response data into their data streams that feed into 
ESSENCE. These practices may be ideal for local responses and maximizing the tools counties have on hand, though they 
further show the differences within the U.S. landscape and the integration challenges that data analysts have to navigate.

Examples from CSR’s research and interviews with officials in several states showcase these characteristics. 

California. Sixteen out of California’s 58 counties conduct syndromic surveillance at some level.50 Several counties 
indicate that syndromic surveillance is only collected from information provided by emergency departments (El Dorado, 
Humboldt, Riverside, Sacramento, and San Mateo Counties). Sacramento County's syndromic surveillance is conducted 
as part of the CDC’s NSSP using ESSENCE, though this is not the case for all counties. Both Fresno and Tulare counties 
use Health Monitoring Systems’ EpiCenter as a tool for tracking potential outbreaks, influenza-like activity, and specific 
fields for emergency department visits (i.e. animal bites). California has multiple platforms for collecting electronic 
health records (EHR). The central system is the Health Information Exchange Gateway, which includes information 
on the California Immunization Registry, California Reportable Disease Information Exchange (CalREDIE), and other 
EHRs with breakdowns by county.51 While counties may not indicate that they conduct syndromic surveillance, they 
may still have systems in place to exchange emergency department information, like San Bernardino’s ReddiNet system, 
which pulls emergency department chief complaints and symptom criteria for influenza-related illness patterns.52 

Colorado’s syndromic surveillance programs are county-led efforts, originating with TriCounty Health and Denver 
Public Health. This area includes Adams, Arapahoe, Boulder, Denver, Douglas, and Jefferson counties. Expansion of 
the syndromic surveillance program into an additional eight counties began in 2019 and is still ongoing. All syndromic 
surveillance is conducted as part of the CDC’s National Syndromic Surveillance Program using ESSENCE. The 
TriCounty Health Department (Adams, Arapahoe, and Douglas  counties) has its own version of ESSENCE, while all 
other counties directly downloaded the ESSENCE version made available through NSSP.53 Colorado’s Department 
of Public Health and Environment funnels the federal funding for syndromic surveillance to the state’s counties. 
Currently, there is one staff member who serves as the ESSENCE coordinator for all of the participating counties.54  

At the time of writing, there are 83 Colorado facilities (emergency departments and urgent care centers) reporting their 
data into ESSENCE.55 Roughly, this translates to 90% coverage in participating counties. This information includes chief 
complaint data and discharge diagnoses. Poison Control Centers and the Office of Vital Statistics also report into the 
syndromic surveillance system. Most counties are using ESSENCE for noticing increased caseloads, emerging symptomatic 
trends, and conveying that information to neighboring counties. Information on sudden and violent deaths, including 
drug overdoses and suicides, are also tracked and then relayed to appropriate contacts. Bordering states are also monitored as 
part of surveilling the weekly incidence of drug overdose. For Denver Public Health, their team uses syndromic surveillance 
to track four areas: COVID-like illness, opioids, kratom, and synthetic marijuana. Laboratory report data is new to the 
COVID-era and is likely to be expanded. Ambulatory data is included for Denver Public Health, while the other counties 
are working to onboard this data stream. In general, public health officials indicated in conversations with CSR that they 
view ESSENCE as underutilized in the state, and showed interest in increasing the utility of the software. Additionally, 
local level officials noted the need for increased incentivization for hospitals to be active participants in ESSENCE. All 
Colorado data gathered is relayed to the CDC. It is an example of a state following federal requirements well. 

Connecticut outsources syndromic surveillance to the EpiCenter system (HMS Inc). All 38 emergency departments 
in the state report an accepted array of syndromes, and data is compatible with the CDC’s Public Health Information 
Network.56 Post-diagnostic reporting covers over 80 diseases.57 Flu surveillance is syndromically surveilled using a 
network of voluntary outpatient sentinel sites.58
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Florida uses ESSENCE-FL to conduct syndromic surveillance. As of January 2020, 266 (out of 268) emergency 
departments and 80 urgent care centers upload data to ESSENCE-FL, with updates every 2 hours.59 Highlighting 
sources of potential transmissible disease data, Merlin, Florida’s reportable disease system, and STARS, the STD 
reporting system are also included into ESSENCE.60 Data from its Poison Information Center, the Florida Office 
of Vital Statistics, the National Weather Service, and mission data from the Assistant Secretary for Preparedness 
and Response are fed into the system as well.61 The Florida Department of Health is also working to incorporate 
ambulatory data into the system. On the user-end of ESSENCE-FL, its health department has established a protocol 
for following up on Visits of Interest (VOI).62 In each county, there are two epidemiologists tasked with following up 
on them. Each day at 10 am, the epidemiologists are sent a report of these visits from the past 24 hours. These VOIs 
are flagged by an algorithm within ESSENCE-FL that detects select phrases and words in the emergency department’s 
chief complaint and discharge diagnoses fields. This is one way for the state to put in place a framework for mandated 
follow-ups or epidemiological investigations. Florida is one of the states in which research has been conducted on the 
effectiveness of ESSENCE. During the Zika outbreak, a study by epidemiologists from the state health department 
found an additional 18 cases from triage notes and 11 cases from foreign travel triage notes.63 This study led the 
epidemiologists to suggest incorporating triage notes into ESSENCE-FL by all participating emergency departments 
to help catch emerging infectious diseases. 

Georgia has maintained some type of formal syndromic system since 2004 as a module within its State Electronic Notifiable 
Disease Surveillance System (SendSS).64 This syndromic surveillance module is bespoke (SendSS-SS), and different from 
ESSENCE/NSSP. Data collection is from emergency departments and urgent care facilities; coverage is close to complete 
(all 18 districts/159 counties) from 135 facilities, with only 5 facilities not within the system. Most facilities report data 
daily at a median timespan of 32 hours.65 This system covers 36 syndromes and subsyndromes (including COVID-19). 
85-90% of its data is shared with NSSP; 10-15% of facilities don’t provide data that meets NSSP standards.66 

Illinois has maintained a statewide, formal syndromic surveillance system using ESSENCE since 2013.67 185 
emergency departments (complete coverage) provide near real-time data (every 15 minutes) based on 12 syndromes 
and 165 subsyndromes, and data is shared with facilities themselves, local health departments, the state health 
department and NSSP. There are strong legal frameworks for data collection and sharing.68 A 2016 evaluation showed 
poor access to the system, however (under 30% had access), with no one accessing it daily for situational analysis, 
making it of limited value for early disease warning.

The Evolution of U.S. Biosurveillance during COVID-19 

Pathogen surveillance and data sharing have advanced in the United States in response to the COVID-19 pandemic. 
Past efforts to track pathogens have provided a framework for disease surveillance and even aided in detecting 
COVID-19 cases. Since 1999, the CDC has collected and published information on influenza through “FluView,” an 
interactive dashboard that tracks geographic-specific influenza-like illness counts and strain prevalence.69 Additionally, 
the first detected case of COVID-19 community spread in the United States came from samples collected by the 
Seattle Flu Study, an academic endeavor to study disease dynamics.70

However, federal disease tracking efforts were not able to quickly pivot to general SARS-CoV-2 tracking. This left a 
desperate need for collated information, especially given that public health is predominantly orchestrated at the state 
level and public health entities were busy doing front-line work. Academics, journalists, and an army of volunteers 

http://www.councilonstrategicrisks.org


The Janne E. Nolan Center, an institute of the Council on Strategic Risks
www.councilonstrategicrisks.org 30

filled this void and provided interactive web tools for the public. The Covid Tracking Project, run by volunteers and 
overseen by The Atlantic, manually curated data as states frequently changed what data they reported and how.

The CDC initially struggled with tracking the pandemic. Data from states were often slow and inconsistent. The CDC 
had disparate and in some cases outdated tracking systems across its centers.71 In response, HHS built HHS Protect 
data hub to gather and use healthcare information such as hospital bed and ventilator usage. Although this data 
ecosystem was powered by eight different commercial companies, it was able to be adapted to accept new information 
or users within a matter of days.72 As HHS was able to threaten termination of medicare and medicaid reimbursements 
to non-complying hospitals, by the end of 2020 96% of hospitals were reporting data every day.73 In March 2021, the 
Covid Tracking Project disbanded as HHS and the CDC had begun producing clear, accessible data.74

These readily available data could show disease prevalence, but it quickly became increasingly clear that that was not 
sufficient given the spread of new variants. In mid-February 2021, the Biden administration announced a major push 
to sequence SARS-CoV-2 genomes in order to track strain-specific information.75 SARS-CoV-2 genomic sequencing 
uses targeted enrichment, where the genome is selectively isolated from a sample, leaving other pathogens behind, or 
amplicon, where the genome is selectively amplified in the sample, drowning out the signal from the other pathogens.
This allows nearly all the genomic information to be from the SARS-CoV-2 genome, allowing for more SARS-CoV-2 
genomes to be sequenced for the same price. Genomic information enables the identification of variants growing in 
proportion in the general population, and therefore are likely more transmissible, or becoming disproportionately 
prevalent in hospital admits, and therefore are likely more virulent.76 Standard SARS-CoV-2 testing via PCR is useful 
for detecting overall prevalence, like a weather forecast announcing precipitation levels. Genomic sequencing allows 
for more detailed, useful information, such as whether the precipitation will be rain, snow, or hail, which would 
require different preparation. However, neither of these provide other useful information, such as what other viruses 
are circulating. This leaves a blind spot in terms of knowing if it will be a calm day or if we should expect a tornado. 
In order to prevent the next pandemic, the United States needs to continue to advance pathogen early detection in 
ways that address these challenges.

Louisiana. The first syndromic surveillance system used was the Louisiana Early Event Detection System (LEEDS).77 
However, in 2020 the state started transitioning to NSSP. At this time most providers are reporting directly to NSSP. 
Clearly, using the LEEDS program has facilitated the transition to NSSP since the reporting modes are very similar. 
All emergency departments and some major labs are reporting, covering 90% of the state and all counties. There is 
coordination between state veterinarians for zoonotic outbreak awareness and flu variants are also monitored. Genetic 
sequencing is used for confirmed diagnostic cases.  

Maryland has maintained a formal syndromic system, Maryland Y2K, since 2001.78 It evolved into ESSENCE 
in 2004. There is complete coverage of the state’s 24 counties and data collection is from emergency departments 
(100% coverage), schools (100% coverage), pharmacies (over-the-counter medication and thermometer sales from 
two pharmacy chains), two poison control centers, and reportable disease systems.79 All of the data is shared with 
NSSP.80 New data sources in the last five years include urgent care centers and emergency medical services. Strong 
legal frameworks exist supporting data collection and sharing with facilities, local health departments, state health 
departments and NSSP.81 Coverage is for 12 syndromes and about 165 subsyndromes, with data received in near real 
time (under 24 hours).82
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Massachusetts has a comprehensive infectious disease surveillance system.83 It serves multiple purposes, including early 
outbreak detection (although its ability to do this is questionable), outbreak characterization, situational awareness of 
disease trends, and policy evaluation.84 Like other states, it collates data from multiple sources including laboratories, 
syndromic surveillance systems and electronic health records. Most local health boards (92%) integrate and analyze 
this information on a web-based platform called MAVEN.85 MAVEN uses a statistical algorithm to generate inferences 
from these various data sources for possible outbreaks. Epidemiologists and other health professionals analyze these 
signals and classify them depending on their threat potential and the stage of investigation. Another possible point of 
difference is MA’s use of electronic laboratory reports - it does not rely on paper based documentation and information 
transfer via fax.86 Presumably it is not mandatory to establish the nodes necessary to stream data to MAVEN given 
92% coverage across the state (i.e. if mandatory, I’d assume closer to 100% coverage). But there are clear incentives to 
do so, with federal financial remuneration schemes and a range of possible ways in which the data could be used to 
improve health planning and policy.87

Massachusetts also has a well-functioning syndromic surveillance system that uses ESSENCE, covers 100% 
of emergency departments and an increasing number of urgent care centers.88 They do not integrate data (e.g. 
absenteeism, pharmacy sales) from other sources into the system. Information is shared with the CDC via the NSSP.89 
State officials are considering expanding  public-private partnership (primarily relationships with universities) to 
equip public health facilities with the latest technological capabilities and knowledge.

Minnesota has no “formal” syndromic surveillance system but has collected syndromic data for COVID-19 symptoms 
since summer 2020, led by the Minnesota Department of Health using emergency department and inpatient hospital 
visit data and leveraging an existing Encounter Alert Service infrastructure that tracks hospital capacity (# of beds) 
to achieve statewide coverage (covers 173 facilities).90 There is no legal framework, and strong public opposition to 
collection of syndromic data possibly due to the level of detail of data collected such as social security numbers.

New York. The majority of counties in New York State have a well-established infectious disease surveillance system 
that integrates laboratory, syndromic and EHR based surveillance.91 95% of counties have emergency department 
presentation-based syndromic surveillance systems. As per the CDC, New York City has one of the best syndromic 
surveillance systems, which has proved useful for multiple purposes. For example, it helped identify and exclude 
possible cases of Ebola presenting to emergency rooms between 2014-16, a rise in drug overdoses and culture-negative 
cases of meningitis. Like other states, New York has its own integration system, the Communicable Disease Electronic 
Surveillance Systems. 

Oklahoma has a state-wide electronic reporting system for diagnosed diseases, but does not have a state-wide syndromic 
surveillance program, although the Oklahoma City-County Health Department and Tulsa Health Department have 
syndromic surveillance systems that use ESSENCE, and the state is attempting to develop a comprehensive program 
using the same model.92
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COVID-19 in Texas 

In the state of Texas, the first case of COVID-19 was detected on March 4, 2020.93 This index case was a man in his 
70s with recent travel to Egypt. On March 5, a total of eight presumptive cases were identified in the Houston area, 
all part of a group with travel history to Egypt, and all rode on the Nile River cruise ship, M.S. A’sara.94 95 On the 
same day, the state announced an expansion of capacity for testing: six public health laboratories within its Laboratory 
Response Network were said to be capable of testing for COVID-19. 

Texas’s first case without international travel was on March 9 (from domestic travel to California) and the first case 
with no travel history or known contact with other cases was on March 11.96 97 By March 11, Governor Abbott and 
the Texas DSHS urged Texans to take preventative measures.

The Texas DSHS adopted case definitions for COVID-19 developed by the Council of State and Territorial 
Epidemiologists (CSTE).98 This defines a confirmed case, a probable case, as well as a suspect case. It also outlines 
clinical criteria for diagnosis as well as epidemiological linkage criteria. One key action DSHS took recognizing 
that some jurisdictions in Texas may not have the capacity to investigate all confirmed and probable cases included 
as part of the CSTE definition was defining five priority levels for investigation of cases. Starting with priority 1 
(investigation of all confirmed cases of COVID-19) to priority 5 (investigation of suspect cases of COVID-19), this 
prioritization approach helped the state with early identification of new community cases. The state also launched 

Texas Army National Guard Soldiers comprising a Mobile Testing Team visited the Alabama-Coushatta Native American 
Reservation in Livingston, Texas, on May 11, 2020, to provide free COVID-19 testing to residents of the reservation. 
Sgt. erin CAStle / U.S. Army nAtionAl gUArD
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Texas Health Trace, a new online system designed for rapid contact tracing by DSHS after community members use 
a COVID-19 self-checker. Texas COVID-19 datasets are available over time, and by county. A new death registration 
system called the Texas Electronic Vital Events Registrar (TxEVER) is being used to quickly report COVID-19 
deaths. All of the COVID-19 response activity and effort is overseen by DSHS’s Emerging and Acute Infectious 
Disease (EAID) unit under the Infectious Disease Prevention Section. This section has provided updated guidance 
for 2021 for epidemiology case criteria that includes COVID-19.

The Texas DSHS maintains a state-level syndromic surveillance system (TXS2), and 3-4 other regional systems that 
are fully integrated or in the process of being integrated into TXS2. These syndromic systems use data from emergency 
departments, emergency medical services and poison control registries, with all data from TXS2 shared with the 
National Syndromic Surveillance Program (NSSP). 

DSHS has documented a use case for COVID-19 syndromic surveillance by tracking COVID-19-Like Illness (CLI). 
For example, DSHS notes that from March 4, 2020 to March 4, 2021 there were 326,928 visits that matched CLI. CLI 
trends have been found to follow the trends in COVID-19 cases in Texas, and CLI has a correlation coefficient with 
COVID-19 cases of 0.83. These visits represent only about 15% of cases however – unsurprising because only a small 
percentage of people with COVID-19 will need to go to the hospital. DSHS is working with other groups researching 
if syndromic surveillance can predict outbreaks of COVID-19 and for now their local and regional epidemiologists 
continue to watch syndromic data for trends and use this data to watch for potential outbreaks in their area.99

The Texas DSHS Austin Laboratory Services identified its first variant case (the B.1.1.7 variant that was first identified 
in the United Kingdom and is thought to spread much more easily from person to person than most strains of the 
coronavirus) on January 7, 2021 using genetic sequencing.100 The case was an adult male with no history of travel, 
suggesting it was already circulating in the community. Sequencing continues to be used to track variants.101

As of May 24, 2021, Texas has reported almost 3 million confirmed cases, and more than 51,000 deaths.102

Washington state’s early detection and biosurveillance system is largely in line with the most common practices across 
the nation. Washington has an Essence-based syndromic surveillance system called the Rapid Health Innovation 
Network (RHINO).103 Hospitals and clinics report syndromic data to the state department of health, and then once 
validated the data is sent on to the CDC NSSP.104 In addition to RHINO there is a system of legally-required reporting 
on a list of notifiable conditions.105 Reporting occurs upon lab confirmation of the presence of a listed pathogen. 

Notably, neither the syndromic system nor the state’s lab reporting procedures was the first to spot the first confirmed 
case of COVID-19 community transmission in Seattle.106 In 2018, the Seattle Flu Study was founded to track 
respiratory disease in the Seattle area. The study involves several institutions and serves as a platform for tracking 
respiratory illness.107 In one of the programs of the study, testing is conducted through at-home tests that are sent 
upon participant reporting of flu-like symptoms. Between January 1 and March 9, 2020, the study tested 2,353 
specimens after online enrollment and identified SARS-CoV-2 in 25 or 1.1% of them.108 Subsequently, transmission 
in Washington was traced using an analysis of the genomic sequence of samples of SARS-CoV-2. 

Though these state case studies are not a comprehensive detailing of what is happening on the ground, even as a 
representative sample they showcase that there is significant, good biosurveillance work happening across the United 
States today. It also reveals some of the challenges that explain why the existing systems do not add up to the strong 
early warning capability that is needed---as the COVID-19 pandemic has made brutally clear.  
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EXAMPLES OF SYSTEMS AROUND THE WORLD 

As a microcosm of the international landscape, these U.S. examples above showcased how the current landscape is 
diverse and fragmented, characterized by positive efforts and many weak spots. These examples, however, focused 
mostly on syndromic surveillance in one nation. Each country has its own capabilities related to disease early warning. 
Many international and nongovernmental organizations have yet other relevant efforts. Increasingly, there are also 
public and private sector contributions to early warning that go far beyond common syndromic-based systems. 

This section provides brief examples of some such elements of the international landscape. The regions, countries, and 
aspects of the international system are selected in order to provide a basic sketch of some of the important features and 
dynamics at play, with a focus on themes that help indicate how progress may play out in the near term.

Progress Toward Early Warning: Northeast Asia

Due to close cooperation with the United States, including through cooperation and exercises with the U.S. defense, health, 
and diplomatic agencies, South Korea's pathogen early warning system has adopted many of the characteristics of the U.S. 
system, which until recently was viewed as being a gold standard. However, because of direct experience with outbreaks 
such as MERS that significantly affected the country, South Korea was better prepared for the COVID-19 pandemic.109 In 
particular, the country applied existing technologies, especially PCR-based diagnostics, that directly aided in maintaining 
control over the virus despite the constant threat of spillover outbreaks from countries having more difficulty.110 

After lab confirmation that there was a novel coronavirus in circulation in China, in January 2020 South Korea 
immediately began preparing to conduct diagnostic testing of its population at scale.111 Working hand-in-hand with 
the private sector, the South Korean government quickly scaled up testing capacity to six hundred screening and testing 
centers and 150 diagnostic laboratories, with the ability to conduct 110,000 tests per day as of November 2020.112 As 
a result, early in the pandemic and even later as cases spiked across the world in the fall and winter 2020, the country 
was able to identify cases and stop their further spread before the case count became difficult to manage.113 Beyond 
Northeast Asia, Vietnam had similar success in controlling the virus with a more targeted approach of conducting 
diagnostic testing that was scaled up to a lesser extent but more targeted around clusters of cases.114

Japan likewise has relatively strong biosurveillance systems in place, in part shaped by past threats and emergencies. 
The nation has long invested heavily in science and technology, biotech, and medicine. Tragedies have also shaped its 
landscape. In the past, the nation was struck by a domestic terrorist group that tried to develop and use both chemical and 
biological weapons. It was then forced to grapple with more than a decade of public health efforts surrounding the 2011 
Triple Disaster, given the thousands of lives lost in the tsunami and extreme fears regarding the resulting nuclear incident. 

As a result, Japan’s investments in public health and countering biological threats---and related work to prevent and plan 
strong responses to emergencies of all hazards---are more consistent than many nations. This extends to disease detection and 
information-sharing, much of which is conducted via the National Institute of Infectious Diseases (NIID). Various entities 
across the nation conduct syndromic, sentinel, indicator-based, and event-based biosurveillance and report to the NIID.115 

Lessons from the region include the importance of detection and diagnostic instruments in identifying outbreaks and 
supporting non-pharmaceutical interventions such as contact tracing and quarantining. However, what should be noted 
is that today’s diagnostics can be effective once an outbreak has already been characterized; it is less clear how effective these 
nations’ systems would have been in the earliest outbreak stage if SARS-CoV-2 had begun in either of these countries. 
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One Health Integration: Southeast Asia

Surveillance systems in Southeast Asia are complex, as there are multiple layers of overlapping programs within and 
between countries, as well as those sponsored by third-party donor countries, international organizations, and NGOs.116 
Across these actors, the emergence of SARS, H5N1, and H1N1 viruses brought much more investment to biosurveillance 
focused on animals and agricultural settings, bringing needed capacity and attention to this critical region.117 

As such, Southeast Asia showcases the importance of (and challenges with) the One Health approach of integrating 
early warning, preparedness, and responses across the human, animal, and agricultural domains.118 While important 
improvements have been made, progress and additional capacities are required for early warning, including because 
most of the emerging infections in this region arise from zoonoses.119 A strong approach would include genomic 
surveillance around live markets and large farms.

Vietnam has both a wildlife trade industry valued at $1 billion annually and one of the highest livestock densities in 
Southeast Asia.120 Both these factors have contributed to the country becoming an epicenter of zoonotic infections over 
the last decade, while also leading to an innovative pathogen early detection approach based on sentinel surveillance 
of at-risk populations, such as members of farming households, those who frequent wet markets, workers at wildlife 
restaurants, etc. Over the course of a three-year study as part of a program called the Vietnam Initiative on Zoonotic 
Infections (VIZIONs), samples were drawn from high-risk populations and then sequenced to better understand 
which viruses are most at risk of becoming communicable by looking first at those that have made the initial step of 
infecting a human host.121 The VIZIONs program was supported by the Wellcome Sanger Institute.122 

Thailand has similar conditions in terms of possible zoonotic exposure and held another innovative program to 
encourage mobile-phone-based reporting of suspected illness among livestock or wild animals that would then lead 
to further investigation. The program, Participatory One Health Digital Disease Detection (PODD), is ongoing and 
has expanded to cover human health and environmental health issues. The PODD program is a partnership between 
the organization Ending Pandemics, social impact tech company Opendream, and local partners in Thailand.123

USAID Avian Influenza Surveillance at Bangkok's Klongtoey Market, January, 2014, Bangkok, Thailand. riChArD nyberg / USAiD.
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Building on Legacy Capacities: Central Asia and the Caucuses

Around the world, many investments in biosurveillance have been made for security reasons---including meeting the 
general health security of local populations, increasing security of dangerous pathogen samples in laboratories, and 
working toward early warning in case a deliberate biological attack were waged by a state or non-state entity. 

Many such investments are built upon a foundation of strong expertise and long-developed infrastructure capacities. 
A leading example can be found across former Soviet states and within Russia, a legacy of the Soviet Union’s focus on 
fostering scientific and technical expertise and institution-building.124 After the collapse of the Soviet Union, and as the 
world learned that these capabilities were also used to produce an industrial-scale biological weapons program, significant 
cooperative efforts worked to dismantle former bioweapons facilities in places like Kazakhstan and focus the region’s experts 
on building capacity to detect, characterize, and address biological threats, including for the region’s endemic diseases.         

Prior to U.S.-supported efforts in Central Asia and the Caucuses launched around the early 2000s,  including in 
Georgia, Armenia, Azerbaijan, and other nations, health reporting was reliant on a paper-based system that filtered up 
from individual health facilities to the province and then national levels. Funded by the U.S. Cooperative Biological 
Engagement Program (now called the Biological Threat Reduction Program, BTRP), contractor Black & Veatch 
developed the Electronic Integrated Disease Surveillance System, or EIDSS, starting in 2003. EIDSS includes clinical 
symptoms and, importantly, integrates human and veterinary case reporting. It could potentially be able to accommodate 
some syndromic reporting. EIDSS is reportedly being used to share COVID-19 data across several Central Asian 
countries where it has been introduced and supported by BTRP.125 Programs across many countries in this region 
likewise helped train personnel in biosurveillance, biosafety, and other related areas over the past two decades.126

In Georgia, disease detectives investigate a case of novel orthopox virus. September 2013. CDC globAl.
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The capabilities of the National Center for Disease Control and Public Health (NCDC) in Georgia showcase how 
collaborative work to leverage post-Soviet personnel and infrastructure assets established strong biosurveillance 
capabilities that came into play in the COVID-19 crisis. Georgia quickly responded to COVID-19 outbreaks by 
implementing PCR testing in late January 2020---capacities that were largely introduced and trained as a diagnostic 
tool in cooperation with BTRP.127 The nation then added a WHO-approved antigen test to expand testing to remote 
rural areas without laboratory capability.128 The Georgians had conducted almost 2 million tests by the end of 2020 
(with a population of under 5 million).129 The nation developed a computer application to report and compile testing 
results, where input was provided by health care workers, public health agencies, and testing personnel.130 In addition, 
they mobilized extensive contact tracing and isolation of suspected cases early on, and set up a network of both 
physical and virtual clinics to care for almost a quarter of a million positive cases.131   

The Richard Lugar Public Health Research Center, which was built, formulated and trained through BTRP, has had 
a leading role in surveillance by monitoring labs across the country, providing external quality control of testing. In 
addition, the Lugar Center has completed whole genome sequencing of 25 viral strains from the first outbreak wave, 
allowing epidemiological tracking and establishing that some of the first cases were travel related (from Spain and 
Italy), while later-introduced strains included the British variant.132    

Moreover, there is a solid foundation of regional collaboration in this region. One initiative, the Biosurveillance Network 
of the Silk Road, has for years facilitated cooperation and expert exchanges among Armenia, Azerbaijan, Bulgaria, 
Georgia, Ukraine, and others. Its work has also been facilitated by the U.S. Cooperative Threat Reduction Program.133

While this region’s history is unique, the disease detection and related systems in many of its countries showcase how 
efforts to move in the direction of early warning can leverage significant existing capabilities.

An Influx of Investments: Africa

In Kenya, one of the world’s most advanced and versatile pathogen early detection technologies, metagenomic 
sequencing, is being used to identify which pathogens are most often sickening and killing children. The Chan-
Zuckerberg Initiative (through its Chan-Zuckerberg Biohub, with additional funding through the Bill and Melinda 
Gates Foundation), has made this technology available in several other African nations, such as Gambia, South Africa, 
Malawi, and Madagascar.134 

This is one example of how many countries in Africa are seeing a major influx of resources to quickly improve their 
capabilities and fill gaps. For this, many receive significant support from European and U.S. donors and relevant 
investments from China and other trade partners. These investments have augmented early warning capacities in 
recent years across Africa and appear to continue to inform its evolution, including whether specific diseases are 
targeted for unique support. These investments could position Africa well to contribute strongly to a global early 
warning system in the future.  

Yet, given its vast geography, diverse economic and political systems, and other factors, biosurveillance across the 
African continent currently varies dramatically. In a recent survey on biosurveillance in Africa, the single most cited 
challenge was data collection and dissemination, which is vital for tracking diseases and organizing a prompt response.135 
Current biosurveillance systems in Africa are largely paper-based, i.e. not electronic. The first country to transition to 
electronic collection and sharing of outbreak data was Sierra Leone. It will be important for other countries to follow 
this example, though resource constraints and personnel training will have to be part of the solution set. 
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Due to its numerous endemic diseases, emergence of many cases of drug resistance, and other factors, there is high 
interest by the WHO and international governments and philanthropies in advancing genomic surveillance in 
Africa.136 Such systems would serve purposes beyond just early warning, and could pay high dividends by directly 
informing efforts to halt drug resistance and other challenges. Notably, some public health experts warn against 
absorption capacity and long term sustainability and costs for this and other approaches to improving biosurveillance, 
especially in areas where electronic records are not kept today or where electricity is inconsistent or unaffordable to 
many.  

Africa CDC and the Institute of Pathogen Genomics are increasingly supported by significant international resources 
to quickly expand capacities, and there is high hope among many for leap-frogging many parts of the continent to 
current and emerging tech. Africa CDC has reached out to the Chan-Zuckerberg Biohub amid the COVID-19 
pandemic to discuss expanding genomic sequencing capabilities throughout the continent.137 

Initiating Regional Cooperation: The Middle East

Cooperating across nations and other actors will be crucial to effective early warning in the future. At times, the trust- 
and confidence-building that cooperation will require must begin with relatively small steps. This approach can be 
seen in past efforts to build regional relationships to address biological threats in the Middle East. 

Local laboratory capacity for rapid diagnostics is key to a quick response during a disease outbreak. viCtor bAlAbAn / CDC globAl.
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The region hosts many endemic diseases, has been the first known location of novel infectious diseases to emerge 
(such as Middle East Respiratory Syndrome or MERS, a coronavirus first detected in Saudi Arabia in 2012), and 
once housed biological weapons programs in the case of Iraq and concerning activities in Iran and Syria. Additionally, 
climate change is already beginning to influence shifts in disease trends in the region.138

Many countries in the Middle East are working toward consistent electronic disease reporting to central authorities 
within their countries, though in many countries these efforts are relatively recent, and in most cases don’t yet seem 
to extend into event-based biosurveillance or syndromic methods. One exception is Saudi Arabia, which has had 
event-based surveillance in place for years and syndromic surveillance tailored to the nation’s unique disease concerns, 
including those stemming from its annual hosting of Muslims from around the world taking part in The Haj.139 
 
Reflecting these biological threats, since the early 2000s several programs have helped to start building relationships 
among health and biological threat reduction experts in many countries in the Middle East. For example, the Gulf 
Cooperation Council (GCC) nations have coordinated on healthcare issues and information-sharing. However, to 
date this appears to have been mostly focused on noncommunicable diseases, biosafety, and issues such as smoking 
and pharmaceutical controls.140 Still, such cooperation may provide a hook for future regional cooperation pertaining 
to pathogen early warning. Additionally, there is clear interest by some academic, public health, and government 
entities in improving pathogen data collection for disease forecasting and prevention efforts.   

Another example of cooperation is the Middle East Consortium on Infectious Disease Surveillance (MECIDS), 
launched in 2003 among Israel, the Palestinian Territories, and Jordan.141 Early work of MECIDS focused on 
surveillance and information-sharing on food-borne illnesses. This is often seen as an easier start to cooperation across 
borders, as compared to human disease trends that could reveal national weaknesses or agricultural trends that may be 
seen as affecting trade competition. Many regional information-sharing efforts focused on noncommunicable diseases 
such as cancer also exist. In the past, such programs have often started among mostly academic experts, which can be 
easier than the diplomatic challenges of convening government officials across some countries.  

CDC champions a One Health approach, encouraging collaborative efforts to achieve the best health for people, 
animals, and the environment. AwADh mohAmmeD bA SAleh / CDC globAl.
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In the Middle East, most nations lack legal requirements to share infectious disease data, in addition to biosurveillance 
efforts being deficient within many nations. This region could be a prime location for leapfrogging to genomic 
surveillance and other advanced tools and technologies---including wastewater analysis and others that don’t rely on 
individual-level data and may be seen as less sensitive in terms of data sharing and regional cooperation. Some efforts 
are already underway on this front, such as wastewater analysis in Abu Dhabi enhanced by AI systems that have been 
seen as successful and are expanding (including for use in airports to catch early potentially-infected travellers coming 
into the country).142 For whatever shapes the region’s path forward, its current biosurveillance landscape shows that 
small starts toward trust-building, and efforts designed to be as politically resilient as possible, will be critical. 

Disease Early Warning and Complex Emergencies: Latin America 

Latin America holds significant capabilities and promise, yet is also beset by complex emergencies. Future pathogen 
early warning systems will require dedicated data, personnel, and infrastructure unique to infectious diseases. At 
the same time, many nations that experience multiple extreme strains---often simultaneously and intertwined---
are already showing the desire to develop more cross-cutting early warning systems that will encompass everything 
from pathogens to climate change-exacerbated natural disasters to the human adaptations to the strains of such 
compounding stresses, such as population displacement.  

For example, Mexico’s Centro Virtual de Operaciones en Emergencias y Desastres (CVOED) runs a software system 
that provides real time support and communication capabilities to areas experiencing crises, emergencies, and/or 
natural disasters.143 CVOED collects and monitors information from multiple sources in order to detect and respond 
to epidemiological hazards that pose public health risks. It facilitates widespread coordination and effective decision 
making to support rapid responses from local, state, and national actors.144 The system provides tools pre, during, and 
post crisis, such as emergency documents and plans, real time notifications and messaging, social network support, 
maps, infrastructure blueprints, and healthcare necessities.145

Visit of the Minister of Health to the Oswaldo Cruz Foundation - FIOCRUZ, Rio de Janeiro, Brazil, May 2020. 
erASmo SAlomão/mS.  
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Like all regions, there is currently a mixed set of biosurveillance capacities across and within nations. Of the 
biosurveillance efforts underway, most seem to focus on reporting once diseases are indicated and cases confirmed. 
For many countries, they have electronic information-sharing on at least some reportable diseases, often shared with 
the public via weekly retrospective reports.

Although capacity varies greatly across the region, signs of regional cooperation are also rising. In May 2021, Chile, 
Argentina, Uruguay, Paraguay, Surinam, and Colombia announced an alliance aiming to digitize the health system 
in the region, enhance local biosurveillance capabilities, and demonstrate the importance of information-sharing. Its 
first initiative, coordinated by Chile’s Centro Nacional en Sistemas de Información en Salud (CENS), centers on the 
development of a digital vaccination card that can be utilized in at least three countries in the region.146

Cooperation is extending into genomic surveillance as well. The Pan American Health Organization (PAHO) created 
a COVID-19 Genomic Surveillance Regional Network in 2020 in an effort to bolster the connections among regional 
laboratories, increase sequencing capabilities, and develop a standard SARS-CoV-2 genomic sequencing process that 
would expand data access and availability. As of June 2021, 38,517 virus sequences have been identified in PAHO 
member states. Some of these countries, including Peru and Paraguay, published these successes through their local 
media outlets.147 

The PAHO network includes in-country and external sequencing participants. States with in-country sequencing 
capabilities include Mexico, El Salvador, Costa Rica, Panama, Colombia, Peru, Argentina, Uruguay, Chile, and 
Brazil.148 The two regional sequencing laboratories that support external sequencing are located in Brazil and Chile: 
Fundação Oswaldo Cruz/FIOCRUZ  and Instituto de Salud Publica/ISPCH, respectively. Participating laboratories 
are supported through PAHO-led trainings and are encouraged to periodically share genetic information via the 
Global Initiative on Sharing All Influenza Data, GISAID Initiative.

This cooperation in biological threat early warning is encouraging, and parallels signs of increasing cooperation across 
the many hazards the region is increasingly experiencing. Moving forward, connectivity across these types of efforts 
may help nations in the region be best prepared for navigating the complex, intertwined crises that are likely to 
continue through this century. 

Uneven progress and great fragility: 
India

In 2018 India successfully detected and 
responded to an outbreak of the Nipah Virus, 
a zoonotic pathogen that lives among bats in 
Southeast Asia.149 This was lauded as a success 
by the global health community. Yet, despite 
this positive outcome in recent years, India’s 
progress in creating a modern pathogen early 
warning system has been uneven and plagued 
by difficulties with coordinating across its 
federal structure of government. A scanning electron micrograph shows the Nipah virus (yellow) budding 

from the surface of a cell. Nipah virus is an emerging pathogen found 
primarily in Bangladesh and India. The virus is spread to humans by fruit 
bats; and person-to-person, causing neurological and respiratory disease. 
CDC globAl.
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India has significant laboratory capacity for conducting diagnostic tests and a nationwide disease surveillance system that 
analyzes incoming case information weekly.150 Yet the country lacks a robust, integrated system of tracking outbreaks 
among animals and wildlife. In addition, administration of India’s constitutionally-guaranteed universal healthcare 
system is left to individual states, though in practice most care is privately provided.151 The states, and regions within 
each, exhibit significant wealth and technological disparity. Adding to the uneven resources and capacity, the public 
system is greatly overloaded, and does not provide basic services like standard emergency care. As a consequence, the 
infectious disease monitoring and reporting system is generally underdeveloped, and coverage varies widely.

Like many other nations, India’s pathogen detection capacity was found wanting in the early days of the COVID-19 
pandemic. Students returning from Wuhan, in addition to travelers arriving from other countries, made India a part 
of the initial wave of countries exposed to COVID-19.152 Detection and tracking of these initial cases was lacking, and 
India subsequently relied on blunter measures to flatten the curve of cases and attempt to maintain a manageable level 
of pressure on its healthcare system. The first wave of COVID-19 reached its peak in India as cases began to decline 
steadily around September 2020—even while the pandemic raged in many other corners of the world. Although public 
health experts in India warned that the pandemic was far from over, the Indian health minister declared a few weeks 
prior to the start of the second wave that India had reached the “endgame” in its struggle to defeat COVID-19.153 

Now more than a year into the global COVID-19 pandemic, India has been brought to its knees by the second wave, 
which began in April 2021, characterized by record-breaking exponential growth in the number of cases and fatalities. 
The current wave appears to be caused by highly contagious mutated strains of COVID-19, including a new variant 
first confirmed in India (B.1.617), which was quickly deemed to be a “variant of concern” by the WHO.154 The 
devastation wreaked on India’s population by the second wave of COVID-19 represents not only struggles within its 
public health system, it also constitutes part of the world’s deep challenges in early warning today. 

In a country like India, in a region with high risk of zoonotic events and a mobile, large population (many of whom 
are just escaping from poverty), an advanced early warning system is essential. Largely because of the effects of 
COVID-19 on India alone, an additional 85 million people were estimated as having re-entered extreme poverty, 
wiping out five years of global progress in poverty reduction. 

Health checks in India, May 2020. gwyDion m. williAmS / fliCKr.
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Tailored Systems Worldwide

For a variety of historical and resource-related reasons, in addition to each nation’s capabilities, the international 
landscape is also characterized by a wide array of highly-tailored systems for detection and data collection---for 
example, reporting on a single disease or specific populations. Many of these are further geographically tailored, 
covering a specific city, country, or region. Some of these types of systems were launched as long ago as the early-to-
mid 1900s. Some appear to be phasing out as technology evolves, and as legacy funding and contractual arrangements 
that have perpetuated them taper off.

Such tailored biosurveillance elements are extremely wide-ranging. Some adhere to strong data conventions and 
openly and actively share what they find. Some feature the use of unique diagnostics or data requirements tailored to 
identifying specific diseases or trends. Others are relatively local or regional lab networks focused on specific endemic 
diseases they face. Still others involve no unique capabilities, but rather are more akin to services to aggregate and analyze 
data from fragmented sources into annual reports (e.g., the CDC’s Viral Hepatitis Surveillance Program). Today, the 
term and the work of biosurveillance are broad enough to incorporate such an array of elements. Importantly, though, 
not all meet what would be required for contributing to rapid detection and early warning in the future given the pace 
of their activities, what data are included, and other factors.  

Many countries have single- or narrow-purpose disease surveillance systems that are trade-driven, focused on key 
agricultural export markets. These may be difficult to alter due to commercial and trade interests or legal requirements. 
As the vignette on responses by Thailand and Vietnam to the 2003 Avian Flu / H5N1 outbreak show in the Annex, 
some nations’ disease detection and data-sharing systems for plant and animal health have become important 
components of stopping disease spread among human populations as well. Where they are effective, countries should 
consider leveraging trade-driven biosurveillance systems, augmenting them with newer technologies and ensuring the 
data collected can be integrated into early warning systems.

Additionally, many initiatives track and report information on single or small groups of diseases or populations in 
order to meet specific health objectives or serve specific populations. These include efforts to detect and track diseases 
of special concern for pediatric and women’s health, which emerged to fill gaps from children and women being 
typically under-served in medical research and solutions development. The Child Health and Mortality Prevention 
Surveillance Network (CHAMPS) is one example. Initially funded by the Bill and Melinda Gates Foundation, this 
network has sites in several countries to take and analyze tissue samples to determine causes of death in young children 
in order to bolster prevention and capacity-building efforts.155

Some of these types of biosurveillance efforts focus on diseases for which confirming cases usually requires both clinical 
information on present symptoms and lab-performed diagnostic tests. Measles is one such disease, and is therefore 
separately tracked by the European Measles and Rubella Laboratory Network. In recent years, several efforts have also 
launched to better diagnose and track cholera specifically; often these are tied to government or philanthropic efforts 
to treat and halt these same diseases, which means that some such surveillance initiatives are highly tailored.   

Another promising example is the Global Initiative on Sharing All Influenza Data (GISAID), an open platform for 
rapidly sharing clinical, epidemiological, genomic, and other data.156 Hosted in Germany for many years, the GISAID 
Initiative originally focused on influenza but expanded into other diseases, including coronaviruses. It serves as an 
example of how relatively tailored systems that are designed for data sharing can be expanded upon and leveraged for 
future early warning expansion.
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Early Warning In Unique Environments: The Case Of The USS Theodore Roosevelt

A global early warning system for infectious diseases will have to account for some of the unique environments 
involved. This includes having capabilities that can rapidly detect and report on signs of concerning pathogens in, for 
example, locations with inconsistent energy supplies, those with small or absent lab clinician teams, and confined and 
restricted spaces. The COVID-19 outbreak on the aircraft carrier USS Theodore Roosevelt is instructive. 

In March 2020, the Roosevelt visited Da Nang, Vietnam.157 This was in the early days of the pandemic, when the 
virus was spreading---often unnoticed---throughout the world. The U.S. CDC advised that Vietnam was a low-risk 
country, and military leadership chose to go forward with the visit.158 On March 7, 2020, a four-hundred-person 
reception was held at the luxurious Da Nang Golden Bay Hotel. The next day, thirty reporters visited the ship, and 
during the port call, sailors from the Roosevelt were given shore leave.159 After the visit, over the next two months, 
1,271 crew members tested positive for SARS-CoV-2, and the ship was out of commission for much of that period, 
representing the loss of a key asset for U.S. power projection and deterrence in the Asia Pacific.160 Amid the outbreak, 
as confirmed cases climbed to fifty three, the ship’s senior medical officer wrote an email saying “We have lost” the 
battle against COVID-19, signalling that the spread of the virus was already out of control.161  

Those 1,271 crew members eventually diagnosed with COVID-19 comprised twenty percent of the ship’s crew. Such a 
high degree of transmissibility occurred because the USS Theodore Roosevelt and other ships in the U.S. Navy combine 
together two factors that greatly aid in the communicability of an airborne pathogen like influenza or SARS-CoV-2: an 
indoor environment and many people living and working in close proximity to each other.162 It is an unavoidable fact 
that there are many circumstances in the Navy and elsewhere in the U.S. military where these two factors are present 
and as a result make U.S. forces vulnerable to biological threats of this nature. That being said, what may have been 

U.S. Navy Cmdr. Brianna Rupp, a preventative medicine physician from the Navy and Marine Corps Public Health 
Center, takes a survey from a U.S. Sailor, assigned to the aircraft carrier USS Theodore Roosevelt (CVN 71), as part of 
a public health outbreak investigation April 22, 2020. mASS CommUniCAtion SPeCiAliSt 1St ClASS ChriS liAghAt / U.S.nAvy.
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an even more important factor was the inability of military personnel to detect initial cases of the coronavirus to stop 
its spread before it began circulating among the crew. This was not for lack of trying: the only sailors with confirmed 
exposure to the coronavirus during the port call were quarantined off the ship. This was a difficult task because of 
asymptomatic and presymptomatic transmission that occurs with COVID-19, especially among young groups such 
as many people serving in the military.163 As many as 50 percent of the cases were asymptomatic.164 Possibly for this 
reason, the Navy was unable to identify even after the fact the chain of infection that brought the virus on board. 

One lesson that the world should draw from this case is the importance of rapid, cheap and versatile presymptomatic 
(or asymptomatic) detection that could have allowed for the immediate testing of the entirety of the crew, especially 
as an infectious disease agent that spreads pre-symptomatically could conceivably be used as personnel-based means 
of attack defense forces or others. The future early warning landscape will have to account for and cover the needs of 
many special environments such as onboard ships where people live long-term.

Advances in Data-Driven Systems

Over the last several decades, and accelerated by cloud computing and other advances, data sharing, analysis, and 
modeling capabilities have improved dramatically. Some of the earliest efforts in moving in this direction continue 
today and have evolved along the way. For example, in the early 1990s, ProMED was created as an email service to 
report outbreaks of emerging infectious diseases and has helped advance event-based biosurveillance approaches. 
Since then it has become the largest publicly-available disease surveillance system. ProMED relies upon local media 
and professional and on-the-ground networks to collect, curate, and disseminate online reports on outbreaks. It was 
the first organization to report on the emergence of SARS, MERS, Ebola and Zika.165

Increasingly, systems that can access and analyze vast troves of data can be used to look for signs that new outbreaks 
may be emerging---even without accessing clinical information. This fueled the emergence of event-based surveillance, 
which made gains in the world’s ability to see the signs of a potential outbreak faster than methods reliant on slow 
sharing of data on official diagnoses. There is promise with some apps and tools based on open source data and/or big 
data analytics, including some that are coupled with artificial intelligence or machine learning (AI/ML), especially if 
they can promptly access lab or clinical data in ways that they currently do not. One example is Metabiota, a company 
that has built an extensive database and analytical systems to provide outbreak early warning.166   

Among the entities conducting this work, many are private companies that support government contracts for work 
that extends well beyond disease-related functions. Some are focused on specific countries and often specific diseases 
therein, e.g., those that may be more likely to infect humanitarian workers or military personnel. 

These options carry possible complications as well. Moving forward, if such systems are to provide significant support 
for biological threat early warning, a major conundrum will need resolution: frequently their data collections and 
tools are not open, and results may be not publicly disclosed (or in some cases classified). How such companies 
can maintain profitable business models if their capabilities are integrated into a global early warning system is a 
major, unresolved question. Moreover, consumers of information from AI/ML-enabled forecasting and early warning 
systems will have to be acclimated to understanding and properly interpreting outputs. 

Additionally, in recent years some advancements have been made in systems that are designed around active collection efforts 
to seek and analyze environmental and animal samples that could presage zoonoses that could affect human populations. 
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Many of today’s systems focus on mosquito-borne illnesses that are prevalent and deadly. Mosquitos help spread 
viruses such as malaria and Zika as they feed. Moreover, various effects of climate change are increasing disease 
risks from mosquitos.167 Today, routine surveillance for mosquito-borne diseases in most high- and low-resource 
operational settings is primarily case counting---after these diseases occur. Prevention efforts would be better enabled 
by earlier identification via systems that use routinely-collected data. 

There are promising options in this area. Routine collection may stem from the fact that mosquitoes naturally draw 
blood samples from organisms in the environment. As described earlier, one Microsoft pathogen early detection 
project has created smart traps that autonomously identify mosquito species, selectively capture high-priority 
specimens, and provide a semi-autonomous chain-of-custody to transfer samples from robotic platforms to sequencers 
for metagenomic analysis. The name of the Premonition program alludes to the goal of spotting an infectious disease 
outbreak as early as possible, hopefully staving off human infections.

As Premonition draws samples from mosquitos, which feed from both humans and animals, it is a means for identifying 
zoonoses, or pathogens that are endemic among animal populations and may have the potential to begin spreading 
among humans. There are several other initiatives with a similar goal of tracking zoonotic pathogens, including 
Strategies to Prevent Spillover (STOP Spillover), a successor to a USAID program called PREDICT, and the Global 
Virome Project.168 At the Wuhan Institute for Virology, there was a similar program where virologists explored bat 
caves to search out viruses with characteristics that might make them likely to be transmitted to humans.169 Although 
there are benefits to this type of work, there are also risks such as exposure to viruses while samples are being collected. 
There should be great care and strong safety norms advanced alongside these types of approaches if they are conducted.  

Civil affairs, entomologist set mosquito traps at Chabelley Airfield, Djibouti.  Senior AirmAn CyDnie williAmS / U.S. Air forCe.
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The Need for Coordination 

Effective pathogen early warning requires not only ongoing efforts globally, but also critically important international 
coordination and information sharing. The United Nations, through the WHO, enables cooperation in this area 
via many ongoing efforts. Layers of other cooperative mechanisms support international coordination as well, from 
relatively local and regional efforts to capacity-building programs and more. 

On May 5, 2021, the WHO announced a new hub to expand access and analysis of data that could bolster global 
pathogen early warning.170 The thinking, which follows along the same lines as several other new initiatives, is that 
data that can help spot the next outbreak already exists; it just needs to be brought out of its siloes and used to create 
software-based systems and predictive models. At the same time, improving diagnostic capabilities at scale should be 
a priority area of development to feed into these data hubs.171

Other WHO initiatives that are longer running include the Global Outbreak Alert and Response Network 
(GOARN), which does capacity building for pathogen early warning in specific countries and generally seeks to 
increase international coordination;172 and the Global Influenza Surveillance and Response System (GISRS), which 
tracks mutations of influenza, similar to efforts today to do the same for COVID-19.173 

Other coordinating mechanisms have grown in recent decades. For example, the Global Health Security Agenda 
(GHSA) is a group of organizations, including seventy countries, collaborating to encourage action to reduce the 
full spectrum of infectious disease risks, i.e. natural, accidental or deliberate. The GHSA was launched in February 
2014, approximately a month before an outbreak of Ebola was discovered in East Africa that had been spreading for 
several months and ended up being the largest outbreak of its time in history.174 Pathogen early detection is a key 
component of the GHSA, and the lessons from the Ebola outbreak helped shape subsequent recommendations on 
early detection.175 There is likely to be further development of recommended actions by states participating in the 
GHSA in the wake of the COVID-19 pandemic. 

Another effort is driven by Connecting Organizations for Regional Disease Surveillance (CORDS), an international 
program connecting pathogen early detection networks. Participating regional organizations cover some of the world's 
most important areas for pathogen surveillance, including Southeast Asia and East Africa; CORDS seeks to spur 
innovation in pathogen early detection and tests and scale up new approaches, in addition to expanding participation 
of regional disease surveillance networks. It has high potential as a partner for piloting new technological approaches 
to pathogen early detection. 
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COVERING THE FULL RANGE OF BIOLOGICAL THREATS 

Despite laudable advances in early warning, COVID-19 has been a wake-up call. As the world has seen, the current 
state of early detection even in relatively high income countries with medical systems that have experience with 
outbreaks, like China and the United States, has been shown to be insufficient to stop a pathogen at its source.  

For every new case of COVID-19, there are another two to three additional infections. This is actually relatively 
low transmissibility.176 And the higher transmissibility, generally, the more rapid early detection has to be to catch 
an outbreak while it is still manageable, i.e. when there are few enough infections that the virus can be isolated and, 
ideally, eradicated. As a point of comparison, for every new case of malaria, another seventeen infections occur. 

Although SARS-CoV-2 had only moderate transmissibility, it was so difficult to stop with the world’s pathogen 
early detection systems because it spread both pre-symptomatically and asymptomatically. Infected individuals 
without symptoms or with a delayed onset were both capable of spreading the disease and unlikely to seek medical 
care. As such, COVID-19 has been more likely to spread further without initial detection by physicians. A more 
extreme example of disease transmission without presentation of symptoms is HIV. The time between infection 
and presentation of symptoms can be up to ten years.177 HIV may have gone 30-60 years between initial human-
to-human transmission and identification. The lack of symptoms present when transmission is possible contributes 
significantly to the difficulty of controlling HIV.178

Today’s early warning systems are similarly vulnerable to certain types of intentional biological threats that would 
initially go unnoticed because of a reliance on symptomatic individuals for detection. In May 1965, the U.S. military 
conducted a training exercise where special operations personnel entered Washington International Airport in Virginia 
with suitcases modified to disperse a chemical meant to simulate a smallpox release in a transportation hub, seeding 
a potential pandemic using a weaponized disbursal system.179 The attackers could have orchestrated a national or 
global outbreak that would only be apparent two weeks after the attack, when victims would begin getting sick. In a 
sophisticated attack, a widespread smallpox pandemic could begin without warning. There is a similar fear of an outbreak 
occurring without symptomatic cases providing warning after lab accidents, including from facilities conducting 
biodefense research to better understand the dangers of engineered biological weapons or countries conducting illegal 
biological weapons research. Nefarious actors could engineer viruses to have significant pre-symptomatic transmission, 
including to maintain deniability or to weaken an opponent in advance of a military strike.  

In the Biden Administration’s first directive outlining priorities for U.S. agencies that make up the national security 
community within the executive branch, COVID-19 is described as a reminder that biological threats can pose 
“potentially existential consequences” for humanity. Moving forward, it is critical that early warning systems are 
designed to catch biological threats of all kinds, including those with characteristics that make them more difficult 
to detect. 

The global landscape today, as described in this report, points to the critical importance of accelerating adoption 
of new tools, creating the hub-and-spoke system like that described by the Milken Institute, and creating a robust, 
interoperable ecosystem that accounts for the incredible diversity of systems in use today. The following section briefly 
notes next steps to facilitate this pathway toward preventing future pandemics.   

http://www.councilonstrategicrisks.org


The Janne E. Nolan Center, an institute of the Council on Strategic Risks
www.councilonstrategicrisks.org 49

PART IV: 
NEXT STEPS
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With this report, CSR hopes to help stakeholders develop and move forward on approaches for improving capacity 
around the world and prevent the next global pandemic. As discussed, the current state of pathogen early detection 
is insufficient for stopping even moderately transmissible infectious diseases, like SARS-CoV-2, from becoming 
pandemics. Although issues remain in getting government action to be taken after an outbreak is identified, the 
technologies highlighted above (and others) can move the world toward a highly capable early warning system that 
can drive efforts to stop infectious disease outbreaks before they become pandemics and even may make it easier for 
policymakers and public health officials to act faster.  

This initial effort to better understand key dynamics of the current biosurveillance landscape---and to improve our 
understanding of how to move forward in disease early warning---pointed to several important next steps.

1. Conduct further landscape assessments in a targeted manner. CSR’s 6-month intensive effort underpinning 
this report showed that further biosurveillance landscape assessments should be conducted to inform the targeting 
of investments, including deep-dives into specific regions according to the contours outlined above. Such work 
should aim to characterize which ongoing efforts specifically support early warning, and those that predominantly 
have different functions. This will help countries, philanthropies, and others better understand how and where to 
target specific investments to maximize their reach. In-country conversations will be critical to understanding the 
current early warning landscape in specific locations and building the trust needed for progress.

2. Set interoperability parameters as soon as possible for components of the future early warning ecosystem. 
Billions of dollars will be invested in the coming years in genomic sequencing and other tools in order to track and 
hopefully halt transmission and further mutations of SARS-CoV-2. The sooner ideas regarding interoperability 
spread, the higher the odds that these investments can become part of the leading edge of global early warning.

3. Invest in diverse tools for diverse settings. As early warning capabilities are expanded, those driving such efforts 
should use the descriptions offered in this report as a starting point to smartly target technology deployments that 
best match the settings for their use. Diverse tools will be needed to cover high- and low-resource settings and 
areas with variable energy and IT infrastructure, align to the presence or absence of laboratory support, and fit 
to other characteristics. Further, focused investments should also be made for tools to accommodate the needs of 
unique environments where biological risks are high.

4. Map how these tools will apply in specific settings. The diverse solutions developed for early warning will need 
to be applied appropriately. This can start with a type of template or tool to help actors map ideal technologies, 
information flows, and response timelines; and compare this ideal to existing systems to chart their early warning 
needs and next steps. This should be accompanied by educational elements to clearly explain how improving 
pathogen early warning will save lives and be more affordable than future pandemics.

5. Hook into enduring missions. It is an unfortunate fact that many nations’ public health systems face severe 
challenges and lack consistent resources. These challenges have helped lead to today’s biosurveillance weaknesses. 
Those who build tomorrow’s global early warning system should target some investments to hook into activities that 
tie to enduring national needs, such as those focused on trade or security interests, in order to best leverage existing 
national laws, programs, and capacities that are already in place. This can be a natural way to expand capacities, in 
particular if simultaneous work with countries’ financial institutions contributes to financially-sustainable planning.
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6. Launch confidence-building measures. As noted in this report, significant trust must be built between 

populations and their leaders, and among nations and multilateral organizations. Diplomatic efforts to develop 
and pursue confidence-building measures will be critical, including in biosafety. Some of this work can be 
integrated into pursuit of the other recommended next steps. Additionally, such efforts must aim to reduce fear 
of punishment or reprisals for actors who are transparent and participate in strong data sharing.

7. Expand cooperative biological engagement programs for building out early warning systems components. 
As noted briefly in this report, cooperative partnership programs (such as the U.S. Biological Threat Reduction 
Program) have succeeded in training, enhancing security, and building other capacities that will be needed to 
advance global early warning.180 Many such programs have successful track records, public trust in many regions, 
and good funding models. They should be expanded upon by the countries that have them, and new ones developed.  

Most importantly, this work must begin now. The investments currently being made, such as those focused on 
expanding genomic sequencing to track SARS-CoV-2 mutations, must form a leading edge toward real, global 
pathogen early warning systems. 

This will be only the beginning. Sustained and significant effort will be required to build upon the past decades’ 
advances in biosurveillance and transform the current landscape using the transformative technologies and tools now 
becoming available. These investments will be well worth the benefits to the world of effectively finding and halting 
widespread transmission of the next pandemic-potential emerging infectious disease. 

Thai epidemiologists conduct active case investigations for COVID-19 during the Ramadan fasting period, resulting in 
the identification of more than 300 cases in the villages of Pattani, Yala and Narathiwat Provinces. April 2020.  
thAilAnD miniStry of PUbliC heAlth
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INTRODUCTION

The main body of this report presented details on the current biosurveillance landscape as well as suggestions for how 
to build on the current foundation to create effective pathogen early warning systems. 

This annex adds further richness to our understanding of challenges to effective disease detection, characterization, 
tracking, and reporting in past outbreaks. It does so by highlighting specific issues and lessons from five vignettes 
that each focuses on a specific infectious disease outbreak in a variety of different operational settings: the current 
COVID-19 pandemic across multiple countries; the severe acute respiratory syndrome (SARS) outbreak from 2002 
to 2004; the H5N1 avian influenza outbreak in 2003 and its lingering risks; the Ebola outbreak in West Africa that 
surged from 2014 to 2016 and another in the Democratic Republic of the Congo more recently; and the unique 
challenges of mosquito-borne illness outbreaks. 

Together, these cases show the importance of strong “One Health” capacities that integrate across human, animal, and 
agricultural disease risks, the need for improved diagnostic and detection tools to fit diverse needs, and a variety of 
challenges as well as strong existing assets around the world. In aggregate, these vignettes also show why future early 
warning systems need to account for the full range of biological threats in order to be effective.   
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Staff examining cars for epidemic control at Qujiang entry to Xi'an Bypass. liUxingy / fliCKr.

VIGNETTE #1
COVID-19, 2019-PRESENT

As of this writing, the world is still reeling from the pandemic that is the focus of this first vignette: COVID-19. The 
characteristics of SARS-CoV-2, the virus at its root, exposed many specific vulnerabilities in today’s biosurveillance 
systems. Some of the themes relevant to creating future pathogen early warning that emerged from CSR’s research 
include:  
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• Despite drastic improvements in pathogen early warning since the 2002 SARS outbreak, China was likely 
unable to identify the virus before it began to spread internationally. Even now there is significant uncertainty 
about early chains of transmission. 

• After identification of the virus, countries such as the United States---which was thought to have one of the top 
pathogen early warning systems in the world---were largely unable to track infections as they crossed borders 
and began to circulate. 

• Pathogens that spread pre-symptomatically or asymptomatically can be especially problematic.

• Current systems do not sufficiently emphasize outbreaks of emerging (novel) biological threats. For a novel 
biological threat, such as SARS-CoV-2, the world may have only a small window to quickly detect and prevent 
spread, around the origin location.

• Maturing technologies such as genomic sequencing can serve a pivotal role in confirming the outbreak of a 
novel virus and catalyzing action from authorities. 

• Within many countries, subnational inequality and lack of local capacity have significant implications for how 
to proceed toward global early warning systems.

INITIAL OUTBREAK AND EARLY SPREAD IN CHINA 

As described earlier in this report, around December of 2019 Chinese medical experts began working to understand 
what was driving a mysterious outbreak.1 They took and tested samples from several patients out of concerns about 
the possibility of an outbreak of a novel virus.2 Using an approach known as genomic sequencing, they identified 
the pathogen as a novel coronavirus similar to those circulating among bats and found it to be genetically distinct 
but still similar to SARS, the cause of several infectious disease outbreaks in the early 2000s.3 The lab that performed 
the sequencing then informed doctors from Wuhan Central Hospital and the city’s Center for Disease Control and 
Prevention. Based on reports gathered from professional contacts and other sources from Wuhan, several organizations, 
including the ProMED event-based biosurveillance service, issued global advisories on a suspected outbreak of a novel 
virus in China.4  

By February 2020, a month and a half after the disease likely first emerged, China had more than 1,000 new daily 
cases. By March, more than 80,000 people tested positive.5 That month, China was able to suppress transmission by 
employing strict shutdowns and requiring mass testing, intensive and mandatory contact tracing, and transmission 
reduction measures such as masks and bans on local travel.6 China similarly suppressed a number of later outbreaks 
from re-imported cases, each of which spread to a few thousand people before ending.7

The world’s pathogen early warning systems generally rely on patients presenting symptomatically in clinics or 
hospitals. Because of the asymptomatic and pre-symptomatic spread of SARS-CoV-2, there were severe difficulties 
with tracking the virus. 

The world experienced a range of other issues in halting this pandemic, some nearly universal among countries. Testing 
availability was limited in the first half of 2020, partly due to limited international supply of reagents, exacerbated by 
limited availability of equipment and available trained personnel.8 Wealth disparities exacerbated critical differences 
in political operating environments. Countries that had sufficient warning to begin preparations were in theory better 
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placed to respond, though often their capacity to do so differed greatly. At the same time, continuing suppression 
is difficult without political will. High variability in countries’ policy responses added to the challenges to effective 
biosurveillance in the vast majority of countries. 

The following examples of these issues begin in the Indo-Pacific with Japan, New Zealand, and India; then move to 
the Middle East with the examples of Israel and Iraq; onto Russia, Central Asia and the Caucuses, and European 
examples; and finally to South America with the cases of Brazil and Argentina.

JAPAN

Due to its vulnerability to natural disasters and history 
with non-state actors developing biological and chemical 
weapons---and its strong tech and biomedical sectors---
Japan’s biosurveillance systems and ancillary activities are 
more robust than those in many countries. Throughout the 
pandemic, Japan’s National Institute of Infectious Disease 
(NIID) has conducted symptomatic surveillance and testing 
for COVID-19, and also genomic surveillance in conjunction 
with local institutes of public health. Various entities across 
the nation conduct syndromic, sentinel, indicator-based, and 
event-based biosurveillance and report to the NIID.9 

The COVID-19 pandemic reached Japan in early January 
2020, and early spread was largely contained. The first 
citizen diagnosed with COVID-19, a 30-year old male, 
told doctors he frequently travelled to Wuhan and had 
been there recently.10 He was first examined January 6th, 
with a fever that had already lasted 3 days; he subsequently 
developed pneumonia, and was hospitalized on the 10th.11 
As tests were newly being developed, COVID-19 testing did 
not occur until January 14th, with a positive result reported 
on the 15th.12 In the following weeks, Japanese citizens were 
repatriated from Wuhan, and several additional cases were 
identified, but in each case further spread was limited.

By early February, the national government limited travel to and from China, and instituted isolation requirements and 
monitoring to track and limit spread from recent travellers.13 It recommended that schools close and suggested limitations 
on large gatherings, as well as other similar measures.14 At the same time, it scaled up testing. Japan was successful in 
containing various small outbreaks until secondary importation of the virus from Europe began in mid-March.

By March, Japan’s expert working group on COVID-19 decided that because the pandemic was already international, 
stopping spread domestically would not be possible. As predicted by the expert working group, additional border closures 
at the end of March were too late to stop the spread of the new cases. Its leaders chose an approach focused on rapid 
cluster identification and control.15 Disease detection and reporting are important to such measures working effectively.

Japan COVID-19 Task Force is a nation-wide 
consortium to overcome the COVID-19 pandemic. 
Graphic produced May 2021.
ho nAmKoong AnD ryUyA eDAhiro et Al.

http://www.councilonstrategicrisks.org


The Janne E. Nolan Center, an institute of the Council on Strategic Risks
www.councilonstrategicrisks.org 64

The expert group identified poorly-ventilated indoor areas and close contact as the key routes of spread.16 This is 
noteworthy because of how slow many western countries were to reach the same conclusions.17 While spread was 
never fully suppressed, in April the small but growing outbreak was brought under control via the imposition of a 
national state of emergency.18 The shutdown and resulting success were temporary, and a larger peak in cases in July-
September saw the government slower to re-impose the state of emergency. In large part, the hesitation was political: 
“Japan’s response was also affected by tension between the politics and the science of the pandemic,” a tension that 
is important almost universally for infectious disease outbreak control.19 During this second wave, limited testing 
capacity and domestic travel worsened the spread. Nonetheless, the second wave was also brought under control, 
albeit more slowly.20 

As vaccines began to become available at the beginning of 2021, Japan saw another resurgence of cases.21 The vaccine 
rollout has been slow, and the government as of this writing is under public pressure regarding how to address the 
disease’s spread during the 2021 Olympics and Paralympics.22 Still, with its strong biosurveillance systems and other 
societal measures that are relevant to early warning, Japan has to date been among the more successful countries in 
limiting cases and deaths from COVID-19.

NEW ZEALAND

Despite challenges, not all countries failed in suppressing or eliminating spread, with New Zealand as a stand-out 
example. When the pandemic began to take off in February of 2020, the government recognized the virus potential 
to overwhelm the nation’s healthcare infrastructure. The first case, an elderly female returning from a visit to Iran, was 
diagnosed on February 21st. She infected her family, but further spread was limited.23 Despite continued caution, the 
nation identified a dozen cases in March.

On March 23, approximately one month after its first confirmed case, New Zealand experienced its peak caseload 
of 424 new cases.24 The government began to mount one of the most aggressive elimination strategies in the world. 
It barred all non-residents from entering the country, enacted strict social distancing and stay-at-home orders, and 
implemented thorough contact tracing protocols and a national public information campaign.25 While less strict than 
Chinese efforts, the result is a nation with an average of only 3 new cases per week as of May 8, 2021.26

The success of New Zealand’s strategy is a result of a government that quickly established a task force equipped to 
turn scientific findings into public health policy measures, political will to eliminate rather than just suppress spread, 
and capacity to respond rapidly.

Aside from the nationwide lockdown, New Zealand enacted aggressive surveillance strategies. The government used 
its widespread testing and contact tracing system, the National Close Contact Service, to detect all cases of severe 
acute respiratory illness. The country also launched an app used to assist people in tracking their own movements 
in the case that contact tracing was needed, rather than for proactive tracing as many nations did.27 Businesses were 
required to register with this system. New Zealand used genetic sequencing to track community transmission and 
potential new strains. Existing syndromic surveillance reporting increased to monitor trends in acute respiratory 
illness, hospitalizations, and case clusters. Officials used other electronic data such as traffic logs and cell phone data 
to evaluate the effects of physical distancing protocols.28 These efforts led to discovery of potential cases approximately 
2 days before symptoms arose by the end of April, enabling prompt isolation and containment.29
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From the first of May until mid-August 2020, the country went without a single case of unknown local transmission. 
Since then, a seven-day rolling average has maintained between one and five new cases, after the latest peak at eleven 
in early April 2021. New Zealand has also logistically secured enough vaccines for every citizen.30

INDIA

India has long conducted event-based and syndromic biosurveillance, and electronic reporting to central state and 
federal authorities of lab confirmation, diagnoses, and other data regarding specific diseases. Its main federal hub, the 
Integrated Disease Surveillance Programme, has also for many years worked on projects aimed at real-time detection 
and reporting, integration of broader relevant data sets (meteorological, etc.), increasing the capabilities of reference 
laboratories around the country, and deployment of user-friendly apps and tools that may be relevant to early warning 
in the future.31 The nation has also been a focal point for collecting wildlife data on potential emerging infectious 
diseases. Since the early 2000s, progress across these areas has often been enhanced by partnerships with the U.S. 
Agency for International Development (USAID) PREDICT program, the World Bank, and others.  
 
However, in at least some cases data sharing occurs on a roughly weekly basis rather than daily or real-time. Additionally, 
coverage across populations within India varies dramatically due to similar issues that many nations face. Administration 
of India’s constitutionally guaranteed universal healthcare system is left to individual states, though in fact most care is 

 New Regent Street During the COVID-19 Pandemic, Christchurch, New Zealand, March 2020. miChAl KlAjbAn / CommonS wiKimeDiA.
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privately provided. The states, and regions within each, exhibit significant wealth and technological disparity, which has 
been especially challenging for poorer and rural areas.32 The public system is overloaded, and emergency medical services 
are newly expanding.33 These weaknesses inhibit effective infectious disease monitoring and reporting. Because of these 
disparities, and limited government funds, philanthropic and public-private partnership entities such as the Public 
Health Foundation of India play important roles in modernizing public health systems and biosurveillance activities.

India was only slightly later in the first wave of countries exposed to COVID-19, with the initial case identified by 
January 30th. More cases were found in the subsequent days among many other students returning from Wuhan, and 
the domestic spread clearly had multiple origins.34 Despite significant control efforts in early detected cases, further 
outbreaks arose around the country from additional travelers arriving from other countries. India suspended travel 
visas for “non-essential” people in March 2020.35

While attempting to prevent spread, supplies for COVID-19 tests were limited. In some locations, India has used 
triage for screening and testing, and pooled screening for preserving testing supplies.36 At the same time, India focused 
on developing new and less expensive tests.37 The national government asserted control under the pre-independence, 
pre-constitutional 1897 Epidemic Control Act.38 It enacted universal shutdowns, made masks compulsory, and 
deployed a government-developed contact tracing app. Yet enforcement was difficult.

The initial widespread lockdown and contact tracing did not prevent rising numbers of cases, but did allow them to 
“flatten the curve” to a large extent. More than 100 million Indians installed the app in the first month and a half, and 
eventually downloads reached almost twice that number---around a third of smartphone users, but less than 14% of 

IDSP Influenza surveillance network. 
iDSP.
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the population overall. Rapid expansion of testing, both by government and via rapid approval of private testing, was 
essential for tracing and suppression, even while wider shutdowns were maintained. Despite these measures, by May 
manual contact tracing was falling behind, and testing was finding a small fraction of cases. 

The national response kept the pandemic from completely overwhelming the country during the first wave. India 
lifted its lockdown in stages, and monthly changes from July to November allowed varied degrees of relaxation. 
Despite reaching more than 1 million reported infections, and significant underreporting, the first wave subsided. 
Active cases continued to drop through early 2021. 

Unfortunately, this success did not endure.39 As the national government handed control back to states, a second and 
far larger wave began. Further relaxations in early 2021, and the Indian wedding season starting just as vaccinations 
were made available, led to a renewed and stronger outbreak, with which the nation is still grappling as of this writing.

ISRAEL 

Israel, a high-income country with a well developed universal healthcare system, was among the second wave of 
countries to see an initial COVID-19 case in February 2020. Israel has a highly developed public health system, 
universal electronic medical records and ongoing surveillance of the data from those systems, in addition to reportable 
disease monitoring. In addition, many hospitals have capacity for clinical sequencing and testing, and this was adapted 
for detecting COVID-19. Still, as with many countries, the similarities between COVID-19 symptoms and other 
respiratory diseases reduced the early-warning effectiveness of some of these capacities.
 
The first COVID-19 case was quarantined after exposure on the infected Diamond Princess cruise ship.40 This and other 
early cases were detected based on targeted PCR testing for people who had been in countries with high caseloads, 
and spread of these cases was contained. Despite the attempts at testing high-risk individuals and border controls, 
targeted bans on travel were ineffective, and as occurred elsewhere, cases continued to be imported. Importation of 
the disease from countries where spread was not yet recognized continued through early April 2020, including a 
number of repatriation flights. 

As case counts grew and sufficient testing was still unavailable, Israel attempted to curtail domestic spread by other 
means. On March 9, 2020, the national government required a 14-day quarantine for all people entering Israel. On 
the 15th it instituted large-scale movement restrictions, and limited public gatherings.41 Testing was quickly scaled 
up, but at first, testing was narrowly limited and insufficient.42 Because of this, Israel stretched limited capacity 
with new techniques like pooling tests,43 and later it was able to expand the testing greatly. Universities such as the 
Technion, research hospitals like Rambam medical center in Haifa, and the public-private healthcare groups such as 
Maccabi and Meuhedet were key players in this innovation.

In addition to increased testing, Israel suspended civil liberties and used mass surveillance of cellular phone location 
data to track potential exposure. While both increased testing and cell-phone tracking were largely ineffective, the 
near complete shutdowns were effective, and by the end of April 2020, spread was mostly curtailed.44

At this point, despite political contention following an election, a parliamentary coalition agreement was reached 
in early May 2020 between opposing factions allowing a new government to form. The stated goal of the coalition 
government was to allow better response despite political contention.45 Around that time, Israel became the first 
country globally to reopen, though many believe it did so too soon and too quickly. As spread resumed, political 

http://www.councilonstrategicrisks.org


The Janne E. Nolan Center, an institute of the Council on Strategic Risks
www.councilonstrategicrisks.org 68

pressure was put on the Health ministry not to reverse course,46 which led to a delay in reimposing restrictions. By 
July 2020 the continued spread forced reimposition of some, but not all, of the restrictions. A second wave led into 
a further expansion of cases through October, as widespread testing and closures of the most affected areas were 
partially effective. At the same time, Israel’s advanced public health system was remarkably effective at limiting fatality, 
with an overall case fatality rate at 0.75%, lower than the rate in most countries. As vaccines became available, Israel 
was again quick to reopen, and also among the first countries to succeed with a wide-ranging vaccination effort. 

IRAQ

Iraq, which has been unstable and war-torn for decades, was another of the second wave of counties impacted, with 
conflicting reports of initial cases in February 2020 among students returning from Iran.47 Unlike Israel, however, 
the government quickly announced it would close its borders to travellers.48 Yet repatriations and at least some other 
travel continued, and many more cases of COVID-19 were imported by March despite efforts starting in February 
2020 by the national government to launch an educational campaign to reduce spread, but it was ineffective at 
materially limiting spread.49 In addition, because of the fractured government, and despite national border closures, 
Northern Kurdistan areas did not close their portion of the border until mid-April 2020.50 Even before then, however, 
spread was not well-monitored, and while individuals were urged to stay home if they returned from overseas, they 
were not tracked or isolated, and at least some did not do so.51 

Starting in March 2020, the government put in place a full curfew for nights and weekends, and closed non-essential 
stores.52 Despite these measures, which were amended over time to adapt to the situation, they were not able to 
contain the first wave. Iraq’s case count continued growing sporadically, peaking in September. After a winter lull, a 
second wave in the first quarter of 2021 was met with similar restrictions. Despite far more cases at the peak, this wave 
was briefer, seemingly in part due to a more rapid and harsh reimposition of shutdown in February 2021.

The establishment of the Coronavirus Task Force in an effort to limit the spread of COVID-19 in Israel. iSrAel DefenSe forCeS.
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Iraq has a very limited biosurveillance capacity, with even standard notifiable diseases such as tuberculosis often going 
undiagnosed or unreported.53 The country’s Center for Disease Control does have a field epidemiology training 
program, but there is no evidence that the nation does real-time surveillance.54 The Kurdistan regional government 
has a somewhat better system, but the country as a whole is heavily reliant on international assistance for improving 
its healthcare and public health systems.55

Intensifying the problems, Iraq has an inadequate public health system. The system, which was built in the 1970s, was 
devastated first by budget cuts in the 1980s and early 90s under Saddam Hussein, then by conflict and widespread 
destruction. Worsening the overall situation, there have been additional recent cuts, and the system had, and has, very 
limited capacity for testing or treatment. Cities other than the capital are particularly underfunded, and bureaucratic 
restrictions hamper provision of care.56 Despite a young population, Iraq’s overall case fatality rate from COVID-19 
was 1.5% as of this writing.

RUSSIA

Russia announced its first detected case of COVID-19 on March 2, 2020 - a young man who contracted COVID-19 
on February 21st while vacationing in Italy before returning to Moscow on the 23rd. After visiting a hospital with 
symptoms on February 27th, a sample was sent to Rospotrebnadzor, the national agency for surveillance, consumer 
rights, and wellbeing, and the positive test was confirmed by the laboratory for coronavirus. The screening used seems 
illustrative of the process for other cases, and numerous such examples emerged among travelers from Italy over the 
following month. Notably, despite its long-standing center dedicated to coronavirus surveillance, Russia was caught 
unprepared to scale up testing or combat the pandemic.

Rospotrebnadzor’s coronavirus surveillance center is housed at Russia’s Vector laboratory, almost 2,000km east of 
Moscow.57 This laboratory was built in the early Soviet era as a part of a network for monitoring and investigating 
infectious diseases, but was later a key part of Soviet and post-soviet Russian biological weapons development. It has 
since refocused on biosecurity and their original mission of disease research and control.

On March 25, 2020, more than a month after the first case was imported, Russia announced a work shutdown starting 
the following week, starting Monday, March 30. International travel was ordered shut down on March 27th, and 
numerous local governments ordered lockdowns over the weekend, despite President Putin’s claims the previous week 
that the spread was under control.58 That initial denial and subsequent delay proved very costly---and as occurred 
elsewhere such as in the United States, the political aversion to admitting problems was a key barrier to response.

The late response was strong, but insufficient. Intensive surveillance of the population including video and facial 
recognition was ordered alongside the shutdowns, and fines and jail time for those ignoring shutdown orders were 
approved in an emergency session of the Russian Duma. Unlike China’s similarly draconian shutdowns, which were 
implemented before spread was national, and before cases could be imported from abroad, Russia was unsuccessful at 
stopping transmission quickly. Spread quickly accelerated to over 4,000 new cases per day by mid-April. Testing was 
also ramped up, and reached 1 test per 1,000 people around the same time. Cases in the initial wave peaked in mid-
May at over 10,000 confirmed cases per day, and in June and July some restrictions were lifted. Despite some success 
in slowing spread and reducing case counts, measures to fully eliminate spread were not pursued---and the number of 
daily new cases did not drop below the mid-April level for well over another year.
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Russia’s health system includes both a public national care system, and a more expensive private system. While 
Putin partially rebuilt the public system following Yeltsin’s privatization, the ongoing financial crisis which started in 
2014 led to significant budget cuts and capacity reduction. For this reason, while early response to COVID-19 had 
sufficient resources, the system was overwhelmed, and despite early understatements the case fatality rate climbed 
over 2% by early 2021.59 Alongside the health system failure were attempts to shift blame. As with other endeavors, 
Russia’s response was notable for combined domestic and international disinformation efforts.60

Russia, like other countries, pinned hope on vaccines to end the pandemic--but as occurred elsewhere, the vaccines 
arrived too slowly to prevent a second wave. In August 2020, the experimental Gamalaya vaccine began being used 
despite incomplete testing, and opening was accelerated. The vaccine rollout was glacial, however, as the first million 
doses were given only by the following February.61 In the meantime, the second and far larger wave of cases began as 
schools opened, and the case count climbed. The second wave peaked at the close of 2020. 

Russia’s approach and capacities stem from the unique Soviet history described in the main report text, alongside its sometimes 
reluctance to cooperate internationally. There are significant biosurveillance and related capacities, and many former biological 
weapons facilities were repurposed for peaceful health and biosecurity purposes, as is discussed in more detail below. 

KAZAKHSTAN

The Russian Anti-plague (AP) system, which is a system of laboratories that originated during the Tsarist period 
and was expanded substantially in the Soviet era, functioned as a frontline surveillance capacity across the area of 
several former Soviet states. The Soviets built these laboratories for collecting, characterizing and tracking various 
intermediate animal hosts and insect vectors, as well as responding to outbreaks of infectious disease. As noted earlier 
in the case of Vector, some of the more central labs in the system later supported the Soviet biological weapons 
program.62 After the breakup of the Soviet Union, this system of labs, including in Kazakhstan, lost much of its 
funding and mission and fell into disrepair. 

A renewal in focus on disease detection and biosafety started in the post-Soviet era, including via collaboration from 
the U.S. Nunn-Lugar Cooperative Threat Reduction Program. As part of this program, in the early 2000s the U.S. 
Department of Defense implemented the Biological Threat Reduction Program (BTRP) in Kazakhstan and several 
other Central Asian nations, with an aim of ensuring capacity against biological weapons threats, improving biosafety 
and biosecurity, and improving biosurveillance of indigenous and introduced pathogens.63 BTRP collaboration 
included capacity building by training scientists and students through participation in a research program that includes 
collaboration with Western scientists and institutions and improving laboratory facilities. Projects undertaken in 
former Soviet Republics largely revolve around biosurveillance of indigenous pathogens and their associated insect 
vectors and intermediate hosts, centering on a One Health approach. Several former AP labs and their staff have 
participated, including the Kazakh Scientific Center for Quarantine and Zoological Diseases (KSCQZD) and the 
Uralsk Anti-Plague Station of the State Sanitary Epidemiological Surveillance Committee (UAP).64  

In addition to research, the BTRP program has constructed or improved a number of Biosafety Level 2 (BSL-2) and 
two BSL-3 labs that can also provide response capacity; KSCQZD and the Research Institute of Biological Safety 
Problems in Otar both have BSL-3 labs constructed under this program. These are functioning now as centers for 
COVID testing. The BTRP program also introduced a web-based surveillance and (post diagnostic) reporting tool for 
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both animal and human disease, the Electronic Infectious Disease Surveillance System (EIDSS), which was installed 
and personnel trained across a number of institutions with aligned efforts to integrate into the veterinary and public 
health structures in both clinical and laboratory settings.65 The U.S. CDC has also been training epidemiologists 
through its Field Epidemiology Training Program in several Central Asian countries.

As such, Kazakhstan has made strides towards a comprehensive biosurveillance network. This can be augmented to 
contribute to global pathogen early warning. Its COVID-19 experiences show that testing capacity is central, along 
with improving coherence in reporting systems and expanding genomic sequencing capacity. 

On March 10, 2020, Kazakhstan’s Minister of Health declared that there were still no cases of COVID-19 in the 
country, a claim that was met with skepticism, but added that cases might appear over the next five days. Three 
days later the Health Ministry confirmed six cases, all supposedly from citizens returning from travel in Europe, the 
U.S. and one from Moscow.66 Kazakhstan had already (January 26, 2020) put in place border and airport controls. 
On February 3rd, it suspended flights and trains from China and by February 20 it ranked all countries according 
to risk and returning travelers were placed in quarantine accordingly. For this reason, despite the origin location of 
COVID-19, and the fact that Kazakhstan shares its longest border with China, no cases were initially imported from 
there, highlighting the importance of secondary spread. 

In mid-March, as cases were poised to accelerate, the country enforced strict quarantine and intra-national travel restrictions, 
along with closing mass gathering venues.67 Despite these precautions, during the period of March-April 2020 over 1,000 
patients were lab-confirmed to have contracted COVID-19 nationally. A sequencing analysis of 53 of these patients 
showed several genetic lineages, 87% from Asia and the rest from Europe and the Americas. The authors concluded 
that the Asian strains may have been introduced before the travel restrictions were in place, with subsequent community 
amplification, and multiple other introductions from Europe, Russia and the Middle East were also apparent.68 Still, only 
53 samples were sequenced due to limited funding and reagents, and these are limiting factors for surveillance as well. 
 
When Kazakhstan lifted the first national quarantine in May 2020, it resulted in sharp increases in caseloads in June. 
Reporting of cases was uneven, and in July 2020 the Chinese Embassy in Kazakhstan warned of outbreaks of “local 
pneumonia of unknown cause." It emerged that this was due to cases which had not been laboratory-confirmed as 
COVID-19 due to a lack of adequate testing capacity. After August 1, 2020, the Kazakhstan government started reporting 
these as probable COVID-19 cases. An event-based surveillance system that monitors open source and media reporting, 
EpiWatch (via the University of New South Wales), identified 80 outbreak events and concluded that testing capacity had 
reached its peak when reported cases started leveling off, but spread was not controlled, as deaths continued to increase.69 

Positive responses include the construction in 13 days of a 200 bed COVID-19 hospital and the rollout of its own 
COVID-19 vaccine, QazVac.70 However, several major challenges remain to effectively anticipate, monitor, and respond 
to the major outbreaks (430,000 cases reported to WHO in a country of 19 million people), these include: availability 
and affordability of COVID testing, which currently cost $42 per test. Despite this cost, supplies are currently inadequate 
to meet demand; sequencing capacity, along with affordable reagents, which are now very sparse; the small scale of 
contract tracing due to low capacities of local public health services, and issues with integration of electronic databases.71

Other biosurveillance efforts have utilized existing technical communication and surveillance technologies. About 
8,000 individuals who were required to quarantine used an app called SmartAstana to ensure that these people 
stayed sequestered. In the capital Nur-Sultan, 14,000 surveillance cameras have been used to track cars that deviate 
from their normal home-to-work route, and punish violators.72 Together with the push for a “Digital Kazakhstan,” 
including facial recognition, and cooperation with Beijing to oversee its cyber systems, these measures have met with 
some pushback from civil society.73
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THE UNITED KINGDOM

The United Kingdom (U.K.) began monitoring and testing travellers from Wuhan on January 22, 2020, and confirmed 
the first case in York on January 31st (though earlier cases are suspected).74 Prior to the pandemic, the U.K. pathogen 
early detection and biosurveillance systems were viewed as being among the best in the world, with daily collection 
and analysis of different types of indicator-based, event-based, and syndromic surveillance data.75 The U.K.’s testing 
capacity within its lab system could have allowed the country to achieve comparable per capita testing levels to top 
performing countries during the pandemic like Germany.76 However, similar to mistakes in testing in the United 
States, political decisions led to the squandering of this potential. Instead of relying and building on existing testing 
capacity, the U.K. government chose to create its own COVID-19 testing facilities but failed to do so effectively, 
contributing to weak performance in the early stages of the pandemic in comparison to other European countries.77 

In December 2020, the U.K. announced the discovery of a new variant of SARS-CoV-2 that was significantly more 
transmissible than those circulating at the time.78 This discovery occurred in the U.K. because of decisions made early in the 
pandemic to prioritize sequencing and tracking mutations of SARS-CoV-2. The choice in hindsight was a good one, yet at 
that time, there was disagreement about whether sequencing SARS-CoV-2 was necessary.79 Based on the U.K. standing out 
for the utility of its genomic surveillance in understanding the COVID-19 outbreak, the nation has proposed a “pandemic 
radar” that would place genomic sequencing of emerging infectious disease as a key pillar for pathogen early detection.80  

Bunting hanging in a residential area in the United Kingdom. groovelAnD DeSignS
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GERMANY

Germany detected its first case of COVID-19 on January 27, 2020.81 The index patient visited relatives in Shanghai 
who normally reside in Wuhan, China. After travelling to Munich for business, the patient began feeling ill, then 
returned to Shanghai, sought medical attention after a high fever, and tested positive for SARS-CoV-2 on the 26th. 
The person’s company was alerted the following day. This initial case started a chain reaction, infecting 16 others in 
Bavaria. Further importation during this time was difficult to control. Despite attempts to track symptomatic patients 
and conduct testing, the asymptomatic spread of COVID-19 required shutdowns. Germany’s first wave of cases 
peaked in March of 2020 with 6,000 new cases per day.82 However, the policies and medical actions taken by the 
federal and local authorities limited the spread and the new cases fell below 1,000 per day by May.

Many believe that Germany’s success in the containment of the first wave is due to its immediate adaptation of existing 
public health infrastructure, including relatively strong systems in real-time electronic records sharing and reportable 
disease requirements, along with aggressive containment practices. Germany was one of the first countries to produce 
a reverse transcription polymerase chain reaction (RT-PCR) diagnostic test in January of 2020 and required testing for 
all symptomatic patients.83 The Robert Koch Institute, Germany’s public health component, conducted both rapid 
PCR and whole genome sequencing to understand the spread of the virus.84 On March 22nd, Germany mandated 
physical distancing and a 14-day quarantine for incoming travelers was enforced on April 10th.85 With the caseload 
decreasing, Germany relaxed these restrictions in May. It deployed a mobile app in June to encourage the general 
population to monitor for symptoms and conduct contact tracing.86 Yet by October, cases began spiking again.87

Germany’s federal system of government is largely credited as the cause for the surge in October of 2020 that has 
largely remained through 2021. The individual state governments did not agree to the earlier, more strict containment 
policies as the October surge began. Instead, each state enforced different, and more lenient, policies.88 As the 
cases climbed, Germany’s public health force became overwhelmed. The agencies in charge of contact tracing were 
understaffed and hospitals were nearing capacity. In addition, at the same time the vaccine efforts began in March 
2021, more infectious variants comprised more than 80% of new cases.89 In response, Chancellor Angela Merkel 
declared in April 2021 that she was centralizing the nation’s COVID-19 response.90 

BRAZIL

Brazil's first confirmed case of COVID-19 was on February 28th, 2020, though earlier suspected cases existed, including 
one on January 28th. Within a month of the first confirmation, Brazil had almost 3,000 cases and dozens of deaths.91

Brazil’s health system, founded in 1990, includes public universal care and subsidized private care, and the system 
was well-regarded for several decades. Its public health and biosurveillance capacity had been successful in reducing 
malaria incidence and reducing health inequality.92 However, political and economic issues starting with the 2014-16 
recession and a slacking of investment have undercut its effectiveness.

Political contention over closures exacerbated the pandemic, and Brazil never put in place a full national lockdown. 
President Bolsonaro was dismissive of the threat, so much of the response was local and incomplete. As spread 
continued, testing shortages were critical, and in April 2020, hospitals were discharging patients with confirmed cases 
once no longer symptomatic, without confirming absence of the virus.93 All of these factors meant that early spread was 
very rapid. At no point during the various waves of COVID-19 in Brazil has the spread looked to be under control.
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As occurred in several other badly-affected countries, Brazil’s response was hampered by a lack of national coordination.94 
As of this writing, despite significant lack of testing and undercounted cases, there have been more than 17 million 
confirmed cases in a country of 210 million people, and more than 470,000 deaths - among the highest rates in the 
world. It is possible that Brazil’s actual mortality rates are even worse than reported.

The nation has biosurveillance capabilities that could be built upon in the future, and they played a role in trying to 
address the pandemic. Brazil’s Centro de Informações Estratégicas em Vigilância em Saúde’s (CIEVS) principal objective 
is to respond to public health emergencies in Brazil. CIEVS functions as a central hub, monitoring, detecting, and 
mitigating public health risks and epidemiological issues. In direct response to COVID-19, in early 2021 the Brazilian 
government also announced a 1.5 billion Reais (around 300,000,000 USD) national surveillance network, VigiAR- 
SUS, in an effort to bolster biosurveillance and response capabilities. The program seeks to strengthen epidemiological 
surveillance capabilities of local municipalities and state entities responsible for detection, research, and vaccinations.95

ARGENTINA

Argentina detected its first cases of COVID-19 at the beginning of March 2020, and a countrywide shutdown was 
initiated on the 19th of the same month.96 The shutdown was effective at slowing (albeit not eliminating) the spread. 
Once relaxed in May, however, the acceleration of case counts continued. The spread was particularly acute in poorer, 
densely populated neighborhoods around Buenos Aires. Still, there were under 1,000 new detected cases per day, and 
under 20,000 total cases, until the beginning of June.97 By the end of 2020 a second spike was starting, and the overall 
percentage of the population with detected cases has been growing and approaching the levels found in Brazil. While 
some of this may be due to relatively more testing, the convergence in rates occurred despite the earlier and more 
effective response. At the same time, case fatality rates have stayed lower, likely due to some combination of the health 
system and better care later in the pandemic as doctors learned to care for COVID-19 patients.

Supporting its responses, for more than a decade the Argentine government has prioritized the development of 
biosurveillance systems. COVID-19 hit an Argentina with a pre-existing biosurveillance structure involving multiple 
inputs such as local epidemiology centers, national laboratories centered on respiratory viruses, and private laboratories 
with diagnostic capabilities. The country's Sistema de Vigilancia Laboratorial (SIVILA) hosts the Sistema Nacional 
de Vigilancia de la Salud (SNVS), a national software that is widely accessible on the internet. This biosurveillance 
network provides real-time public health tracking, communication, and notification across the entire country and for 
specific geographic zones. For example, in Buenos Aires, the nodes of information feeding into this system involve 
weekly reports of infected persons in and out of hospitals consolidated into data points sent to the Department of 
Epidemiology.98 Argentina has drawn on its SVNS for immediate alerts on case numbers, laboratory results, and other 
critical information during the current pandemic.99
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VIGNETTE #2
SEVERE ACUTE RESPIRATORY SYNDROME 
(SARS), 2002-2004

There are currently disagreements about the origin of SARS-CoV-2. This uncertainty is unlikely to ever be completely 
dispelled. There are lessons, though, from a previous outbreak of a novel coronavirus that can help the world more 
effectively address a broader range of biological threats in the future, regardless of their origins. In 2002, in China, a 
close relative of SARS-CoV-2 began spreading, causing a global pandemic that was eventually brought under control. 

A washroom sign left from the 2002-2004 SARS outbreak, photographed during the 2009 H1N1 swine flu outbreak. 
DAi rUi / fliCKr.
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Subsequently, in 2004, because of heightened interest in the SARS virus, there was research conducted on coronaviruses 
that led to several lab accidents and outbreaks that were suppressed. Relevant themes and key takeaways for future 
early warning systems include: 

• Like SARS-CoV-2, SARS was a novel virus, which presents a major challenge to today's pathogen early warning 
systems. 

• Global early detection, including in China, the country where the virus originated, was in a worse state 
than today. However, SARS was brought under control more easily than SARS-CoV-2 because of certain 
characteristics of the virus, in particular the lack of asymptomatic or presymptomatic transmission and lower 
rate of transmissibility. 

• The delays in both the SARS (2002) and SARS-CoV-2 outbreak detection and corresponding difficulties in 
response can be compared to the successful, rapid detection of a 2004 SARS lab accident.

• After identification of a biological threat, the speed at which the government of the originating country acts, 
including in notifying the WHO, is crucial and can add weeks or months to the time between the outbreak’s 
beginning and a response. 

• Once an outbreak begins to spread internationally, the lack of coordination across multiple levels of government 
can complicate detection, not to mention the responses. One of the major themes of Canada’s response to SARS 
was a lack of central authority and coordination between the federal and provincial governments. The SARS case 
also shows the roles the WHO can play in overcoming these complications.

• The risk of lab accidents may rise after an initial infectious disease outbreak. The lab accident in 2004 occurred 
because of an increased focus on understanding SARS and generating countermeasures. Closely monitoring lab 
personnel for infection can be an effective and cheap means of reducing these risks with early warning systems. 

• The development of future early warning systems must tie into broader changes, such as rapid response forces 
to conduct testing and characterization. 

INITIAL OUTBREAK IN CHINA 

In November 2002, the first cases of what later became known as SARS began to spread throughout the Guangdong 
Province in southern China. SARS, a novel coronavirus, emerged as a result of zoonotic crossover. It is considered 
likely that the virus jumped from its bat hosts to civets and eventually spread to humans. The chances for such 
occurrences increase with land use changes from wildlife habitats to farmland or other uses around the world. Smaller 
wildlife habitats can also cause animals to alter migration routes and feeding and roosting sites, leading them to mix 
with different species and populations within those geographic areas, increasing the risk of spillover events.100

During the initial months of the outbreak, SARS was diagnosed only as pneumonia of unknown cause.101 Well after 
that, clusters of the disease were identified. Despite early reports finding that antibiotics had no effect, in February 
2003 China still mistakenly reported the outbreak as bacterial pneumonia.102 The SARS outbreak moved to other 
regions, starting with Hong Kong via a doctor who traveled there to treat patients, eventually spreading via air travel to 
twenty-nine countries around the world.103 This led to the WHO releasing a global alert about the outbreak on March 
15, 2003, calling the disease Severe Acute Respiratory Syndrome.104 After a month of international collaboration, 
scientists identified the causative agent as a novel coronavirus via RT-PCR tests of collected clinical samples.105 
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The SARS infection was found to be transmissible primarily after symptoms emerge, though some pre-symptomatic 
transmission (which was later critical in the spread of COVID-19) seems to have occurred.106 Partly due to the 
majority of transmissions occurring after symptoms, but also because of the low transmissibility of SARS, control 
measures such as quarantines were effective in halting spread without widespread shutdowns or vaccines. Several 
months after the recognition that SARS was a novel disease, in July 2003, the WHO declared that human-to-human 
spread had been suppressed; a total of about 8,000 cases of SARS were identified, leading to 774 deaths.107

In China, five months elapsed between the initial cases of SARS and identification of the pathogen.108 At that time, 
there was no functioning system of biosurveillance and pathogen early detection. Public health data collection, 
analysis, and sharing in support of outbreak detection were in general lacking.109 China in 2002 was a very different 
country from China today, with its growing ability to collect and analyze data, including in public health data. 

Briefly examining the SARS cases in Canada, regarding action by the WHO, and in subsequent lab accidents in 
China gives insight into future needs in early detection, monitoring, and responses.

CANADA

The circumstances of the 2003 SARS outbreak in Canada can shed light on today’s biosurveillance and inform future 
global early warning for several reasons: the potential detection by an algorithm-based system; the delay in detecting 
the outbreak despite a global alert; and the occurrence of a second surge in SARS cases.
  
Canada’s first SARS case arrived in Toronto in February 2003 when an elderly woman returned to Canada after 
attending a wedding in Hong Kong. The woman died a few days after visiting her family doctor and spreading the 
illness to her son who visited the emergency department and spent at least twenty hours without proper containment 
protocols, leading to further exposure among many health workers and patients.110 It took a full two weeks for 
hospital doctors to piece together that the patient had contracted the mysterious illness that was spreading around 
China and implement proper isolation protocols and personal protection measures.111 By March 23, hospitals in 
Toronto were overwhelmed and had completely run out of isolation wards. Despite suppressing the outbreak within 
a month, Canada experienced a second surge of SARS cases in May and June due to mixed messaging and conflicts 
between different levels of government. By the end of the SARS epidemic later that summer, Toronto was the third 
largest region hit by SARS. Canada experienced 438 cases, 40% being healthcare workers, including 44 fatalities.112

Canada was at the forefront of event-based early detection, using digital technologies. Canada’s Global Public Health 
Intelligence Network (GPHIN) system was originally a prototype developed together with the WHO as an automated 
means of conducting event-based surveillance. 

During the SARS outbreak, several weaknesses of that initial system were identified and since---at least partially---
corrected for. The limited language coverage of the GPHIN system meant that the initial report on an outbreak in China 
was collected but left unanalyzed because it was in Chinese.113 Additionally, there was such a high government demand 
for information on the state of the outbreak in China that epidemiologists were overwhelmed during the outbreak and 
unable to gain a higher-level understanding of the virus and its spread, highlighting the need for automated reporting 
mechanisms.114 (Today, Canada’s newer AI-enabled early warning system scans news media for reports of infectious 
diseases in multiple languages, which might have prevented the  type of oversight that occurred with SARS.115)
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Although Canada was at the forefront of leveraging digital technologies for event-based surveillance, its ability to 
conduct indicator-based surveillance was severely hampered by the relatively slow pace of developing a SARS-specific 
diagnostic to differentiate between it and other respiratory illnesses.116 Also, Canada lacked sufficient policies and 
regulations to share outbreak-relevant data between the provinces and territories for a range of infectious diseases, even 
though there were agreements in place for a select subset of pathogens, such as HIV/AIDS.117 Even with diagnostic 
tests, it is unclear the degree to which it would have helped as the Canadian public health system’s laboratories were 
overwhelmed.118 This weakness in data sharing was recognized well before the SARS outbreak but was not acted upon 
until afterwards.119 

WORLD HEALTH ORGANIZATION

The WHO played a critical role in helping to suppress the 2003 SARS outbreak, serving as a central source of 
information and international coordination among different countries. Yet the rising number of pathogen-potential 
viruses on the WHO’s radar affected responses and shows some of the limits of post-symptomatic biosurveillance. 
During the early months of the outbreak, China was also experiencing a surge in cases of avian flu, which has similar 
symptoms to SARS and thereby inhibited early detection. To respond to a potential outbreak of avian flu, the WHO 
activated the global influenza laboratory network in February 2003, sending alerts warning of the potential outbreak 
and calling for increased surveillance of influenza.120 

It was only after the SARS epidemic spread to Canada in March that the WHO began to understand the true nature 
of the threat and consider the potential for a different, novel virus. By this time, the Chinese Ministry of Health had 
requested that the WHO assist in the investigation into a rise in atypical pneumonia cases throughout its southern 
province, leading the WHO to send its first alert of “severe respiratory illness” spreading amongst healthcare workers 
in Hong Kong and Vietnam.121 Testing clinical specimens, scientists quickly identified the causative agent as a novel 
coronavirus, which they called SARS. 

A few days later, evidence suggested the disease had already spread to other countries via air travel, leading the WHO 
to release an emergency travel advisory, warning of “150 new suspected cases of SARS.”122 The bulletin did not specify 
the need for restricted air travel but it did indicate which countries reported symptoms of the disease and issued 
guidance for identifying them. 

The rapid spread of SARS triggered ramped-up efforts at WHO headquarters and its Western Pacific Regional Office 
(WPRO) to coordinate daily response to the outbreak.123 Soon, all six WHO regional offices were coordinating 
responses for SARS, engaging in daily briefings between experts and healthcare workers, and establishing clinical 
and laboratory networks to analyze the disease. The WHO deployed more than 100 experts and dedicated 75 
personnel to a SARS unit at the WHO Headquarters in Switzerland.124 WHO country offices in Hanoi, Vietnam, 
and Beijing, China, were also particularly involved in bolstering disease surveillance systems, developing strategies to 
control infection in hospitals, conduct contact tracing, and address other emerging needs. In early April, the WHO 
launched a global surveillance effort for SARS which ran until the end of human-to-human transmission in July.125 
The international network of public health experts and epidemiologists provided a cohesive message about the disease, 
recommended health measures to combat the spread, and began development of new tools to detect the virus.
 
In mid-July, after the outbreak had ended, China granted permission for WHO teams to investigate animals as 
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the potential origin of the novel virus. This resulted in a two-week coordinated investigation between the Chinese 
government, the Food and Agriculture Organization, and the WHO in August of 2003.126 The WHO issued new 
guidance to the Chinese government on testing, surveillance protocols, and epidemiological investigation in the event 
of reemergence.

With its focus on biosafety following the 2003 SARS outbreak, the WHO anticipated another type of outbreak risk—
the unintentional release of dangerous pathogens from laboratories where specimens were stored. Out of an October 
2003 workshop on strategies to address the risk of laboratories that stored SARS specimens, the WHO released 
guidelines that recommended Biosafety Level 3 (BSL-3) protocols for sites housing the virus.127

BEIJING’S NATIONAL INSTITUTE OF VIROLOGY

In April 2004, two personnel working at the National Institute of Virology in Beijing China became infected with 
SARS. Ruling out close contacts, the incidents are believed to have occurred during two separate exposures, in 
particular due to the three-week period between the onset of symptoms.128 As a result of this outbreak, more than 500 
individuals were quarantined, eight individuals were infected, and the mother of the first victim died.129

  
Following the 2004 lab outbreak, both the Chinese Ministry of Health and the WHO conducted investigations 
into the source. The findings suggest that the contraction of SARS occurred during the transfer process from the 
BSL-3 space to the lower-containment lab spaces.130 This process can be done after the virus is deactivated, but the 
detergent protocol used was ineffective and no one had verified the inactivation of the virus before its transfer. The 
lack of appropriate safety protocols for dangerous pathogens in those spaces led to the exposure of the scientists. More 
extensive monitoring of its personnel for symptoms of illness related to the biological agents within the facility (and 
the facilities themselves) may have helped as well.131

Generally, lab safety throughout the world relies on set procedures and reporting mechanisms to reduce the risk of 
containment breaches. In China, SARS was likely detected so rapidly because of the virus' spread by symptomatic 
individuals and a high proportion of cases that required medical care. Though this SARS outbreak was stopped, an 
official investigation cited that the Chinese CDC could have reported abnormal health conditions of its researchers.132 
Globally, this type of reporting can be made much more robust with new detection technologies that automate 
notification of abnormal conditions and are augmented by pathogen-specific diagnostics. 
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VIGNETTE #3 
H5N1 AVIAN INFLUENZA, 2003 TO PRESENT

H5N1 (avian influenza) is one of the deadliest known viruses today that has the potential for becoming easily 
transmissible between humans. It is a zoonotic virus that spreads among birds, and in humans has a fatality rate of 
around 60% (and higher for children). Initial outbreaks inspired and drove motivation for the One Health approach 
to health security that views environmental, animal, and human health as closely intertwined. This increased interest in 
biosurveillance of wildlife and livestock. Notably, the virus also led to one of the most scrutinized experiments in gain-
of-function research, where H5N1 was made transmissible between ferrets, which have a similar respiratory system to 
humans. This experiment eventually led to a temporary moratorium on gain-of-function research because of accident 
risks. Key insights from this case include:

Avian Influenza Surveillance at Bangkok's Klongtoey Market. riChArD nyberg / USAiD.

http://www.councilonstrategicrisks.org


The Janne E. Nolan Center, an institute of the Council on Strategic Risks
www.councilonstrategicrisks.org 81

• Human surveillance should be routine for many at-risk populations: testing poultry workers, household livestock 
and farmers, livestock aggregators and vendors at markets.

• Live markets should be regulated to practice disease surveillance and biosafety.

• Farmers and commercial livestock growers should be compensated at 100% of market value to incentivize 
reporting of sick animals; there is a direct link between compensation and reporting diseased animals.

• Identifying the greatest risk factors, regions, weather and social and temporal patterns that cause outbreaks can 
be helpful, e.g., festivities when people purchase more livestock.

• To better understand zoonotic risks, serological testing of humans as a surveillance measure or close investigation 
of new cases of pneumonia in at-risk settings are both viable approaches and may help balance the risks and 
rewards of initiatives that actively seek out viruses spreading among wildlife or livestock.

• A centralized national or regional system serves better than decentralized reporting and responses, which can 
easily become fragmented, and are more ideal for outbreaks given that countermeasures taken can have broad 
consequences beyond the immediate geographies.133

INITIAL OUTBREAK

Southeast Asia falls within a geographical hot zone of pathogen emergence, together with the contiguous region 
of southern China. The region hosts significant cross-border flows of live animal trade, migrant workers, kinship 
exchange, and business and tourist traffic that can quickly introduce new viral variants into susceptible populations. 
The original H5N1 outbreak started in 1996 in Guangdong, China, where there was a large dieoff of poultry. A year 
later another poultry outbreak followed in Hong Kong markets and farms, followed by 18 human cases (six deaths) 
presenting at hospitals with flu-like symptoms; 70% of those afflicted had recently visited live poultry markets. The 
Hong Kong outbreaks were quickly controlled by culling afflicted and surrounding poultry flocks,134 putting sanitary 
controls on live bird markets, farm controls, and restricting the transport of poultry.135 H5N1 reemerged in 2003 in 
a Hong Kong family that had visited Fujian, China, and was exposed to poultry; two members died, one survived. 
This was followed by major poultry outbreaks in Thailand and Vietnam. Human cases quickly followed and the virus 
later spread across East Asia, Africa, the Middle East, and Eastern Europe. Diagnosis is typically performed using 
RT-PCR to detect viral RNA, and culturing of the virus, which should be performed only at enhanced biosafety level 
3 facilities.136 

Birds (especially aquatic ducks and geese) are a natural reservoir for most Type A influenza viruses, including H5N1. 
Some species carry and shed the virus without showing symptoms. Domesticated fowl are especially vulnerable 
and hundreds of millions of birds have died, with huge economic consequences for farmers and entire national 
economies.137 Thus far, human infections have been limited mostly to people with direct, prolonged contact with 
infected birds or family members that had extended close contact with infected people. The virus now is not very 
infectious to people and is not efficiently transmitted from human to human, but when it does infect people, it is 
often deadly. Yet a major public health threat is the possibility that H5N1 will genetically reassort/mutate with other 
viruses in birds or other hosts (as it has infected domestic cats, dogs, pigs and captive leopards and tigers)138 and 
acquire the ability to efficiently infect and spread among humans. In that event, a pandemic could ignite that could 
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easily surpass the death toll of the 1918-19 H1N1 pandemic, where 50-100 million people succumbed. Vigilant 
genetic surveillance of H5N1 variants in bird populations at live markets and farms is therefore critical so action can 
be taken before a more transmissible variant enters human populations. Efforts have also been made to identify the 
greatest risk factors, regions, weather, and social and temporal patterns that cause outbreaks in birds.139 These results 
can help target biosurveillance and mitigation strategies more effectively for H5N1.

THAILAND: A BIOSURVEILLANCE SUCCESS STORY

In December 2003, Thailand rapidly instituted an intense poultry culling program in response to viral poultry 
outbreaks. The nation encouraged farmers to report infected flocks through a media campaign and critically, farmers 
were reimbursed for the loss of their flocks at market value. As a major exporter of poultry, 90% of Thailand’s 
production is carried out on industrial farms; these producers were compensated for their disease and culling losses, 
and complied with control measures.140 Beyond culling, the authorities disinfected afflicted farms and live markets, 
and set up bird transport restrictions. Neighboring flocks were also preemptively culled.

At the same time, Thailand’s Ministry of Public Health instituted a requirement that any patient presenting with flu-
like symptoms be questioned about their exposure to poultry. Authorities collected and analyzed samples using WHO 
protocols by viral isolation and RT-PCR; reported suspected human cases regionally and then to the national level; 
and contact-traced positive cases by interviewing family members.141 The nation reported probable and confirmed 
cases to the WHO as per protocol.  

By late 2004, the Thai government also launched an intense bird surveillance program, collecting poultry samples from 
every village, reporting sick or dead poultry, and analyzing them by viral isolation. They set up laboratory facilities to 
analyze the viral samples and eventually developed the capacity to perform RT-PCR testing on all collected samples. 
Culling and control measures included a public media campaign, restricting the movement of flocks, disinfecting premises 
and live bird markets, and disallowing ducks (which are viral reservoirs) to freely graze in rice paddies and villages. Ducks 
were physically separated from chickens on industrial farms. The Thais decided not to implement a vaccination program, 
fearing that it might encourage the generation of variants.  Thailand’s biosurveillance measures allowed authorities to 
identify susceptible regions. They found that backyard chickens and free-grazing ducks played essential roles as viral 
hosts. Due to continued vigilance, later outbreaks were mitigated,142 and Thailand has had no outbreaks since 2008.143 
Thailand fortunately had the resources and political will to attack this pandemic head-on.  Protecting its $1 billion per 
year poultry industry required eradicating the disease, and its large farms were easier to regulate.

Thailand has led regional efforts to promote cooperation in stockpiling vaccines and the antiviral medication Tamiflu, 
and promoting an ASEAN animal hygiene fund for cross-border surveillance and control. The Thai government 
has worked with the EU, OIE, and USAID to improve networking among regional labs and serve as the center for 
regional avian flu prevention, while also leading efforts to provide training and aid to neighboring countries. As such, 
Thailand has been a strong model of biosurveillance and outbreak response.
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VIETNAM: SOME SUCCESS BUT STILL ENDEMIC

Vietnam is a lower-income country than Thailand. National policy is driven centrally by the Vietnamese Communist 
Party, but local authorities have some independence, so governance is decentralized and compliance to national 
mandates is not uniform. When initial outbreaks began, 70-80% of all poultry production was small household flocks. 
The the major river deltas of the Mekong (south) and Red (north) Rivers have been the regions most affected, where 
waterfowl and domesticated ducks and geese are prevalent, and free grazing on rice paddies is common.144 Human 
H5N1 cases have tracked almost simultaneously with outbreaks in birds. In January 2004, ten people presented at 
hospitals in Hanoi and were diagnosed by viral isolation, immunofluorescence, and PCR testing with help from the 
WHO. Eight of the patients died of the infection.145

Initial poultry outbreaks prompted the Vietnamese to implement large-scale culling operations, but compensation 
to farmers was uneven due to inadequate funding and local jurisdictional controls, so reporting and culling were 
incomplete. Surveillance relied upon reporting diseased animals to local veterinarians with subsequent testing and 
positive results relayed to the central government, but under-reporting (due to a lack of compensation) undercut these 
efforts. Vietnam also instituted restrictions on moving poultry, improved biosecurity in household flocks, and tried to 
clean up live markets to reduce viral contamination and exposure. Yet compliance to containment measures by small 
farmers was impossible to enforce.146 

From 2005 onward the Vietnamese embarked on a mass vaccination campaign, funded largely by outside donors, but 
coverage was incomplete. H5N1 incidence decreased dramatically due to the measures that were taken, but the virus 
was not eliminated and has become endemic in poultry.147  

More recently, Vietnam has performed active surveillance of live bird markets, though funding constraints preclude 
blanket surveillance of farms, and these markets act as reservoirs of H5N1 due to their role as hubs for the poultry trade.148 
Environmental sampling at live bird markets has also been shown to be effective in detecting viral loads. This could be a 
strategy for deploying distributed PCR or sequencing-based biosurveillance tools efficiently in the coming years.149

CAMBODIA: LITTLE BIOSURVEILLANCE AND NO CONTAINMENT

After suffering decades of conflict, only since the 1990s has Cambodia been transitioning to a fully functional market 
economy. Significant economic, educational, institutional, and health infrastructure was destroyed in the 1970s, 
and the nation has had very limited resources, infighting between ministries, and graft and patronage all impeding 
progress since that time. 

Poultry production in Cambodia is mostly backyard subsistence and small commercial farms (90%), so the total 
number of poultry (16 million) is far less than those in the intensive industrial farms of Thailand, and there is virtually 
no commercial export of poultry from Cambodia.150 Biosecurity, biocontainment, and sanitary practices on family 
farms are almost non-existent, with animals and humans freely co-mingling. 

When the first H5N1 outbreaks in poultry occurred in 2004, the Cambodian government responded by barring bird 
and egg imports from Vietnam and Thailand and culling flocks. The nation decided against any type of compensation 
to farmers for losses (including restocking farms with healthy birds), so under-reporting was rampant. Farmers would 
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try to manage outbreaks on their own with disinfection or by selling birds to other villages, or to traders and live 
markets, which only spread the outbreak further.151 The Cambodian government has also not used vaccination 
approaches. As a result, H5N1 has become stubbornly persistent in Cambodia to the present day. 

Further hindering progress, Cambodia’s primary means of surveillance is passive, relying on reporting by farmers 
except for some active studies carried out by donor organizations. A 2015 biosurveillance effort found that 50-80% 
of live market environmental samples were positive for H5N1. Alarmingly, the same authors found 4.5% of poultry 
workers tested had antibodies against H5N1 (but no symptoms), suggesting that many human H5N1 cases spread 
undetected there.152

 
In 2005 Cambodia confirmed its first human case, which stimulated the rollout of a media campaign centered on 
behavioral change to avoid infection and spread. Given the absence of effective surveillance or intervention strategies, 
the country probably didn’t suffer losses and human caseloads as much as might be expected due to the lower level 
of poultry production compared to its neighbors. Reduced infectious pools of animals translated to less disease. The 
southeastern part of the country, although hardest hit by outbreaks in poultry (due to proximity of the Mekong delta 
and its waterfowl), may also have benefited from control measures taken in neighboring Vietnam.  Nonetheless, the 
indigenous level of H5N1 persistence and the presence of latent human cases leaves the frightening possibility of a 
mutated strain that more easily transmits to and among people.

EGYPT: A CAUTIONARY TALE OF LATE SURVEILLANCE

Since 2005, H5N1 has spread from Southeast Asia to more than 60 countries in East Asia, Eastern Europe, Africa and 
the Middle East.153 The first Egyptian poultry outbreaks started in 2005, and by mid-2008 close to 1,450 outbreaks 
had already been reported with both commercial and backyard farmers affected.154 Egypt has been home to the greatest 
human toll outside of Southeast Asia, where H5N1 resulted in 359 reported cases and 120 deaths as of 2020.155

The Egyptian government responded to its H5N1 outbreaks by working with the WHO, FAO, USAID, and the U.S. 
Naval Medical Research Unit-3 (NAMRU-3, based in Cairo, also a WHO Reference Lab) to train response teams and 
prepare health care workers, generate biosurveillance reporting procedures for farms and suspected human cases, set 
up a database, and set lab procedures for testing samples. The Ministry of Health had already collaborated with WHO 
and the U.S. CDC to establish a Center for Influenza Surveillance in Egypt’s Central Public Health Laboratory in 2004 
that served as a virus characterization lab. Experts followed up on human cases with contact monitoring and compiling 
data to determine epidemiological and spatial trends. The nation published guidelines and conducted media campaigns 
to educate farmers. However, many subsistence farmers (25 million) are uneducated or illiterate. As late as 2019, 30% 
were still disposing of poultry carcasses in local streams, despite educational programs to bolster biosecurity.156 

The Ministry of Agriculture first responded by culling tens of millions of poultries. It then instituted an unsupervised 
vaccination program for poultry, which was executed most uniformly in commercial poultry farms. Twenty-
four different vaccines (many different variants) were authorized, but without any guidance on which should be 
administered.157 Egypt finally stood up a systematic poultry surveillance capability in 2009 with help from partners, 
including the St. Jude Childrens’ Research Hospital’s Center of Excellence for Influenza Research and Surveillance, 
which has locations in Egypt, Colombia, and other nations. Poultry farms, backyard flocks, live markets, and abattoirs 
are sampled monthly and genetically typed. These efforts and other studies show that the virus has mutated, and 
positivity rates in poultry increased to 10% by 2012.158
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Another flu virus, H9N2 was also detected in poultry in 2011 and in some cases co-infected with H5N1.159 H9N2 
has several genetic traits conferring transmission to humans; the fear is that coinfection of these two viruses will result 
in reassortment that produces an H5N1 that can easily infect humans. The combined threats of natural and vaccine-
accelerated evolution combined with reassortment with H9N2, has produced a scenario where the generation of 
bird-to-human transmission can potentially evolve.160

Egypt’s human H5N1 cases were all reported when patients were admitted to hospitals with influenza -like symptoms 
and had recent histories of contact with poultry.161 The occurrence of antibodies to H5N1 (indicating a past H5N1 
infection) was estimated at 2% of the general population, so reported cases are certainly an underestimate.162 These 
unaccounted infections were probably people that weren’t critically ill, so they did not seek treatment, or could not get 
to a hospital or clinic. Given the situation however, seropositivity (i.e., the presence of antibodies) could serve as one 
indicator of risk, and thus be a reasonable surveillance tool to focus control efforts.  Testing for antibodies can also be 
done cheaply without a lot of sample preparation, or high tech instruments, at home or in a clinic.  

Despite the efforts of the Egyptian authorities, the use of vaccines to control spread of H5N1 in poultry has failed 
and the virus has become entrenched. One effect of having numerous circulating H5N1 variants is that they were 
not suppressed by the vaccines that were being used (there was no effort to match deployed vaccines with circulating 
variants), and so H5N1 has become endemic in Egyptian poultry.163 The extensive use of vaccines in the manner in 
which it occurred may have also accelerated the evolution of H5N1, generating even more variants.164 In any case, 
under these circumstances continual genetic surveillance is urgently needed to stay ahead of the spread of a potential 
newly evolving human pandemic strain. 
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VIGNETTE #4 
EBOLA, 2013-PRESENT

The Ebola virus was first recognized in Zaire in 1976, in what is now the Democratic Republic of the Congo (DRC). 
Ebola outbreaks occur routinely, averaging almost one outbreak per year in the past two decades. The largest recorded 
outbreaks have occurred within the last decade before this writing, including one in 2013-2016 that killed more than 
11,000 people in West Africa out of more than 28,600 cases; and another in the DRC in 2018-2020 that had 3,470 
cases and 2,280 deaths recorded.165 

Ebola Recovery in Liberia. January 29, 2015. USAiD.
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In both cases, there was a significant delay between the initial cases caused by zoonotic spillover and identification, allowing 
the pathogen to spread widely before response measures were put into place. These examples highlight the challenges of 
detection of relatively rare pathogens (let alone novel ones) in low resource settings---unless new tools that can adjust for 
this challenge are integrated. These Ebola cases are also telling for future early warning given that it should be easier to 
identify than many viruses given its extreme symptomatic spread and very high case fatality rate (an average of 50% of 
affected people die, though the rate can be up to 90% in some circumstances). Key lessons of these outbreaks include:

• The lack of good, rapid diagnostic tools for Ebola before the 2013-16 outbreak decreased the utility of 
biosurveillance in early months. The quick advancement of new diagnostics showed how critical they are for 
early warning, and the early use of genomic sequencing showed the benefits of tools to understand mutations 
and pathogen-agnostic technologies.  

• Effective early warning and pandemic prevention will require persistent coordination and trust across health, 
development, and defense organizations that all bring assets to the table.

• Conflict can play a critical role in impeding early warning.

The Ebola virus is an example of many pathogens that are becoming more mobile because of globalization, climate 
change, state instability that leads to migration, and other factors. As these pathogens spread to new locations, 
especially in low-resource settings, the public health infrastructure may have extreme difficulty in identifying outbreaks 
without good diagnostics, sequencing, and other key tools. Continued vaccination programs, contact tracing, and 
communication of best practices to prevent the spread will be critical---as will be the integration of new technologies.

2013-2016 OUTBREAK IN WEST AFRICA 

Despite its high pathogenicity, clinicians did not initially identify Ebola as the cause of the outbreak in West Africa in 
2013 because of its rarity in this region of Africa and the similarities between its symptoms and those of other hemorrhagic 
fevers. This outbreak originated in Guinea and spread to Liberia and Sierra Leone, with fewer cases elsewhere. 

All three countries most severely affected had recent experience with conflict and instability that, as a side effect, 
degraded general public health infrastructure, including biosurveillance systems. Guinea, Liberia, and Sierra Leone 
each had some of the fewest physicians per capita in the world. This lack of public health capacity was compounded 
by staff reductions between 2011 and 2013 at the regional WHO office for Africa, which supported biosurveillance. 
Given these limitations, along with Africa’s massive geography, the region saw an increasing focus on field sites for 
testing and pathogen characterization prior to the outbreak, with solid efforts toward innovation to improve procedures 
and technologies that fit well with urgent needs in field settings, as opposed to  traditional laboratory settings.
   
Another significant issue remained: Ebola was one of many infectious diseases long neglected by industry. Few 
diagnostic tools specifically tailored to Ebola were developed and approved when this outbreak began. For those that 
did, confirmation could take up to a few days (a long duration for highly-transmissible viruses like Ebola), testing 
was expensive, and cold-chain management infrastructure was lacking. At the time, the U.S. Department of Defense 
was one of few organizations working on diagnostics and countermeasures for Ebola, given concerns about it being 
weaponized or personnel being exposed during missions to remote locations. Based on this and other work, the 
United States and several other countries and entities advanced RT-PCR–based and other diagnostic tools quickly 
when the scale of this Ebola outbreak (and indeed, confirmation that it was Ebola) became clear by late March 2014. 
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Significant effort soon went into improving the region’s laboratory networks and moving specimens for testing more 
rapidly.166 For example, the U.S. Naval Medical Research Unit-No. 3 (NAMRU-3) sites in Africa quickly helped to set up an 
Ebola diagnostic laboratory at the Liberian Institute for Biomedical Research to facilitate testing and biosurveillance efforts.

Afflicted nations, NGOs such as Doctors Without Borders operating in those tnations, and others conducting 
responses enhanced general mitigation efforts as well, including expanded contact tracing, new Ebola treatment units 
with tightened procedures around limiting exposure to symptomatic people, and improved use of protective and 
decontamination of equipment.167 Over the course of the outbreak, the most-affected nations also promoted social 
changes among their populations, including avoiding specific ritual washing and burial practices that lead to direct 
contact with the deceased and bumping elbows rather than hugging or hand-shaking.168

Notably, Nigeria presents an interesting component of the region’s outbreak in terms of communication and trust. 
After flying into Nigeria’s busiest airport just days after caring for a relative who died from Ebola, Nigeria’s index case 
reported feeling ill at the airport and was immediately hospitalized. Lying about their medical history, the disease was 
able to spread for 3 days before the medical staff identified it. The secondary infection event was caused by a close 
contact breaking quarantine protocols and infecting a doctor in the process. Though this outbreak was shaped by 
these breaches in trust, a public information campaign that was part of the government’s response helped contain it 
to relatively low numbers. In total, seven individuals succumbed to the virus out of the nineteen additional infected. 
While there are few doctors per capita, the use of electronic devices is common. The emergency operations center used 
social media networks to disseminate information about the virus and combat rumors.169

Infrastructure for disease surveillance was lacking before the 2014 outbreak. The initial outbreak in Nigeria 
demonstrated the need for rapid electronic record sharing to conduct disease surveillance and contact tracing activities. 
Previous experience of Nigeria’s response team, along with funding and resources from the WHO, led to the rapid 
deployment of an online biosurveillance system. The two most important factors for using this system were having 
access to high-speed internet and a mobile device.170 The need for trained medical professionals to conduct these 
activities on a mobile platform is especially important in African nations due to the public frequently crossing borders 
and travelling to entirely new regions as a result of work or family emergencies.

Importantly, the West Africa Ebola outbreak featured responders integrating new technologies and tools along the way, 
many of which will play prominent roles in future pathogen early warning. Experts conducted genomic sequencing 
of samples within months of the outbreak being recognized. This revealed that the outbreak included many variants 
of the Ebola virus, and genomic sequencing later confirmed the scale of this outbreak appears to have accelerated 
additional mutations.171 Many nations, NGOs, and the WHO also benefited from the increasing use of more modern 
data sharing tools---many of which are described in this report and have been enhanced significantly by increasing 
connectivity, cloud computing, and 3G-5G networking in the years since. Health Map’s online Ebola outbreak tool172 
shows how such systems can help in understanding outbreaks as they occur or learn lessons respectively, and presaged 
the online tools updated constantly during the COVID-19 crisis. 

Numerous efforts worked to expand biosurveillance in the region in the wake of the 2013-16 outbreak. Examples 
include the Regional Disease Surveillance Systems Enhancement (REDISSE) Project supported by the World Bank 
and other entities and further expansion of U.S. Department of Defense Cooperative Biological Engagement Program 
(later called BTRP) capacity building in countries such as Liberia, Sierra Leone, Guinea, and Senegal.173  
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THE DRC

Just as the West Africa Ebola outbreak showed how critical strong and rapid diagnostic tools are for tracking highly-
transmissible pathogens, the 2018-2020 DRC outbreak illustrated how this is especially critical where there are 
ongoing conflicts due to impeded response efforts. Similar to the West African outbreak, Ebola was not an expected 
pathogen in the region where this outbreak began: 600 kilometers further east than previous outbreaks. In addition, 
it was far larger in geographic spread and harder to control than most because it occurred in the midst of ongoing 
conflict. The fighting, including attacks on health workers, and misinformation were key factors in inhibiting the 
response.174 Contact tracing was difficult or impossible inside of conflict zones, and at one point both contact tracing 
and vaccinations were suspended due to fighting. 

The conflict also shaped the information environment surrounding the 2018 Kivu outbreak. Compounding the issues of 
physical hostilities, information warfare created a critical barrier to response efforts and control of the outbreak. At that 
time, less than a third of the DRC population believed that the local authorities represented their interests. More than 
a quarter believed that the entire outbreak was fictitious,175 with the effect of further hampering health workers’ efforts.

At the same time, key advances relevant to pathogen early warning advanced after the 2013-16 outbreak that 
contributed to eventually controlling the outbreak in the DRC. Experts had advanced new diagnostic tools that 
produced results faster, were tailored to low-resource field environments, and produced genetic data from samples 
(as opposed to simply confirming virus or antibody presence).176 Several genomic surveillance hubs and consortiums 
had been set up in the intervening years, including the Institut National de Recherche Biomédicale in the DRC and 
a U.S. sequencing consortium supporting defense force health based in Kenya.

Importantly, these efforts proceeded alongside work to finalize the development of Ebola vaccines and get them 
approved for use by the WHO and many countries. This built on vaccine development work conducted by the U.S. 
Department of Defense when almost no other entity would invest in this area, and the vaccines likely would not have 
been approved without U.S. interagency cooperation after 2016. In further Ebola outbreaks in recent years, these 
vaccines have been used to apply the “ring method” to contain and limit spread.177

Still, pathogen early warning and biosurveillance systems remain largely under-developed in much of Africa. As 
described in this report, countries, NGOs, and international organizations are infusing significant resources to address 
this challenge. These efforts and their counterparts in other regions of the world can take important lessons from the 
past decade’s Ebola outbreaks along the way. 

http://www.councilonstrategicrisks.org


The Janne E. Nolan Center, an institute of the Council on Strategic Risks
www.councilonstrategicrisks.org 90

VIGNETTE #5 
MOSQUITO-BORNE PATHOGENS: 
ZIKA, WEST NILE, AND MALARIA

Mosquito-borne pathogens, among other vector-borne pathogens, contribute significantly to the disease burden in 
many parts of the world and are becoming increasingly widespread. There are severe challenges to early detection 
of outbreaks of mosquito-borne pathogens---like Zika---in low-resource settings, including the ineffectiveness of 
syndromic surveillance, lack of general coverage of early detection systems, and insufficient laboratory capacity. 

Routine surveillance for mosquito-borne diseases in any operational setting is primarily case counting – meaning, 
after diseases occur. There is a lack of routinely collected data. Improved biosurveillance of mosquito-borne pathogens, 
in addition to those spread through other vectors, can both aid in improving pathogen early warning and help in 
improving interventions for many endemic biological threats such as neglected tropical diseases. Lessons from current 
biosurveillance of these diseases include:

A vector surveillance technician using the app to collect demographic information from the head of the household, Haiti.  CDC.
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• Sentinel surveillance is a useful alternative when routine data collection is not possible. 

• More accessible sequencing technology and their cheaper costs have seen them evolve into tools used in near-
real-time pathogen surveillance.

• For all mosquito-borne diseases, early warning systems should include patterns of rainfall, humidity, and 
temperature using easily obtained data from online climate libraries.

• In low-resource settings, laboratory capacity for routine testing or new sequencing technologies is inadequate-
--sparse, and concentrated in too few countries or urban centers. In such settings, maintaining a pipeline of 
national experts, especially those trained in laboratory methods, is a major challenge.

• For new technologies, success is predicated on data sharing. A lack of frameworks to guide equitable data 
sharing threatens this effort, plus countries worry about maintaining their sovereignty.

BACKGROUND

Mosquito-borne diseases can be caused by bacteria, viruses, and parasites. More than 3,000 species of mosquitoes 
exist on 6 continents and there is incredible diversity in their ability to carry and transmit illness (vectorial capacity), 
though only three bear primary responsibility for human diseases (Anopheles, Culex, and Aedes). Characteristics that 
make the mosquito species a better disease vector than others include that they have a preference for biting humans 
over animals (i.e., they are anthropophilic vs. zoophilic), reproductive rates of certain mosquito species are high, and 
they enjoy wide distribution throughout the world---mosquitoes are found practically everywhere.

Given the wide distribution of mosquitoes, the diseases they cause are often characterized by the geographic location 
affected and, within it, discerning those that are endemic and those that are not. This helps to determine whether 
emerging diseases are more likely to be associated with an outbreak of epidemic or pandemic potential. In a low-
resource setting like much of Africa, for example, malaria is considered endemic. The West Nile virus is considered 
endemic in many high-resource settings such as the United States. On the other hand, Zika is endemic in few places 
and so is often considered an outbreak, epidemic, or pandemic depending on its spread. 

Mosquito-borne diseases pose a major risk in several ways. They pose concerns where they are endemic, such as malaria 
and yellow fever in tropical zones of Africa, as West Nile Virus is in the United States, etc. Second, some spread 
rapidly and have high outbreak or pandemic potential, such as Chikungunya, Zika, and dengue. Third, some have 
potential for sexual transmission and associated birth defects, as is the case with Zika. Additionally, many have high 
fatality rates, as in malaria causing more than 400,000 deaths annually (as of 2019). There is significant morbidity 
associated with these diseases because most have no treatment or vaccines – treatment is usually symptomatic and 
similar clinical presentations make diagnosis confusing. 

ROUTINE SURVEILLANCE FOR MOSQUITO-BORNE DISEASES 

In general, surveillance for mosquito-borne diseases has the following components: case surveillance, drug efficacy 
surveillance, entomological (mosquito) surveillance, epidemic detection, preparedness and response (i.e., early 
identification and warning), and monitoring and evaluation of these surveillance systems.178 
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Case surveillance is done when disease already exists and is based on a pre-set case definition. Since these diseases 
have similar clinical presentations (e.g., fevers), this is a key part of the case definition. For malaria, the case definition 
includes fever or a recent history of fever, or unexplained fever and history of travel to an area at risk of malaria. Early 
detection in an endemic area involves counting cases to identify when a set threshold is exceeded. 

Case reporting at the country level in low-resource settings is usually done via electronic or web-based reporting 
systems. Examples of software and apps include the District Health Information Software, version 2 (DHIS2) 
developed by the University of Oslo, the integrated disease surveillance and response systems (IDRS) by the WHO, 
routine health information systems (RHIS) funded by the U.S President’s Malaria Initiative, or even simple tools 
like Microsoft Excel. The sensitivity of syndromic data as a supplementary approach for case surveillance has not 
been sufficiently evaluated because data collection is difficult. However, in very resource-constrained settings where 
data quality issues and timeliness of reporting malaria case information from IDSR or RHIS systems is a challenge, 
sentinel systems have been deployed leveraging existing technology like SMS. Ethiopia, Togo, Madagascar, Côte 
d’Ivoire, and Senegal have used this approach with success. The same systems are used for case reporting of endemic 
(malaria) and pandemic (zika) mosquito diseases in low-resource settings. 

Case reporting looks slightly different in high-resource settings like the United States due to more advanced electronic 
records systems. The endemic malaria disease, West Nile virus, affects not just humans but also horses and birds. 
Endemic arboviral diseases are nationally notifiable and are reported by state health departments to CDC through 
ArboNET, a comprehensive, passive surveillance data capture platform developed in 2000 by CDC’s Division of Vector-
Borne Diseases in response to the emergence of West Nile virus in the U.S. in 1999. In addition to human disease 
cases, ArboNET maintains data on arboviral infections among human viremic blood donors, non-human mammals, 
sentinel animals, dead birds, and mosquitoes. Human infection is not considered a sensitive surveillance indicator of 
viral activity – hence not useful for early warning – because human infections can be mild and asymptomatic. When 
there are symptoms, it can take two weeks to develop, in addition to the time taken to report and investigate cases. 

Surveillance isn’t conducted in horses because a West Nile virus vaccine exists (hence widespread vaccination). Dead 
bird surveillance has been conducted at the state-level since 2000, yet no national dead bird reporting system exists to 
provide early detection of West Nile virus. Dead bird surveillance has been shown to be one of the earliest and most 
cost-effective indicators of West Nile virus activity as the North American strain has a strong propensity for killing 
many birds it infects, with reporting done through a hotline or web-based portal. 

In this high-resource setting, case reporting for a pandemic mosquito disease like Zika is through ArboNET as 
a notifiable disease. This is a passive system, but is augmented by active case searching via community surveys of 
household members and neighbors of travel-associated cases within a 150 yard radius, syndromic surveillance, and 
enhanced surveillance targeting pregnant women and blood donors, as well as screening for birth defects that is then 
reported to the national Zika Birth Defects Registry. 

Early warning systems for mosquito-borne diseases in low-resource settings rely on patterns of rainfall, humidity and 
temperature. These data are available from meteorological departments and online climate libraries. For malaria, these 
originally began in 2002 with simple maps by the Famine Early Warning Systems Network (FEWS NET) maintained 
by the United States Geological Survey and supported by USAID that combined rainfall information, and epidemic 
malaria risk data via its Africa Data Dissemination Service.179 FEWS NET has since evolved into a standalone, web-
based system. Expats at Columbia University’s Earth Institute have also developed a Malaria Early Warning System 
(MEWS).180 In a high-resource setting like the United States, in addition to dead bird surveillance, similar efforts include 
monitoring climate variation using monthly precipitation and temperature data to give early warning of years with higher 
West Nile virus risk. These are usually collaborative research efforts between state health departments and universities.
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All the efforts described above are classic, routine epidemiological approaches. Genomic data can be layered on for 
extra detail, though this is most useful within the structured context of these classical approaches. The next section 
describes efforts using genomic data for disease surveillance in low- and high-resource settings.

GENOMIC EPIDEMIOLOGY AND SURVEILLANCE APPROACHES

Robust and timely classic epidemiological approaches that leverage clinical and laboratory diagnostic assay data, case 
definitions and contact tracing remain the current approach toward understanding any mosquito-borne outbreak. 
Genomic epidemiology approaches can then help answer questions such as where a mosquito-borne disease strain is 
from, what geographic populations have been previously infected, linkages between infections with specific mosquito 
species, the clinical signs and symptoms infected people present with, and (potentially) the clinical outcomes. 

Improvements in next-generation sequencing technology and a decrease in costs have seen genomic analysis tools 
evolve from solely a research tool to use in near-real-time public health investigations, making this increasingly useful 
in early warning for these diseases. 

Genomics has already shown us that mosquitos, some of the most effective disease vectors, are constantly evolving. 
For example, according to the CDC:

“...genetic studies have revealed that Zika virus has evolved into 3 distinct genotypes: West African 
(Nigerian cluster), East African (MR766 prototype cluster), and Asian. It has been postulated that 
the virus originated in East Africa and then spread into both West Africa and Asia ≈50–100 years 
ago. In early 2015, when cases of Zika virus infection were detected in Rio Grande State, northern 
Brazil, limited sequence analyses revealed that the virus was most closely related to a 2013 isolate 
from French Polynesia, within the Asian clade."181 

By the time the U.S. CDC started collecting and testing serum specimens from Puerto Rico in December 2015, next 
generation sequencing and phylogenetic analysis showed they were of the Asian genotype and related to strains from 
Brazil and French Polynesia.182 Sequences on the mainland from the Florida outbreak were related to outbreaks in 
the Dominican Republic, Guadeloupe, and Central America.183 Even in a high-resource setting, however, there was 
no indication that these genetic sequencing efforts informed response to the outbreak – they appeared to be research 
efforts. Sequencing was either done too early when not much was known about Zika virus (hence filled the gap of lack 
of genomic data to understand Zika virus biology), or retrospectively, months after the outbreak was over.

In low-resource settings like Africa, in the past specimens usually needed to be exported to high-resource countries for 
sequencing. This took time, specimens sometimes arrived unusable due to poor storage during transportation, and, 
commonly, sequencing findings were not communicated back to countries where specimens were collected and so 
couldn’t inform response activities or public health decision-making. For national public health institutes in Africa, 
even though decreasing costs of next generation sequencing has meant an increasing capability, its capacity is still 
sparse and concentrated in too few locations. Some of the increasing capacity is also outside of national public health 
institutes, which could indicate that these capabilities (e.g., in universities) are more for research purposes and/or in 
private laboratories for profit/research purposes rather than to inform early warning systems.184 
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The Africa CDC is a prime entity trying to solve these issues. It has proposed a network structure of laboratories 
for intra- and inter-country sharing of resources.185 This sharing of resources poses new challenges; if resources will 
be shared using a network structure as proposed by the Africa CDC, some type of framework should guide what 
can and cannot be done. Pollett, et al. propose solving this challenge as an “enabling mechanism” – the existence of 
legal frameworks or regulatory mechanisms that support collection and equitable sharing of genomics data.186 There 
are existing frameworks that can be leveraged so there is no need to reinvent the wheel. The WHO Research and 
Development Blueprint on pathogen genetic sequence data187 and the Nagoya Protocol on fair and equitable sharing 
of benefits arising from the sharing of genetic resources will likely guide next steps.188

In addition, Pollett, et al. highlight five challenges to using genomic sequencing as an epidemiology tool to combat 
mosquito-borne outbreak. Research and public health objectives are not always aligned. It is difficult to secure funding 
for reagents, salaries, sample collection, equipment, and training. More focus should go toward generating end results 
in a tangible manner that will be useful for public health decision-making/response activities. The work of linking 
routine data (clinical and epidemiology) to genomics data requires some expertise. Finally, there remains a need for 
much more training to maintain a pipeline of next generation sequencing expertise.

Looking forward, addressing these challenges will be important for ensuring that future pathogen early warning 
systems are effective for mosquito-borne diseases in particular.
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CONCLUSION 

Although the world has come far in advancing pathogen early warning and biosurveillance systems, COVID-19's 
beginnings and its spread to countries throughout the world have uncovered significant vulnerabilities and shown the 
limits of incremental progress over the last several decades. Outbreaks of the past 20 years, such as SARS, H5N1 avian 
influenza, Ebola, and the spread of mosquito-borne pathogens, provide a rich understanding of the array of biological 
threats the world faces and the strengths and weaknesses of past and present biosurveillance systems. 

New approaches and technologies tailored to specific contexts need to be integrated to finally get ahead of biological 
threats so that when they arise, they can be discovered and eradicated while still manageable. Pathogen early warning 
may be the most crucial step in stopping the most dangerous outbreaks.

The toll of COVID-19 includes more than four million dead and counting, many more with long-term health issues, 
over a year of disruptions of daily life, and trillions of dollars in economic losses. A modernized, global pathogen early 
warning system that integrates game-changing technological advances is the best way to ensure that the world is ready 
to stop the next pathogen with pandemic potential. 
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