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CHAPTER 1: INTRODUCTION

Chapter 1  
INTRODUCTION

1.1. Overview
Emerging and disruptive technologies (EDTs) are expected to produce a variety 
of new risks for nuclear decision-making in the future, which need to be thor-
oughly explored, understood, tested, and then mitigated. In the next crisis between 
nuclear-armed states, decision-makers may confront a much denser fog of war, an 
increased pressure to act, and a grave lack of understanding about the features of 
their operating environment, to name a few of the changes on the horizon. 

In this handbook, we explore the main technological effects of EDTs that may 

undermine nuclear decision-making in the future: 

1. the disruption of information flows;

2. the illumination of behavior patterns;

3. the compression of decision timeframes;

4. the transformation of decision contexts.

Each of these technological effects may exert a negative impact on key 

assumptions of nuclear deterrence strategy and thus could fundamentally 

change the context for nuclear decision-making, increasing the risk of 

miscalculation, misinterpretation and escalation. We also examine how the effects 

of EDTs may exacerbate certain cognitive biases by providing or removing 

essential cognitive tools (information and knowledge), and explore how all of 

these factors might together impact nuclear decisions. 

We conclude by providing an overview of risk reduction measures that span 

policy approaches such as technology regulation, technical tools such as using 

blockchain for authentication, and arms control and risk reduction measures 

designed	to	specifically	reduce	the	risk	of	nuclear	weapons.
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Explaining the profound potential of EDTs for shaping the decision-making 
context and process is no easy task for any number of reasons. Social media, 
artificial intelligence, cyber weapons, sensors, drones, satellite imagery, hyper-
sonic weapons, autonomous systems, and quantum computing all exist in 
various stages of development. Each technology will mature on separate time-
lines and likely start producing effects at different points in time.1 This makes 
it difficult to anticipate what combinations of EDTs may have an impact on 
decision-making during the next nuclear crisis.

Moreover, the divergent characteristics of EDTs suggest a significant variance 
in their impact on decision-making; some may simultaneously provide new 
opportunities for mitigating risks. In any future nuclear crisis, individual 
EDTs will not likely exert effects on their own. Rather, various combinations 
of EDTs may simultaneously produce consequences for decision-making, 
complicating efforts to train leaders on their new risks for nuclear weapons.2 
Without an in-depth understanding among decision-makers of their effects, 
EDTs undermine prevailing concepts of nuclear deterrence and increase the 
risk of nuclear war.

At this early stage of understanding the challenge, the effects of EDTs on 
nuclear decision-making have not been sufficiently studied, largely due to the 
absence of tangible data and precedent. Much of the existing analysis to-date 
has thus been highly speculative and based on a limited number of historical 
case studies in which decision-makers considered the use of nuclear weapons, 
and for which records have been declassified. 

Finally, while technological factors are important, they do not provide deci-
sion-makers with an exclusive basis upon which to formulate decisions to use 
nuclear weapons in a crisis.3 Many other factors are at play throughout such a 

1 Brad Roberts, Emerging and Disruptive Technologies, Multi-domain Complexity, and 
Strategic Stability: A Review and Assessment of the Literature, Livermore, CA: Center for 
Global Security Research, Lawrence Livermore National Laboratory, February 2021, 19.

2 Jacek Durkalec, Anna Peczelli, and Brian Radzinsky, Nuclear Decision-making and Emerging 
and Disruptive Technologies: A Comprehensive Assessment, London, UK: European 
Leadership Network, 2002,  13.

3 Ibid, 7.
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decision-making process in the nuclear weapons domain, making it difficult 
to anticipate and isolate the actual effects of EDTs. As a result, it remains 
unclear how and when these new technologies might interact with nuclear 
weapons in a crisis.4 

To prevent such technological complexity from overwhelming nuclear deci-
sion-makers in the midst of the next crisis, we agree with Dr. Brad Roberts, 
former Deputy Assistant Secretary of Defense for Nuclear and Missile 
Defense Policy on the urgent need to prepare them now: “conceptually, 
organizationally, and operationally.”5 This represents a key objective of this 
project conducted by the Council on Strategic Risks (CSR) and the European 
Leadership Network (ELN) and serves as the main focus of this research.

In this handbook, CSR presents a comprehensive framework for thinking 
about technological complexity, nuclear decision-making, and risk reduc-
tion. This handbook intends to serve as an analytical guide for nuclear deci-
sion-makers to help them grapple with the technological complexity of the 
future, and further reduce the risk of nuclear war. 

4 Katarzyna Kubiak, Sylvia Mishra, and Graham Stacey, Nuclear Weapons Decision-making 
under Technological Complexity, London, UK: European Leadership Network, March 2021, 3.

5 Brad Roberts, 19.
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1.2. Lessons from the 
Past for the Future

Analytic devices for simplifying complex topics are often useful, but we also 
need to ask nuclear decision-makers to step into the real world and bring the 
abstract nature of technological complexity back down to earth. To make 
the lessons about EDTs more tangible and thus truly useful in the midst of a 
nuclear crisis, real-world examples are essential.

Since the dawn of the nuclear age, however, the world has been extremely 
fortunate to have experienced only a few close calls that could have potentially 
escalated to the use of nuclear weapons and all-out nuclear war. Consequently, 
there is little historic precedent for decision-making in a nuclear crisis and 
even fewer examples that take place against the backdrop of the technological 
complexity expected to exist in the near future. 

Throughout this handbook, in an attempt to ground abstract thinking in the 
real world, we will pose questions for discussion and suggest thought exercises 
that entertain comparisons from past, present and future scenarios to help 
demonstrate the divergent impact of technology on nuclear decision-making 
across time. 

We offer a short teaser here, taking a quick look at the initial phase of the 
Cuban Missile Crisis, and the role of technology in that crisis, and speculate 
how things might be different today and in the future. 
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1.2.1. Overhead Reconnaissance

In October 1962, the world came precariously close to nuclear war during a 
tense stand-off between the Soviet Union and the United States that occurred 
over the former’s placement of medium and intermediate-range ballistic mis-
siles in Cuba. A brief analysis of the first few days following the discovery of 
Soviet ballistic missile sites reveals how strikingly different the technological 
parameters of the 1960s were from anything that nuclear decision-makers 
might experience today and in the future.

By the early fall of 1962, both U.S. and Soviet spy satellites remained in their 
infancy. Consequently, most U.S. reconnaissance operations for the island of 
Cuba were carried out by U-2 spy planes. These missions captured features 
on the land below in aerial photographs as planes passed overhead at different 
altitudes, which impacted the resolution and clarity. Besides the United States, 
only a handful of other countries had the capability to conduct these types of 
international reconnaissance flights at that time. 

These intelligence operations were considered extremely dangerous since they 
put U.S. pilots at high risk of being shot down by air defense missiles (chances 
were assessed to be one in six).6 High-altitude passes had the advantage of 
remaining covert and disguising intent, but they could only provide low res-
olution aerial photography. Low-altitude overflights were much riskier and 
would likely reveal U.S. knowledge of the missile sites, but they could also 
generate higher resolutions of aerial photography and provide better clarity 
for decision-makers.

Soviet medium-range ballistic missiles (SS-4s) were discovered in Cuba follow-
ing a high-altitude flight of a U-2 plane that took place on October 14, 1962. 
The overflight that led to the discovery was ordered by President Kennedy 
in response to the constant stream of Soviet military equipment deliveries 
to Cuba throughout the month of September 1962. These shipments were 

6 Serhii Plokhy, Nuclear Folly: A History of the Cuban Missile Crisis, New York: W.W. Norton & 
Company, Inc., 2021, 130.
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supposed to be part of the so-called defensive buildup of the island by the 
Soviet Union. However, the U-2 reconnaissance plane captured images of 
offensive missiles being assembled at a launch site. 

The fact that no one else knew about (or could discover) the Soviet missiles in 
Cuba gave President Kennedy and his advisors much more time to deliberate 
on options and better manage the crisis. Such a circumstance would not likely 
happen today.

A growing number of private companies operate constellations of satellites that 
offer daily imaging of the Earth’s surface, with different kinds of sensors, for 
sale to a wide range of customers. Today, with affordable and easy access to 
high-resolution commercial satellite imagery, any number of actors, both state 
and non-state, could make an initial discovery of the missile sites and announce 
the new developments prior to government announcements and action. 

In the near future, such discoveries are likely to occur via generated alerts 
from an AI-enabled system–much like those indicating that a new show on 
Netflix matches past viewing patterns. Over time, massive volumes of imagery 
and other sensory data about the Earth’s surface will produce a level of trans-
parency that is difficult to fathom, possibly leading to the end of stealth for 
operations anywhere on the Earth’s surface. Customers of satellite imagery 
from private companies may soon use machine learning tools to identify and 
interpret the smallest nuances in movement and activity on the Earth in real-
time. Instead of manually searching for these changes in the images, people 
will simply set up custom alerts. 
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1.2.2. Imagery Expertise

During the Cuban Missile Crisis, CIA analysts with specialized expertise 
briefed their initial findings in the photographs to President Kennedy and 
his Cabinet, two full days after the U2 reconnaissance flight that took place 
on October 16. CIA analysts had to manually examine hundreds of miles of 
film from the overflight and had only made it partway through the length of 
the film; but what they found was enough to bring to the president.7 

Although the president’s senior advisor McGeorge Bundy already knew 
about the CIA’s findings during the evening of October 15, he waited until 
the following morning to deliver the news to President Kennedy, an indicator 
of the slow pace of events during that time period. 

CIA analysts described the presence of canvas-covered trailers and suggested 
these were being used to move mobile launchers into position, but activities 
depicted in the grainy, low resolution photographs were far from straight-
forward. Kennedy and his advisors were forced to rely upon the CIA expert 
knowledge of Soviet missile characteristics and their ability to derive useful 
information from otherwise unintelligible imagery. They based their scant 
findings on comparisons between the grainy photographs and still photos 
from the Soviet Union and technical data on microfilm collected by an asset 
within the Soviet Union.8 

Initial discussions among Kennedy and his advisors revolved around the length 
of the canvas-covered missile trailers and mobile launchers. They were much 
longer than Soviet surface-to-air missiles; their characteristics seemed to match 
the SS-4 medium-range ballistic missiles (MRBMs) from photos of military 
parades in Moscow. This analysis served as the only proof of their identity.9 

7 Plokhy, 131; see also Ernest R. May and Philip D Zelikow, eds. The Kennedy Tapes: Inside the 
White House during the Cuban Missile Crisis, New York: W.W. Norton & Company, Inc., 2002, 76.

8 May and Zelikow, 30.

9 Plokhy, 136; see also May and Zelikow, 33-34.
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By the second meeting held in the evening of October 16, CIA analysts had defin-
itively verified the missile signature to be SS-4, but Kennedy’s advisors remained 
uncertain, with Bundy commenting, “but I don’t know how we know.”10

President Kennedy attempted to clarify the combat readiness of the missiles, 
but there was no further information in the initial photographs to suggest 
the timeframe for them to become operational, or to indicate Soviet plans 
to arm them with nuclear warheads (uncertain, given the lack of identified 
storage facilities). 

Toward the end of the meeting, CIA analysts mentioned the time needed to 
process the film from an additional U-2 mission that had covered the entire 
territory of Cuba. They would begin analysis later that night and have more 
findings at a later date. President Kennedy immediately authorized further 
U-2 reconnaissance flights to get a clearer picture of relevant activities on the 
entire island. 

By the morning of October 18, CIA analysis of film from the U-2 flights had 
uncovered two new vital pieces of information: the probable presence of fixed 
intermediate range ballistic missile sites (identified by an elongation of pads 
and the location of control bunkers) and the possible existence of nuclear 
warheads with a yield of up to 5 megatons (a speculation based on the size of 
the missiles).11 By this time, however, CIA analysts had still not yet made it 
through the entire length of the film.12

However, President Kennedy’s advisors were still not certain about what they 
were seeing in the photographs. During the intelligence briefing, the president 
asked the senior CIA analyst “if we wanted to ever release these pictures to 
demonstrate that there were missiles there, it would not be possible to demon-
strate this to the satisfaction of an untrained observer, would it?” The CIA 
analyst responded that it would be very difficult for the untrained eye to grasp 

10 May and Zelikow, 55.

11 Ibid, 76.

12 Ibid, 101.
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the implications of the missile-related activities in the photographs without 
actually seeing the missiles themselves.13

On October 19, in a meeting between President Kennedy and the Joint 
Chiefs of Staff, CIA analysts confirmed the existence of two MRBM sites 
and determined them to be already operational. They also identified a third 
site of MRBMs that would be operational within a week and the presence 
of suspected IRBM sites. Though there were no such missiles found, the 
analysts identified launch pads that might be used for the 2,200-mile-range 
SS-5s, which were too heavy to be fired from mobile launchers. They also 
found evidence of a possible nuclear warhead storage site.14

Initial uncertainty about the situation in Cuba and delays in receiving new 
intelligence slowed the formulation of an immediate military response as 
Kennedy and his advisors struggled to understand the facts on the ground. 
By October 20, five days after the first discovery of the missile sites, Kennedy 
and his advisors were still deliberating about the details of their response and 
remained undecided on taking action.

Today, decision-makers no longer have the luxury of several days to ascertain 
the facts and devise a plan of action. However, they also do not have to wait 
days for the development of film or for the manual evaluation of imagery, and 
they do not have to rely solely upon expert analysis from intelligence agencies. 

With regular access to high-resolution digital satellite imagery, decision-makers 
and the general public are much more conditioned to the technical require-
ments of deciphering content of overhead imagery. Having studied Google 
satellite imagery for the past decade for various reasons, they may even be 
capable of identifying nuances on the ground themselves. To help speed up 
the process, a growing number of outside experts beyond intelligence agencies 

13 Ibid, 77.

14 Ibid, 109.
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are also capable of providing real-time commentary for explaining changes in 
activities on the Earth’s surface.15 

In the near future, decision-makers may no longer have to rely upon expert 
analysis at all. Machine learning tools already excel at identifying anomalies 
in large datasets, including imagery, and deciphering meaning from them. 
Such analysis of changes on the Earth’s surface may take place in real time and 
provide immediate clarity about the actions of nuclear-armed states.

1.2.3. Information Sources

During the Cuban Missile Crisis, the distributors and types of information 
were extremely limited. As its primary source of information, the general 
public relied on newspapers delivered once daily in the early morning and on 
news reports that aired on major television channels in the evening. 

Kennedy and his advisors relied upon reports in major newspapers, official 
statements and addresses, and news shows on TV and radio, but also benefited 
from intelligence briefings and expert analysis from their staffers. Top Secret 
intelligence briefings were delivered regularly to decision-makers, but it often 
took significant time for new information to become available (at least hours, 
if not several days) as demonstrated above.

On the morning of October 16, President Kennedy read through the major 
morning papers, paying particular attention to a front-page story about Cuba 
in The Washington Post, which discussed a possible trade between concessions 
on Berlin and a slowdown on the Soviet buildup in Cuba.16 He also read 
about a speech made by General Eisenhower in Boston, in which the former 

15 For example, consider the open source intelligence work of Jeffrey Lewis at the James 
Martin Center for Nonproliferation Studies, https://nonproliferation.org/the-day-
middlebury-graduate-students-detected-the-start-of-the-russia-ukraine-war/; 
also see the work of Matt Korda and Hans Kristensen at the Federation of American 
Scientists in uncovering China’s missile silos, https://fas.org/blogs/security/2021/07/
china-is-building-a-second-nuclear-missile-silo-field/ 

16 Ibid, 31.

https://nonproliferation.org/the-day-middlebury-graduate-students-detected-the-start-of-the-russia-ukraine-war/
https://nonproliferation.org/the-day-middlebury-graduate-students-detected-the-start-of-the-russia-ukraine-war/
https://fas.org/blogs/security/2021/07/china-is-building-a-second-nuclear-missile-silo-field/
https://fas.org/blogs/security/2021/07/china-is-building-a-second-nuclear-missile-silo-field/
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president criticized the Kennedy administration for recent developments in 
both Berlin and Cuba. Both of these topics came up in initial deliberations 
about the missile sites, indicating the influence of these information sources 
on decision-makers at the highest level.

President Kennedy and his key advisors received the same intelligence brief-
ings on October 16, 18, 19, and 20. Given the small number of information 
sources available to them, they operated from the same playbook, even if there 
was a significant divergence of opinion across the group, as indicated by the 
personal letters they sent to the president.

Today, decision-makers would be exposed to many sources of information 
before receiving an intelligence briefing and deliberating on a crisis. They would 
digest much of it on their smartphones in the early morning hours before work 
and en-route to a meeting with the president. The information would likely 
come from social media platforms: 24/7 breaking news from major newspapers 
and networks, online articles shared from a variety of sources by their personal 
networks, and uncurated information from users incentivized to post and share 
things quickly. Decision-makers might also receive different intelligence updates 
from a variety of sources throughout the day and may thus not be privy to the 
same information upon arrival. Consequently, they would not only operate 
from different playbooks, but also face a thicker fog of war due to speed, volume 
and variety of information sources. 

In the near future, this trend could worsen significantly as decision-makers 
become even more reliant on social media. Deepfake videos, audio, images, 
and text may complicate the ability of decision-makers to trust any informa-
tion received online. The viral nature of such information would likely cause 
confusion and paralyze the decision-making process while sources and the 
veracity of the information could be verified.
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1.2.4. Communication Channels

During the Cuban Missile Crisis, communication channels were also limited. 
President Kennedy and his advisors relied upon official communication in the 
form of statements or speeches, interviews given on news shows on television, 
internal communication in the form of letters and memos,  private communi-
cation over telephone calls or through personal emissaries, in-person meetings, 
and diplomatic cables containing letters, statements, and other information. 

From September through November 1962, these forms of communication 
with allies, adversaries, and the general public helped to constrain the pace of 
the crisis and allow for deliberation. 

For example, in early September 1962, President Kennedy responded to 
the defensive military buildup of Cuba by the Soviet Union with a firmly 
worded warning to Soviet Premier Nikita Khrushchev about the placement 
of offensive weapons on the island. The White House press secretary released 

A Cyber Transport Systems Airman works in the server room at the 153rd Airlift 
Wing, Wyoming Air National Guarg, Cheyenne, Wyo., Nov. 1, 2019.   
Air National Guard Photo / Staff Sgt. Jon Alderman
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the presidential statement to the media on September 4, which was then 
published in major newspapers and made known to the Soviet Union, Cuba, 
and the general public on the following day.17 Kennedy suggested that “the 
gravest issues would arise” should the presence of offensive weapons also be 
discovered, establishing a red line for catalyzing U.S. action.

After the offensive missile sites were discovered more than a month later, 
Kennedy and his advisors considered sending Khrushchev a carefully worded 
and serious letter on October 18 before taking action.18 

In the first few days of the crisis, Kennedy’s advisors sent him written com-
munication in the form of letters and memos, expressing their opinions on 
the appropriate course of action. For example:

• Adlai Stevenson, U.S. Ambassador to the United Nations, wrote a 
letter suggesting that Kennedy first reach out to both Khrushchev 
and Castro via personal emissaries to gain better clarity on the 
situation.19 

• Douglas Dillon, Secretary of the Treasury, sent Kennedy a mem-
orandum stating his opposition to negotiations of any kind with 
Khrushchev to avoid a domino effect elsewhere in the world.20 
Instead, he recommended a blockade, intensive surveillance of Cuba, 
and a demand for the removal of the weapons.21 

• George Ball, Under Secretary of State, wrote a memorandum 
arguing for a blockade since “the MRBMs made little strategic 
difference.”22 

17 President John F. Kennedy, “Cuba Statement,” The New York Times, September 4, 1962, 
https://timesmachine.nytimes.com/timesmachine/1962/09/05/89511404.pdf 

18 May and Zelikow, 81.

19 Laurence Chang and Peter Kornbluh, eds., The Cuban Missile Crisis, 1962: A National Security 
Archive Documents Reader, New York: The New Press, 1992, 129-130.

20 Chang and Kornbluh, 126-128.

21 May and Zelikow, 75; For the copy of the original document, see Chang and Kornbluh, 126-128.

22 May and Zelikow, 75; for the copy of the original document, see Chang and Kornbluh, 131-132.

https://timesmachine.nytimes.com/timesmachine/1962/09/05/89511404.pdf
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• Charles Bohlen, U.S. Ambassador to France, put together a memo 
for Secretary of State Dean Rusk, “explaining his preference for 
giving the Soviets an ultimatum before launching a strike.”23

In addition, John McCone, CIA Director, made a telephone call on behalf of 
President Kennedy to General Eisenhower to seek his views on what should be 
done.24 President Kennedy also held an already planned meeting at the White 
House with Soviet Foreign Minister Andrei Gromyko.25

Today, the communication channels are more diverse and likely to drive a 
nuclear conflict to be faster-paced, especially once developments are made 
public on social media. Rather than letters and memos sent by mail or courier, 
nuclear decision-makers would likely exchange quick emails over classified 
servers or communicate immediately over secure cell phones. Once unclassi-
fied details of the crisis reached the general public, we also could envision some 
of the political debate within the interagency and Congress to occur in public 
view on social media. This practice could accelerate and escalate the crisis and 
also cause misinterpretation or miscalculation by the adversary. 

In the near future, an adversary may disable certain communication channels 
using cyber attacks or electronic warfare, forcing decision-makers to rely upon 
the information they have on-hand and denying access to real-time analysis 
or early warning systems. Adversaries could leverage such tools to shut down 
critical websites (e.g., governments, news media) and online services (e.g., 
Google, Amazon, Facebook), preventing the general public from accessing 
information about the crisis, thrusting decision-makers into the dark, and 
catalyzing societal chaos.

23 May and Zelikow, 76.

24 Ibid, 88-89.

25 Ibid, 106.
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1.2.5. The Geopolitical Context 

The analysis above shows how the technology available during the Cuban 
Missile Crisis shaped the early U.S. response to the conflict–in particular the 
speed of action and volume of and channels for information. It also offers 
some insight into how a future nuclear crisis might diverge from the past–even 
as certain aspects of a nuclear crisis will remain the same. 

High-pressure decisions to use nuclear weapons continue to be made by the 
leaders of nuclear-armed states and in most cases, by only one person–the 
president or national leader. The deliberation process also remains shrouded 
in secrecy, though we can learn a lot from declassified documents that were 
produced during the Cuban Missile Crisis.

Beyond the technological context, there are other geopolitical and capability 
dimensions today that differ greatly from the 1960s and will shape the next 
nuclear crisis. These include:

• A greater number of nuclear players. Following the end of the 
Cold War, the world shifted from a bipolar to a multipolar threat 
environment with more than two great powers. That means a crisis 
between nuclear-armed states will no longer likely be a two-player 
deterrence game.26

• A wider variety of player types. In recent years, the geopolitical 
playing field has leveled significantly due to a number of factors, 
including broader access to advanced technology and lower barriers 
for having geopolitical influence.27 This trendline will allow more 
types of players  or third-party actors to have an important role in a 
nuclear crisis, including non-nuclear weapon states, international 
organizations, private industry, and other non-state actors. Third-
party effects are likely to shape a nuclear crisis in unexpected ways.

26 Kubiak et al, March 2021, 4.

27 Ibid, 4.
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• Complex origins of conflict. In the past, a nuclear crisis was 
expected to arise from major shifts in the geopolitical context or 
specific capabilities. Today, the origins of a conflict with the poten-
tial to rise to the nuclear level could stem from a mix of different 
factors including political tensions, territorial disputes, access to raw 
materials or limited water supplies, internal or regional strife and 
disorder, terrorism, and the diverse effects of climate change–such as 
drought, migration, and food insecurity.

• Blurred lines between nuclear and conventional weapons 
systems. During the Cold War, nuclear-armed states maintained a 
strict separation between nuclear and conventional capabilities. This 
has been reduced, leading to greater levels of dual-use technologies, 
with concerning signs that this trend is deepening. Today, when 
faced with a crisis, nuclear decision-makers need to think about the 
challenges posed by dual-use entanglement and warhead ambiguity.28

• Greater diversity of delivery systems. During the Cold War, there 
were a limited number of delivery systems for nuclear weapons–e.g., 
ballistic missiles, cruise missiles, and gravity bombs. Today, the types 
of potential delivery systems have expanded to include new hyper-
sonic weapons and unmanned systems. These new modes of delivery 
may have implications for nuclear decision-making in the future.

28 James M. Acton, “Escalation through Entanglement: How the Vulnerability of Command-
and-Control Systems Raises the Risks of an Inadvertent Nuclear War,” International Security, 
vol 43, no 1 (2018): 56-99.
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1.3. Foundation for 
Curriculum Design

This handbook is designed as a comprehensive framework for thinking about 
technological complexity, nuclear decision-making, and risk reduction, with the 
hope that it will serve as a useful foundation for the development of curricula to 
train current and next-generation decision-makers to navigate new challenges 
posed by EDTs. Throughout this handbook, we suggest questions for discus-
sion, propose thought exercises to help decision-makers consider the real-world 
implications of complex technologies, and provide additional resources. In the 
following paragraphs, we provide a brief preview of the full handbook.

In chapter 2, we review the academic literature that exists at the intersection 
of EDTs, nuclear deterrence, strategic and crisis stability, and decision-mak-
ing, and highlight the various works that have influenced the writing of this 
handbook. Based on our understanding of the literature, we provide a brief 
overview of our comprehensive analytic framework for thinking about tech-
nological complexity and nuclear decision-making. 

In chapter 3, we examine the main technological effects of EDTs that may 
undermine nuclear decision-making in the future: 1) the disruption of infor-
mation flows; 2) the illumination of behavior patterns; 3) the compression of 
decision timeframes; and 4) the transformation of decision contexts. Each of 
these technological effects may exert a negative impact on key assumptions of 
nuclear deterrence strategy and thus could fundamentally change the context 
for nuclear decision-making, increasing the risk of miscalculation, misinter-
pretation, and escalation.29 

In chapter 4, we explain the potential impact of cognitive biases and EDTs on 
the mindset of decision-makers, the decision-making process, and the nuclear 
decisions themselves. In particular, we examine how cognitive biases shape the 

29 Durkalec et al, 8.



A Handbook for Nuclear Decision-Making and Risk Reduction  
in an Era of Technological Complexity18

CHAPTER 1: INTRODUCTION

decision-making process on nuclear weapons, discuss how the effects of EDTs 
may exacerbate certain cognitive biases by providing or removing essential 
cognitive tools (information and knowledge), and explore how all of these 
factors might together impact nuclear decisions.

In chapter 5, we outline a broad risk reduction strategy for addressing the new 
risks of EDTs for nuclear decision-making. Given the coming technological 
complexity of the next nuclear crisis, it is imperative for governments of nucle-
ar-armed states to address the many risks of EDTs and develop mitigation 
strategies for the various stages of conflict during a peacetime environment, 
when the prospects for mutual cooperation still exist.

In chapter 6, we have developed a speculative scenario and table-top exercise 
that shows how the technological context might evolve in the near-term. 





A U.S. High Frequency Global Communications System 
antenna tower at Joint Base Elmendorf-Richardson, Alaska, 
Jan. 24, 2022. USAF / Senior Airman Samuel Colvin
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Chapter 2  
A FRAMEWORK FOR 
TECHNOLOGICAL 
COMPLEXITY

2.1. Overview
From now on, nuclear decision-making will likely take place against a backdrop 
of unprecedented technological complexity. We do not yet know in what com-
bination, and in what order, emerging and disruptive technologies (EDTs) will 
shape a major crisis among nuclear-armed states. However, it is safe to assume 
that they could play a significant role in shaping aspects of the decision-making 
process in a nuclear crisis. They may also alter the mindsets of decision-makers 
and possibly even influence the type of nuclear decisions themselves.

In this chapter, we provide a brief overview of our comprehensive framework 
for thinking about technological complexity and nuclear decision-making. 
We developed our proposed framework based on a thorough review of the 
academic literature that exists at the intersection of EDTs, nuclear deterrence, 
strategic and crisis stability, and decision-making.30 

To fulfill our main objective of training decision-makers for managing the risks 
of technological complexity during a nuclear crisis, we have been intentional 
about analyzing the effects of multiple technologies at the same time and 
30 For a partial overview of the literature, see Jacek Durkalec, Zachary Davis, Lauren Borja, 

Krystyna Marcinek, Anna Peczeli, Brian Radzinsky, and Brandon Williams, Multi-Domain 
Complexity and Strategic Stability in Peacetime, Crisis, and War: Annotated Bibliography, 
Livermore, CA: Center for Global Security Research, Lawrence Livermore National Laboratory, 
2021; see also Roberts, 1, 3.
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developing an approach that can inform decision-making practice in the real 
world. This means we must fully embrace the challenges of technological 
complexity faced by decision-makers on the ground and take on several layers 
of analysis–quite a daunting task, to be sure. 

As we explore important lessons from the existing academic literature, sev-
eral key, interrelated questions serve as guideposts to limit the scope of our 
considerations:

• What EDTs must be taken into account for nuclear 
decision-making?

• What types of effects do we care about most for nuclear 
decision-making?

• How do these effects impact the tenets of nuclear deterrence?

• How will the effects shape the decision-making process, mindset, 
and nuclear weapons decisions?

In the following, we discuss the rationale behind some of our decisions for build-
ing the framework and point to key sources of inspiration within the literature.



   JANNE E. NOLAN CENTER  |  THE COUNCIL ON STRATEGIC RISKS 23

CHAPTER 2: A FRAMEWORK FOR TECHNOLOGICAL COMPLEXITY

2.2. Literature Review
The current academic literature exhibits two major shortcomings for under-
standing the impact of EDTs on nuclear decision-making.31 First, much of it 
examines the impact of individual technologies on certain aspects of a nuclear 
crisis—an idealistic situation that is useful for intellectual analysis, but too 
simplistic for practical application. In the real world, decision-makers will 
likely have to contend with the aggregate risks of multiple EDTs, if not the full 
range of them, all at once. As such, lessons that can be derived from current 
scholarship for the practice of nuclear decision-making are limited.

Second, academic works also typically explore the effects of EDTs on big 
picture concepts such as strategic stability or crisis stability. These abstract 
concepts address important high-level aspects of the decision-making context 
that are helpful for understanding broader trends in international security 
and may explain why countries behave in certain ways in response to changes 
in the international system. However, such concepts also tend to put a signif-
icant distance between analysts and the mundane, nuts-and-bolts business 
of decision-making, allowing analysts to observe macro-level changes within 
the international system and their effects. To achieve these big-picture goals, 
analysts have to sacrifice detailed explanations of the often messy, human-ori-
ented decision-making process.

In addition to the shortcomings mentioned above, the existing academic 
literature also exhibits a general lack of agreement about the impact of EDTs 
on decision-making and a rather long list of dueling hypotheses. According 
to an annotated bibliography assembled by Brad Roberts and his team at the 
Lawrence Livermore National Laboratory (LLNL), “every hypothesis about 
the disruptive effects of EDTs and multi-domain complexity has generated a 
counter-hypothesis.”32

31 Roberts, 3.

32 Ibid, 4, 19.
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Although this trend suggests the nexus of EDTs and nuclear risk to be a par-
ticularly fruitful area for further academic study, it makes our work to train 
nuclear decision-makers on how to mitigate risk in an era of technological 
complexity more challenging. Without broad agreement among academics on 
what technologies might cause an increase in risk, under what circumstances, 
and during what point of a nuclear conflict, any framework to guide under-
standing of such technological complexity is, by definition, highly speculative.

In formulating the layers of our analytical framework, we have reviewed and 
incorporated diverse findings from the existing academic and policy literature. 
Despite the challenges involved in doing so, we attempt to analyze the aggre-
gate impact of EDTs on nuclear decision-making in this handbook, in the 
hopes that we might start filling a crucial gap in the literature. The following 
noteworthy policy-oriented studies have significantly shaped our thinking.

2.2.1. A Report from the 
NTI’s Nuclear-Cyber 
Weapons Study Group

In September 2018, the Nuclear Threat Initiative (NTI) published a report 
outlining the findings from its Nuclear-Cyber Weapons Study Group 
co-chaired by Ernest J. Moniz, Sam Nunn, and Des Browne about the cyber 
risks to nuclear weapons systems.33 The study group considered four illustra-
tive scenarios in which cyber-based threats could affect nuclear outcomes, two 
of which were instructive for shaping our framework:

• Scenario 1: Warning systems provide false indications of a 
nuclear attack during a crisis. During the Cold War, there were 
a number of serious false alarms that could have led to an unin-
tended nuclear war, but thankfully did not result in any negative 
consequences. With recent advances in technology and growing 

33 See the full report by Page Stoutland and Samantha Pitts-Kiefer, Nuclear Weapons in the 
New Cyber Age, Washington DC: Nuclear Threat Initiative, September 2018.
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accessibility, the study group added that this scenario could now “be 
initiated by a non-state or third-party actor.”34 Such an attack might 
involve the spoofing of an incoming nuclear attack launched in an 
effort to catalyze a nuclear weapons launch based on a false warning.

• Scenario 2: A cyberattack disrupts communications between 
officials, operators, nuclear systems, and/or international 
counterparts in a potential crisis. This risk has been exacerbated 
in recent years by the increasingly dual-use nature of communica-
tion, command and control systems (NC3) since the end of the Cold 
War. Such an attack could be undertaken by an adversary to prepare 
for a conventional or nuclear strike. The study group also high-
lighted the potential for non-state-actor or third-party involvement 
in infiltrating such systems to disrupt vital communications.

Both of these scenarios involve critical information, or a lack thereof, being 
provided to government leaders with the intent of disrupting information 
flows, which would have a direct impact on both the decision-making process 
and mindset of decision-makers. If such scenarios were not resolved in a timely 
manner, they could also affect nuclear decisions. 

The other two scenarios in the report addressed situations in which an adver-
sary might undermine the effectiveness of nuclear weapons forces through 
the supply chain, or to gain unauthorized access to nuclear weapons. While 
these are important risks for a broader consideration of cyber weapons, they 
do not directly impinge on the ability of leaders to reach sound decisions 
about nuclear weapons.

To build our analytical framework, we adopted cyber weapons as a key tech-
nology with potential effects for nuclear decision-making and included two 
scenarios from the NTI study for consideration.

34 Stoutland and Pitts-Kiefer, 15.
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2.2.2. RAND Workshops on 
Artificial Intelligence 
and Nuclear War

In 2018, RAND Corporation produced a report with findings from three 
workshops that were held in the previous year, bringing together experts in AI 
and nuclear security to examine the risks and opportunities of AI for nuclear 
strategy and strategic stability by the year 2040.35 

Throughout the discussions, participants considered two illustrative cases: 1) 
the use of AI-enabled systems to track and target adversary retaliatory forces 
- in this case, mobile missile launchers; and 2) the use of AI-enabled decision 
support systems to provide advice during the decision-making process. 

The range of predicted impacts on nuclear strategy spanned a wide spectrum 
from complacency to alarmism. Some participants argued that AI would 
have a limited impact on improving efficiency and transparency due to data 
challenges that could not be overcome for the nuclear domain. Others wor-
ried about significant uncertainty produced by AI-enabled systems. Their 
perceived effectiveness might lead to miscalculation and increase the risk of 
nuclear war. Participants between the two extremes expressed an additional 
concern about the risks of trusting AI-enabled systems that are not effective.

Moreover, participants identified a set of new risks that would accompany 
the use of AI-enabled systems to enhance nuclear decision-making. These 
included 1) hacking; 2) data poisoning; and 3) algorithm manipulation. 

AI-enabled technologies involve computers which exhibit well-known vul-
nerabilities to cyber-attacks and intrusion. Any such technologies used for the 
nuclear domain would be considered high value targets by adversaries. Rather 
than compete to build better AI-enabled systems, adversaries could instead 
simply use cyber weapons to sabotage the training data found in such systems. 

35 See the full report by Edward Geist and Andrew J. Lohn, How Might Artificial Intelligence 
Affect the Risk of Nuclear War? Santa Monica, CA: RAND Corporation, 2018.
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Adversaries could also manipulate the outcomes of AI-enabled systems by 
flooding them with bad inputs that lead to subtle changes in the algorithms 
over time and produce false outcomes.

Throughout the discussions, participants considered the effects produced 
by AI for nuclear deterrence and explored how they might undermine the 
concept of assured retaliation, affect credibility, and distort perception.

The RAND study inspired several aspects of our analytical framework. First, 
we included both of the above illustrative cases as potential means through 
which technologies might shape nuclear decision-making. Second, we 
embraced the various risks that may occur when AI-enabled systems are used 
for improving situational awareness of decision-makers. Third, we adopted 
the notion of nuclear deterrence strategy as a critical lens for shaping the 
decision-making process and its outcomes. By examining how EDTs might 
affect the key assumptions of deterrence, we can show how they may influence 
decision-makers in the midst of a crisis.

2.2.3. SIPRI’s Study on the 
Impact of AI on Strategic 
Stability and Nuclear Risk

In May 2019, Stockholm International Peace Research Institute (SIPRI) 
produced an edited report with findings from a two-year research project on 
the impact of AI on strategic stability and nuclear risk.36 This study offers an 
expansive examination by some of the world’s top analysts about the impact 
of AI on nuclear weapons systems.

Throughout the multi-chapter report, various authors discuss the ability 
of machine learning tools to enable big data analysis and automation and 
the implications for nuclear weapons systems and strategic stability. Despite 

36 See the full report edited by Vincent Boulanin, The Impact of Artificial Intelligence on 
Strategic Stability and Nuclear Risk, Solna, Sweden: SIPRI, May 2019.
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some divergence among the authors on the nature of the impact, two key 
takeaways are clear: 1) AI is a broader enabler of other technologies that may 
shape nuclear decision-making; and 2) several of AI’s unique features will have 
significant implications for nuclear weapons systems.

Machine learning tools can process massive volumes of data, identify nuanced 
patterns, and detect subtle anomalies. These features will have a number of 
consequences for nuclear decision-making. They will improve transparency 
of adversary capabilities and intent (predictions) through better intelligence, 
surveillance, and reconnaissance (ISR), enhance early warning systems, and 
support more informed decision-making on nuclear weapons. 

Whilst these new capabilities improve situational awareness of decision-makers 
and buy more time to reach informed decisions, they could also be perceived 
by adversaries as enhancing incentives for carrying out first strike attacks. The 
intangibility of software-based technology has significant implications for 
nuclear deterrence: as Boulanin suggests, “the perception of an enemy’s capa-
bility matters as much as the actual capability.”37 In other words, AI-enabled 
capabilities are stabilizing since they allow for improved cost/benefit analysis 
and situational awareness, but potentially destabilizing for the same reasons.

In addition, machine learning tools enable greater autonomy, which drives 
improved stamina, efficiency, and greater speeds should such capabilities be 
integrated with nuclear weapons systems. Autonomous robots can work 
nonstop around the clock without the need for breaks and produce consistent 
outcomes. They also have the potential to work in collaboration with each 
other and at far distances without human instruction. Like the information 
advantage, the speed advantage could be construed by adversaries to incentiv-
ize first strike nuclear attacks.

Throughout the study, various authors warn about challenges associated with 
AI-enabled systems including the quality of data, explainability of outcomes, 
and the unpredictability of such systems due to their complexity.

37 Boulanin, xi.
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In building our analytical framework, we adopted the concept of AI as 
an enabler of other technologies that in turn have effects for nuclear deci-
sion-making. We also took on the long list of challenges for using AI-enabled 
systems to improve situational awareness.

2.2.4. CSIS Study on Situational 
Awareness and Crisis 
Decision-making

In March 2020, the Center for Strategic and International Studies (CSIS) 
published a report of findings from a two-year study led by Rebecca Hersman 
that examined the impact of emerging technologies on situational awareness 
of decision-makers during a nuclear crisis.38

This study offers one of the most important contributions to understand-
ing the challenges of technological complexity for nuclear decision-making 
for three key reasons. First, it examined the impact of technologies on 
decision-makers rather than on abstract concepts such as strategic stability. 
Second, the study covers an extremely wide range of technological platforms, 
enablers, and capabilities, identifies their specific attributes, and analyzes the 
risks of each of them for decision-making in a crisis. Technologies considered 
by the study include unmanned systems, satellites, artificial intelligence, 
sensors, cyber weapons, electronic warfare, and quantum computing. Third, 
the study shows how the different technologies might trigger potential esca-
lation pathways in a nuclear crisis: 1) provocation; 2) entanglement; and 3) 
information complexity.

The provocation pathway shows how improved situational awareness of 
decision-makers could be perceived as a strategic or asymmetric advantage 
by adversaries. The suite of technologies that provide greater transparency of 

38 See the full report by Rebecca Hersman, Reja Younis, Bryce Farabaugh, Bethany Goldblum, 
and Andrew Reddie, Under the Nuclear Shadow: Situational Awareness Technology and 
Crisis Decision-making, Washington DC: Center for Strategic & International Studies, 2020.
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adversary capabilities and intent enhances decision-making, but it also pro-
vides potential incentives for preemptive action. According to the authors, 
this occurs when information technologies “begin to influence rather than 
observe the course of a conflict.”39

The entanglement pathway explains how miscalculations and escalation 
might occur when countries are unable to distinguish between conventional 
and nuclear capabilities resulting from: 1) dual-use delivery systems; 2) inte-
gration of conventional and nuclear forces; 3) dual-use communications and 
command and control systems. This trend may someday deepen further with 
the adoption of AI-enabled systems to support nuclear decision-making.

The information complexity pathway illustrates how technologies alter the 
information domain and increase the potential for escalation in two ways. 
First, the volume, velocity, and variety of information may paralyze rather 
than inform the decision-making process. Second, a number of cognitive 
biases could be exacerbated by the inability of decision-makers to manage 
and interpret information effectively.

To build our analytical framework, we adopted several features of the CSIS 
study: its list of technologies, analysis at the decision-maker level, and its focus 
on situational awareness.

39 Hersman et al, 28.
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2.2.5. King’s College London 
Study on Social Media and 
Crisis Decision-making

In July 2020, Heather Williams and Alexi Drew presented their findings from 
a study conducted at King’s College London on the impact of social media 
on decision-making in a crisis.40 This study represents one of few serious 
examinations of social media for the nuclear domain. 

The authors narrowed their inquiry to consider a single platform: Twitter. 
Among their findings, the authors highlighted a strategic asymmetry on Twitter 
for nuclear-armed adversaries vis-a-vis the United States that “may increase 
misperception and sow confusion during crises, creating escalation incentives 
for an adversary.”41 Since the majority of Twitter users are U.S. citizens, the 
social media platform offers tantalizing opportunities for adversaries to shape 
the narrative using disinformation campaigns within the United States.

Our analytical framework leverages the findings in this study for understand-
ing how social media might shape nuclear decision-making.

40 See the full report by Heather Williams and Alexi Drew, Escalation by Tweet: Managing the 
New Nuclear Diplomacy, London, UK: King’s College, July 2020.

41 Williams and Drew, 5.
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2.2.6. King’s College London 
Study on Weapons of 
Mass Distortion

In May 2021, Marina Favaro released findings from a study conducted at 
King’s College London about the impact of emerging technologies on nuclear 
risks.42 The author undertook a mixed-method approach and conducted a 
survey of diverse subject matter experts to assess the types of risks associated 
with different types of technologies: AI-powered cyber weapons, AI for 
intelligence, surveillance and reconnaissance (ISR), deep fake technology, 
directed energy weapons, hypersonic missiles, kinetic anti-satellite capabilities, 
rendezvous and proximity operations, satellite jamming and spoofing systems, 
small satellites for ISR, and swarm robotics.43 

Unlike other studies, which typically examine the impact of a single tech-
nology, the author of this study delineates different types of effects on crisis 
stability. Based on a technology scoring exercise, Favaro identifies four clusters 
of technologies that produce distinct effects for nuclear risk during a crisis: 1) 
distort; 2) compress; 3) thwart; and 4) illuminate.

The main findings of the study about such effects are as follows. For cluster 
1, deepfake technology, satellite jamming, and satellite spoofing systems 
distort the information landscape for nuclear decision-makers, leading 
to “increased misperception, confusion, and uncertainty in a crisis.”44 In 
cluster 2, AI-powered cyber operations, swarm robotics, kinetic anti-satellite 
capabilities, rendezvous and proximity operations, and hypersonic weapons 
compress timelines for nuclear decision-making, leading to increased 
risks of miscalculation and greater incentives for preemptive action. Cluster 
3 included only one technology–directed energy weapons, which thwart a 

42 See the full report by Marina Favaro, Weapons of Mass Distortion: A New Approach to 
Emerging Technologies, Risk Reduction, and the Global Nuclear Order, London, UK: King’s 
College, June 2021.

43 Favaro, 9.

44 Ibid.
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nuclear attack by preventing it or blunting its effects. For cluster 4, satellites 
and AI for ISR missions illuminate adversary capabilities and intentions 
through data and transparency, which may increase and/or reduce nuclear risk 
depending on the application and their perception.

To help decision-makers understand technological complexity, our analytical 
framework leverages the concept of different types of effects developed by 
this study. Although many of these effects (e.g., distort, compress, illuminate) 
have been long recognized by past studies of individual technologies, this is 
the first study we found that considers the impact of specific categories of 
effects on nuclear risk. 

Though inspired by this study, we diverge from its findings in a few important 
ways to examine the impact of EDTs on decision-making. First, we modify the 
distort effect to include the disruption of information flows by cyber weapons 
and electronic warfare. Second, we discard the thwart effect of directed energy 
weapons, which we do not think will have a direct impact on decision-making 
in a nuclear crisis. Third, we add a transformation effect, which addresses major 
changes to the context of nuclear decision-making that will be brought about by 
technologies such as cyber weapons, machine learning, autonomous weapons, 
hypersonics, and quantum computing. Finally, we consider a different list of 
technologies and assign them to more than one type of effect if necessary.
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2.3. The Framework
In the following, we propose a comprehensive analytical framework derived 
from multiple layers of technological complexity to understand the aggregate 
impact of EDTs on nuclear decision-making. 

Given our specific focus, we limit our examination in this handbook to only 
those EDTs that will matter to the deliberations of decision-makers as sug-
gested by Durkalec, et al.: those that have a direct impact on their “situational 
awareness, ability to deliberate, and ability to manage forces.”45 Many more 
EDTs will impact operational considerations and nuclear war plans, but these 
will not be featured in high-level discussions about decisions to use nuclear 
weapons in a crisis.

As discussed, given the wide range of disagreements in the academic literature, 
existing work on EDTs does not provide much direction for understanding 
their specific impacts on decision-making during a nuclear crisis. Even so, a 
fairly simple solution exists for the purpose of training decision-makers to 
mitigate any heightened risks of nuclear war: using nuclear deterrence strategy 
as the lens for selecting EDTs and evaluating their risk based on how they 
weaken deterrence. In this handbook, we assume EDTs pose a greater risk 
for decision-making in a nuclear crisis if they undermine key assumptions of 
nuclear deterrence strategy. 

The practice of nuclear decision-making—i.e., the process by which national 
leaders reach decisions to refrain from using nuclear weapons against an adver-
sary, to threaten their use, or to launch them against targets—has typically 
focused on preventing nuclear war and ensuring effective nuclear deterrence 
strategy. Thus, a framework that seeks to help decision-makers understand the 
challenges of technological complexity must grapple with the fundamentals 

45 Durkalec et al, 4.
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of nuclear deterrence strategy and consider how EDTs might erode its foun-
dations and create new pathways for failure.46

In the following, we provide an overview of the key tenets of nuclear deterrence 
strategy, postulate specific types of effects on decision-making in a nuclear crisis, 
and identify the technologies we expect to have the greatest impact.

2.3.1. The Fundamentals of 
Nuclear Deterrence Strategy

At its most fundamental level, deterrence is persuading an adversary that the 
costs and/or risks of a given course of action outweigh the benefits: Raymond 
Aron suggests “there is no deterrent in a general or abstract sense; it is a case 
of knowing who can deter whom, from what, in what circumstances, by what 
means.”47 In other words, what constitutes effective nuclear deterrence for 
a nuclear-armed state will vary according to the capabilities and intent of a 
specific adversary and the parameters of the operating environment, which 
will include EDTs in the future.

Since deterrence does not involve the actual use of weapons, but rather the 
threat of their use, it occurs largely in the abstract—i.e., in the minds of 
decision-makers in a nuclear-armed state (“deterrer”) and decision-makers 
in a nuclear-armed adversary (“deterree”). Although capability requirements 
for achieving effective deterrence are determined by tangible features in the 
operating environment at any given time, deterrence ultimately revolves 
around shaping the minds of nuclear decision-makers and influencing the 
cost/benefit calculations of specific adversaries. 

46 Keir Lieber and Daryl G. Press, “The New Era of Counterforce: Technological Change and the 
Future of Nuclear Deterrence,” International Security 41, no. 4 (2017): 9-10.

47 Raymond Aron, “The Evolution of Modern Strategic Thought,” in Problems of Modern 
Strategy: Part One, Adelphi Papers No. 54, London: Institute for Strategic Studies, February 
1969, 9; see also Alexander L George and Richard Smoke, Deterrence in American Foreign 
Policy: Theory and Practice, New York: ACLS History E-Book Project, 2005, 9.
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This decision-making process requires implicit or explicit collaboration 
between a nuclear-armed state and its nuclear-armed adversary in order to 
establish a common interest—i.e., restraint by the “deterree” on some course 
of action that is undesired by the “deterrer.”48 The cost/benefit calculation 
of an adversary can be influenced by either the threat of punishment or the 
promise of reward.49 Whereas deterrence by threat of punishment increases 
the potential costs for taking a particular course of action, deterrence by 
reward increases the benefits of restraint. 

Although deterrence can involve either punishment or reward, deterrence 
experts have placed far less emphasis on the latter concept for shaping the 
interactions between adversaries for important reasons. 

The destructive potential of nuclear weapons has rendered deterrence by 
reward ineffectual in most cases. Within the context of diplomacy, nucle-
ar-armed countries routinely engage in bargaining, offering rewards to their 
allies in exchange for refraining from a course of action. In more conflictual 
relationships, however, the offer of reward is not likely to deter adversaries—
in particular, when the reward cannot be easily reversed without immediate 
recourse to military force. In such cases, once the reward has been permanently 
consumed or held firmly and cannot be taken away, an adversary may simply 
return to the unwanted course of action.

Given the destructive potential of nuclear weapons, the fear of punishment 
thus tends to dominate the decision-making process. In Stanley Kubrick’s 
masterpiece film on deterrence, Dr. Strangelove famously suggests “deterrence 
is the art of producing in the mind of the enemy the fear to attack.” When 
it comes to decisions about using nuclear weapons, decision-makers tend to 
be fearful of failure or destruction. Consequently, deterrence by punishment 
occurs in two different modes: deterrence by denial (fear of failure) and deter-
rence by retaliation (fear of destruction).

48 Thomas C. Schelling, Arms and Influence, New Haven, CT: Yale University Press, 1967, 1.

49 Glenn Snyder, Deterrence and Defense, Princeton, NJ: Princeton University Press, 1961, 9.
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Deterrence by denial involves taking actions that deny the war aims of an 
adversary, either actively or passively, and capitalizes on decision-makers’ 
fear of failure. By raising the costs of a nuclear attack and reducing gains, an 
adversary may be deterred from engaging in the desired aggression. In this first 
mode, the development of counterforce military capabilities, enhanced war 
planning and mobilization, and adequate civil defense preparation can alter 
cost/benefit calculations.

To be effective, deterrence by denial requires adequate capacity for repelling 
or defending against any scale of nuclear attack. However, defending against 
nuclear weapons would be extremely costly in terms of resources, and even 
the best defense would still fail to prevent massive damages from occurring. 
As a result, decision-makers in nuclear-armed states have tended to prefer the 
second mode of punishment: deterrence by retaliation. 

According to Schelling, deterrence by retaliation arises from the unmatched 
capability of nuclear weapons to “destroy value…The power to hurt is bargain-
ing power. To exploit it is diplomacy - vicious diplomacy, but diplomacy.”50 
In terms of nuclear capabilities, deterrence by retaliation requires a minimum 
capacity to inflict unacceptable damage on an adversary.

In the late 1960s, nuclear deterrence thinkers accepted the grim reality of 
deterrence by retaliation–captured by the now infamous doctrine of mutual 
assured destruction (MAD). The ability for both sides to retaliate, i.e., to pro-
duce unacceptable damage on an adversary after being attacked, came to be 
viewed as the primary source of nuclear restraint: as Wohlstetter suggests, a sec-
ond strike involves having the “means to be able to strike back in spite of it.”51 
Thus, any EDTs perceived to undermine the survivability of second-strike 
forces (e.g., anti-ballisitc missile capabilities or multiple independently tar-
getable re-entry vehicles in the 1960s or AI/machine learning in the future) 
may undermine the “balance of terror” and are thus considered destabilizing.

50 Schelling, Arms and Influence, 2.

51 Albert Wohlstetter, The Delicate Balance of Terror, Santa Monica, CA: RAND Corporation, 
1958, https://www.rand.org/pubs/papers/P1472.html 

https://www.rand.org/pubs/papers/P1472.html
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Although deterrence experts coalesced around “deterrence by retaliation” as 
being essential for preventing nuclear war over several decades, “deterrence is 
a dynamic effort, not a static one.”52 

In order for nuclear deterrence strategy to function as expected at any given 
time and in any context, key assumptions underlying the concept of deter-
rence—i.e., rationality, credibility, the offense-defense balance (or operating 
environment), effective communication, and accurate perception—must 
continue to hold true. If any of these variables were to shift significantly, the 
risk of deterrence failure may increase.

For example, nuclear deterrence strategy has the potential to fail when deci-
sion-makers assess the benefits of a nuclear attack to exceed the costs, or if a 
nuclear-armed adversary cannot credibly engage in a second-strike retaliation. 
Other forms of failure by decision-makers include the absence of clear com-
munication about redlines and intentions, gross misinterpretations of redlines 
and intentions, or flawed understandings of the operating environment. The 
technological complexity produced by the new suite of EDTs discussed in 
this handbook may increase the risk of deterrence failures resulting from 
miscalculation, misinterpretation, and escalation.

In the following, we examine each of the key tenets of deterrence and identify 
specific effects of EDTs that may disrupt their proper functioning.

2.3.1.a Rationality

Nuclear deterrence strategy rests first and foremost on the assumption of 
rationality—i.e., that decision-makers systematically evaluate the costs and 
benefits of multiple courses of action and will refrain from action if it proves 
to be too costly.53 To properly assess the costs and benefits of any action, 

52 U.S. Secretary of Defense Caspar Weinberger, Testimony before the U.S. Senate Foreign 
Relations Committee,  http://www.nuclearfiles.org/menu/key-issues/nuclear-weapons/
history/cold-war/strategy/testimony-senate-weinberger1982-12-14.htm 

53 James E. Dougherty and Robert L. Pfaltzgraff, Contending Theories of International Relations: 
A Comprehensive Survey, New York: Longman, 2008, 345.

http://www.nuclearfiles.org/menu/key-issues/nuclear-weapons/history/cold-war/strategy/testimony-senate-weinberger1982-12-14.htm
http://www.nuclearfiles.org/menu/key-issues/nuclear-weapons/history/cold-war/strategy/testimony-senate-weinberger1982-12-14.htm
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however, decision-makers need timely access to accurate information about 
their own capabilities (e.g., their ability to hold adversaries at risk) and those 
of their adversaries to retaliate. They must also understand the nature of other 
relevant aspects of the operating environment.

Critics of deterrence warn about the dangers of assuming rationality on the part 
of decision-makers. Even if decision-makers are rational in the purest sense, they 
often lack necessary information to properly analyze the costs and benefits for 
all possible courses of action, which can lead to grave miscalculations. 

Moreover, rationality is often confused with the notion of “reasonability.”54 As 
Keith Payne suggests, rational decision-making does not mean we will find the 
choices of our adversaries to be reasonable, that is, “based on some shared or 
understood set of values and standards.”55 To determine what courses of action 
might be rational for adversaries, decision-makers must consider the world from 
their adversary’s perspective and not assume they see things in the same way. 

For rationality to function properly, decision-makers require the following 
conditions:

• Adequate information to perform cost-benefit calculations

• Sufficient time to perform cost-benefit calculations

• Adequate understanding of the operating environment

• Clear understanding of adversarial redlines and intent

In chapter three, we outline several effects of EDTs that could undermine the 
functioning of the rationality assumption and lead to greater risk of deterrence 
failure: disruption of information flows; compression of decision timeframes; 
and transformation of decision contexts. We also identify an effect of EDTs that 
could enhance the rationality assumption: illumination of behavior patterns.

54 Keith Payne, “The Fallacies of Cold War Deterrence and a New Direction,” Comparative 
Strategy 22 (2003): 412.

55 Ibid.
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2.3.1.b Credibility

Whereas rationality rests on the cost/benefit calculations carried out by deci-
sion-makers in nuclear-armed states, credibility depends on perceived nuclear 
capabilities for holding nuclear adversaries at risk and the will to use them by 
decision-makers.56 

In terms of these capabilities, nuclear-armed states do not have to possess the 
full capacity to defeat their adversaries. Rather, they need to have enough 
nuclear forces to produce unacceptable damages in a retaliatory attack. In 
other words, sufficient nuclear forces must be capable of surviving a first 
strike and be perceived to be capable of causing unacceptable damages to an 
adversary in a second-strike attack to maintain deterrence.

The level of credibility required for nuclear deterrence varies depending on the 
course of action to be deterred. For example, the threat of nuclear retaliation is 
likely to be more credible in response to an attack on a country’s own territory 
than an attack on an ally. In addition, it is not enough to merely have the capa-
bility to carry out a nuclear attack. If the decision-makers of a nuclear-armed 
state lack the will to use its nuclear capabilities in the eyes of an adversary for any 
reason, then the threat is not credible, and deterrence has the potential to fail. 

Credibility also depends on features of the operating environment (e.g., the 
offense-defense balance) at any given time. The nature of the physical environ-
ment between two adversaries, which is most often characterized by technology 
and geography, determines whether a specific context favors offensive or defen-
sive actions in the nuclear domain–i.e., whether strategies exist for achieving 
offensive victories or rather for merely defending against attacks. 

The offense-defense balance has a direct impact on the costs and benefits of any 
course of action in the nuclear domain, but also on the perceived chances for success 
or failure. It thus determines how decision-makers perceive threats by adversaries 
and assess the capability requirements for achieving effective nuclear deterrence.

56 Henry Kissinger, Nuclear Weapons and Foreign Policy, London: Routledge, 2019, 12.
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If nuclear-armed states can adequately defend against any nuclear attack, they 
can deter adversaries using a strategy of deterrence by denial. If such defense is 
not possible, which is most often the case for nuclear weapons, nuclear-armed 
states will depend on deterrence by retaliation. However, if deterrence by 
retaliation also comes into question as a result of changing technologies, nucle-
ar-armed states may instead favor offensive actions such as preemptive actions or 
first strikes. Certain defensive technologies can enhance the perceived benefit of 
preemptive strikes and therefore increase the risk of deterrence failure.

For credibility to function properly, decision-makers require the following 
conditions:

• Adequate understanding of the operating environment

• Clear understanding of adversarial redlines and intent

• Adequate capabilities to retaliate in a second-strike attack

• Sufficient time to retaliate in a second-strike attack

In chapter three, we examine the effects of EDTs that may weaken the cred-
ibility assumption: the illumination of behavior patterns; compression of 
decision timeframes; and transformation of decision contexts.

2.3.1.c Communication and Perception

Since nuclear deterrence occurs in part within the minds of decision-makers, 
its proper functioning depends on accurate communication and perception on 
both sides of the deterrence equation. 

To achieve a credible deterrent, Art suggests “the threatened party must believe 
that its adversary has the will and resources to implement his threat.”57 The 
nature of the deterrent must be properly communicated by the deterrer and 
accurately perceived by the deterree. In other words, the flow of information 
between nuclear-armed states must remain intact and be accurate. Dougherty 
57 Robert Art, “The Role of Military Power in International Relations,” in B. Trout, ed., National 

Security Affairs: Theoretical Perspectives and Contemporary Issues, New Brunswick: 
Transaction Books, 1984, 19.
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and Pfaltzgraff suggest, “to be effective, a deterrent capability cannot be kept 
secret. A certain amount of knowledge about it must be communicated to 
the adversary.”58 

For the communication and perception assumptions to function properly, 
decision-makers require the following conditions:

• Adequate information to perform cost-benefit calculations

• Clear understanding of adversarial redlines and intent

• Adequate capabilities to retaliate in a second-strike attack (perceived)

Any EDTs that interfere with accurate communication and perception may 
thus undermine a key component of nuclear deterrence strategy. In chapter 
three, we show how certain EDTs have the potential to disrupt information 
flows and lead to miscalculation or misinterpretation.

2.3.2. The Effects of Emerging and 
Disruptive Technologies

As the first step in building our framework for considering technological 
complexity, it is important to identify a list of emerging and disruptive 
Technologies (EDTs) predicted to have the greatest impact on nuclear deci-
sion-making, and to describe their specific effects. In the absence of historical 
precedent, this is a highly speculative exercise. 

Today, there is a growing list of EDTs projected to have a significant impact on 
national security and military strategies. Many of them are producing military 
competition in new domains.59 Their mastery may some day translate into 
substantial advantages on the battlefield.60 Though many, if not all of these 
technologies, will have an indirect impact on decision-making in some sense, 

58 Dougherty and Pfaltzgraff, 352.

59 Roberts, 1.

60 Durkalec, et al., 3.
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only some of them will have an immediate bearing on the top secret discus-
sions that take place in the midst of a nuclear crisis–the final moments when 
the leaders of one or more countries sit in secure rooms to deliberate upon 
and reach a decision about using or not using nuclear weapons.

As discussed above, to narrow the list of prospective EDTs for consideration, we 
have adopted nuclear deterrence strategy as the lens for examining their impact 
on the decision-making process and its outcomes. Irrespective of its potential 
flaws, nuclear deterrence remains the primary language and decision-making 
framework for most, if not all, decision-makers of nuclear-armed states. 

For the purpose of this handbook, we will assume that nuclear deterrence 
strategy works most of the time to prevent nuclear war between nuclear-armed 
states due to the perceived risk of mutual assured destruction (MAD). 
However, we argue that the risk of deterrence failures resulting from miscal-
culation, misinterpretation, and escalation is rising as a result of EDTs. 

By examining how EDTs might affect the key assumptions of nuclear deter-
rence, we can show how they may also influence decision-makers in the midst 
of a crisis. We propose that EDTs will exert four fundamental technological 
effects on the nuclear decision-making process: 1) disruption of information 
flows; 2) illumination of behavior patterns; 3) compression of decision time-
frames; and 4) transformation of decision context. 

Each of these technological effects may have a negative impact on key assump-
tions of nuclear deterrence and thus could fundamentally change the context 
for nuclear decision-making and shape the courses of action to be consid-
ered.61 If left unmitigated, the EDTs that produce these effects could together 
significantly increase the risk of miscalculation, misinterpretation, escalation, 
and ultimately, nuclear war. 

61 Durkalec et al, 8.
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Table 1: The following table provides an overview of our proposed links between EDTs, 
their technological effects, and the relevant assumptions of nuclear deterrence that 
they may impact.

Deterrence Assumption Technological Effects Relevant Emerging and 
Disruptive Technologies

Rationality

• Information 
requirement

• Time requirement

• Understanding of the 
operating environment

• Understanding of 
adversarial redlines 
and intent

• Disruption of 
information	flows

• Illumination of behavior 
patterns

• Compression of 
timeframes

• Transformation of 
decision contexts

• Social media

• Deep fakes

• Cyber weapons

• Electronic warfare

• Sensors

• Drones

• Satellites

• Machine learning

• Autonomous systems

• Hypersonic weapons

• Quantum computing

Credibility

• Mutual assured 
destruction 
requirement

• Will to use nuclear 
capabilities

• Time requirement

• Understanding of the 
operating environment

• Illumination of behavior 
patterns

• Compression of 
timeframes

• Transformation of 
decision contexts

• Social media

• Cyber weapons

• Sensors

• Drones

• Satellites

• Machine learning

• Autonomous systems

• Hypersonic weapons

• Quantum computing

Communication / 
Perception

• Information 
requirement

• Understanding of 
adversarial redlines 
and intent

• Mutual assured 
destruction 
requirement

• Disruption of 
information	flows

• Illumination of behavior 
patterns

• Social media

• Deep fakes

• Cyber weapons

• Electronic warfare

• Sensors

• Drones

• Satellites

• Machine learning
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By focusing on the overlapping risks of multiple EDTs, we seek to make our frame-
work impartial to the emergence of new technologies that produce similar effects. 
Should existing or new EDTs produce new types of effects for the decision-making 
context, this framework would need to be expanded to encompass them.

We acknowledge that EDTs may also offer new opportunities for enhanc-
ing nuclear decision-making and mitigating risks. Our framework focuses 
primarily on the risks rather than conveyed benefits in order to remain on 
the side of caution. However, we will address new opportunities provided 
by EDTs for risk reduction strategies in chapter five, which presents the full 
range of available potential solutions for reducing the risks posed by EDTs. 
Once policymakers understand the new challenges posed by technological 
complexity, they can begin to devise a plan to mitigate the risks and develop 
strategies, including those that leverage new opportunities provided by EDTs.

In chapter 3, we examine the main technological effects of EDTs that may 
undermine nuclear decision-making in the future, increasing the risk of mis-
calculation, misinterpretation, and escalation. 

2.3.3. Decision-maker Mindset, 
Decision-making 
Process, and Decisions

As the second step in building our framework, we need to consider the impact 
of EDTs on the nuclear decision-making process. While technological factors 
are important, they do not provide an exclusive basis for decision-makers upon 
which to formulate decisions to use nuclear weapons in a crisis.62 Many other 
factors are at play throughout such a decision-making process in the nuclear 
weapons domain, including the strategic and operating environment, intelli-
gence assessments, public opinion, and political factors, along with a complex 
web of factors related to the nuclear decisions themselves (e.g., risk, benefit, 

62 Durkalec et al, 7.
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resolve, readiness, survivability). Since we are using the lens of nuclear deter-
rence strategy to understand the impact of EDTs on nuclear decision-making, 
it is worth briefly reviewing its underlying theory of decision-making. 

Existing theories about decision-making cut across multiple fields of study 
including diplomatic history, political science, international relations, 
psychology, and business administration. Each of these disciplines tends to 
focus on specific features of the decision-making process: the internal factors 
shaping national decisions to go to war or to remain at peace, the impact 
of power on states within the international environment, the effects of the 
bureaucratic process and organizational politics, and the role of perception, 
individual motivations, and cognitive biases.

Prominent nuclear deterrence theorists such as Thomas Schelling drew heav-
ily upon insights from the classical model of rational decision-making from 
economic theory prevalent during the 1950s and 1960s to build the deterrence 
framework that continues to be relevant today. According to the rational actor 
model, decision-makers are thought to make calculations about utility and 
probability in an effort to maximize expected utility. To achieve this task, they 
are assumed to survey all available alternatives, assign weighted values, assess 
the probabilities, and choose the optimal course of action.63

In other words, the framework for nuclear deterrence “presupposes rational 
decision-making processes” put forward by Bruce Russett and others assumes 
that decision-makers “are supposed to act according to expected-utility mod-
els and cost-benefit calculations.”64 

Over time, international relations theorists have pointed out various pitfalls 
of the rational actor model for nuclear deterrence strategy. For example, states 
do not operate as “unitary actors” in the real-world, but rather they consist of 
various levels of decision-making in which a large number of individuals may 
participate at any given time. For this reason, bureaucratic, organizational, 

63 Bruce M. Russett, “The Calculus of Deterrence,” The Journal of Conflict Resolution, vol 7 
(June 1963): 97-109.

64	 Doherty	and	Pflatzgraff,	355.
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and many other factors may disrupt the rational decision-making process and 
produce less optimal outcomes.65

Moreover, the information needed by decision-makers to perform cost-benefit 
calculations cannot be assumed to be perfect, leaving significant space for 
uncertainty. Even if decision-makers are rational, they often lack the necessary 
information to properly analyze the costs and benefits for all possible courses 
of action, which could lead to miscalculations. 

To address this issue, Herbert Simon has offered the notion of “bounded 
rationality,” which suggests that decision-makers face many constraints 
that prevent them from evaluating costs and benefits each time they reach a 
decision.66 Rather, decision-makers examine the alternatives and will reach a 
decision that meets a minimum standard of acceptability. 

Other theorists point out the fact that much of nuclear deterrence strategy 
actually takes place in the minds of decision-makers. It is thus an inherently 
psychological concept that depends on perception, which is in turn shaped by 
a long list of cognitive biases that describe how decision-makers might process 
a particular set of circumstances. 

In our analysis, we found plausible linkages between the known cognitive 
biases that shape decision-making mindsets and the proposed effects of EDTs. 
Most of the existing analysis on the risk of EDTs for nuclear decision-making, 
however, fails to take these cognitive biases into account, even though they are 
an important means through which EDTs may exert their effects.67

65 For a comprehensive analysis, see Graham T. Allison and Philip Zelikow, Essence of Decision: 
Explaining the Cuban Missile Crisis, New York: Longman, 1999. 

66 Herbert A. Simon, “A Behavioral Model of Rational Choice,” Quarterly Journal of Economics, 
LXIX (February 1955): 99-118.

67 For a fairly comprehensive review of the literature, see Durcalec et al. For an overview of broad 
conclusions about the literature, see Roberts. For two major exceptions to this statement, see 
Herbert S. Lin, Benjamin Loerke, and Harold A. Trinkunas, eds., Three Tweets to Midnight: Effects 
of the Global Information Ecosystem on the Risk of Nuclear Conflict, Stanford, CA: Hoover 
Institution	Press,	2020;	also	see	Beyza	Unal,	Julia	Cournoyer,	and	Yasmin	Afina,	Uncertainty and 
Complexity in Nuclear Decision-making, London, UK: Chatham House, March 2022. 
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In chapter 4, we explain the potential impact of cognitive biases and EDTs on 
the mindset of decision-makers, the decision-making process, and the nuclear 
decisions themselves. In particular, we examine how cognitive biases shape the 
decision-making process on nuclear weapons, discuss how the effects of EDTs 
may exacerbate certain cognitive biases by providing or removing essential 
cognitive tools (information and knowledge), and explore how all of these 
factors might together impact nuclear decisions.

2.3.3.a Graphic Illustration

To summarize, we posit that EDTs in various combinations will exert certain 
types of effects through the lens of nuclear deterrence strategy. They will shape 
how a crisis unfolds through the different stages on the spectrum of conflict, 
alter features of the operating environment, and influence the decision-mak-
ing process and mindset, thus having a potential impact on the outcomes of 
nuclear decisions. Since the mindset of selected decision-makers is non-trivial 
for nuclear decisions, we must examine how the effects of EDTs shape the 
decision-making context, undermine key assumptions of nuclear deterrence 
strategy, and exacerbate known cognitive biases.

The different layers of our framework include 1) relevant emerging technol-
ogies and their effects; 2) the mindset of decision-makers and features of the 
decision-making process; and 4) the nuclear decisions themselves. To help 
visualize the framework, we have developed a graphical representation. The 
illustration shows the proposed flow of impact of EDTs, their different types 
of effects on the decision-making context and mindset and their potential 
linkage to the outcomes of nuclear decisions.

. 
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2.4. Curriculum Design 
and Next Steps

The framework outlined in this chapter and developed in further detail in 
chapters three and four, combined with the use of real-world examples, a 
comprehensive menu of risk reduction strategies described in chapter five, 
and a table-top exercise in chapter six designed to test new insights, serve as a 
proposed foundation for designing a training and education program for the 
nuclear decision-makers of today and tomorrow.

Training leaders about future technological challenges would help them 
to avoid unintended consequences when faced with a crisis between nucle-
ar-armed nations in the future. As a next step toward this goal, we propose the 
development of training modules and a scenario exercise that can be offered as 
an online course to current and future nuclear decision-makers. 

Relevant emerging 
technologies

• Social media
• Deep fakes
• Cyber weapons
• Sensors
• Satellites
• Drones
• Machine learning
• Autonomous systems
• Hypersonic weapons
• Quantum computing

• Cognitive biases

• Cultural biases

• Communication 
vs. perception

• Understanding 
of the crisis

Types of effects

Disrupt information flows

Illuminate behavior patterns

Compress decision timeframes

Transform decision contexts

Operating environment
Nuclear decisions

Decision-maker mindset

Change force readiness

Deply / arm / fuel weapons

Prepare delivery systems

Launch weapons

Deterer

• Offense/defense balance
• Capability (nuclear forces)
• Survivability
• Resolve
• Costs vs. benefits
• Societal factors
• Geography
• Technological maturity

Deteree



An unmanned aerial vehicle delivers a payload to the Ohio-
class ballistic-missile submarine USS Henry M. Jackson 
(SSBN 730) around the Hawaiian Islands, October 19, 2020.

US Navy / MC 1st Class Devin M. Langer
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Chapter 3  
EMERGING AND 
DISRUPTIVE 
TECHNOLOGIES

3.1. Overview
Using the lens of nuclear deterrence strategy, we have identified the fundamental 
technological effects of emerging and disruptive technologies (EDT) that may 
undermine nuclear decision-making in the future. During the next nuclear crisis, 
multiple EDTs with divergent technical characteristics and consequences may 
come together to: 1) disrupt information flows; 2) illuminate behavior patterns; 
3) compress decision timeframes; and 4) transform decision contexts. 

Each of these technological effects may exert a negative impact on key assumptions 
of nuclear deterrence and thus could alter the context for nuclear decision-making 
and shape the courses of action that come under consideration.68 If left unmitigated, 
these effects could together significantly increase the risk of miscalculation, misin-
terpretation, escalation, and ultimately, nuclear war. 

For the purposes of this handbook, an increased risk of miscalculation is defined 
as occurring when decision-makers lack the necessary information or sufficient 
time to perform adequate cost-benefit analyses of the various options avail-
able to them. Misinterpretation happens when decision-makers are unable to 
receive clear, authentic, and verified communications from adversaries, or if 
decision-makers misperceive the content of those communications, signals, or 

68 Durkalec et al, 8.
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actions for some other reason. Escalation refers to an increase in the intensity 
of a conflict arising from technical malfunctions, human error, loss of control 
over forces, or as a result of EDTs. For example, such escalation may also occur 
inadvertently as a result of actions by one or more parties who unknowingly 
cross red lines of an adversary that have not been clearly communicated.69

At any given time, EDTs will shape both sides of the deterrence equation, 
and oftentimes in conflicting ways. For example, an EDT may provide one 
party with a means to strengthen deterrence while heightening the risks of 
a deterrence failure for another party. To understand the full range of risks 
posed by EDTs, we need to consider both perspectives.

Before we dive into the substance of the technological effects, it is important 
to acknowledge that not all are equally operative at this time. For example, we 
have already witnessed the potential of some EDTs for disrupting information 
flows (e.g., social media, deep fakes, cyber weapons) and for transforming con-
texts (e.g., cyber weapons) in recent conflicts between nuclear-armed states. 
However, the effects of EDTs that illuminate behavior patterns and compress 
decision timeframes will remain mostly speculative in the near-term–or at 
least until the relevant technologies come online. 

In the following sections, we examine each of the technological effects, the 
EDTs that may contribute to each of them, and discuss the new challenges 
they pose in the context of nuclear decision-making.

69   Forrest E. Morgan, Karl P. Mueller, Evan S. Medeiros, Kevin Pollpeter, and Roger Cliff, 
Dangerous Thresholds: Managing Escalation in the 21st Century, Santa Monica, CA: RAND 
Corporation, 2008, 23-28.
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3.2. Disrupting 
Information Flows

At its essence, nuclear decision-making is based on having sufficient infor-
mation about an adversary’s capabilities, motivations, intentions, and plans. 
Decision-makers on both sides of the deterrence equation need reliable, man-
ageable, and clear sources of information in order to signal nuclear intentions, 
to navigate a crisis with a nuclear-armed adversary, and to fight conventional 
wars that may escalate to the use of nuclear weapons. In other words, infor-
mation flows are essential for the proper functioning of nuclear deterrence 
between all relevant parties. 

EDTs that disrupt information flows may undermine key assumptions of 
deterrence including rationality, communication, and perception. Any 
disruption in the access to critical information needed to perform accurate 
cost-benefit calculations and assessments of adversarial capabilities, to detect 
nuclear attacks, and to distinguish between real and false alarms could have 
a negative impact on nuclear decision-making and lead to a greater risk of 
miscalculation, misinterpretation, escalation, and nuclear war.

All parties to a nuclear conflict would require constant access to information 
flows to ensure the proper functioning of nuclear deterrence and to prevent 
unintended nuclear war. However, in some cases, nuclear-armed states may 
perceive certain advantages by disrupting information flows of their adver-
saries, especially if they are preparing for a conflict. Both sides in a nuclear 
conflict would thus naturally be driven to seek information dominance over 
each other–to get greater volumes and higher quality information. EDTs 
may increase such occurrences in the future, and thus, exacerbate the risk of 
nuclear war arising from this competition.

In the following, we provide an overview of several EDTs that may contrib-
ute to the disruption of information flows: social media, deep fakes, cyber 
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weapons, and electronic warfare. We first discuss the impacts for each of the 
technologies and then explore the broader implications of such EDTs for 
decision-making. 

3.2.1. Social Media

Social media refers to online platforms that allow users to create and share 
media content with their social networks. Such platforms move at an 
extremely rapid pace, provide large volumes of information typically without 
adequate verification of its accuracy or source, and offer a new means for 
shaping political narratives. In the future, these platforms may interfere with 
access to reliable and accurate information during a nuclear crisis.70 

3.2.1.a The Business Model

Leading social media platforms include Twitter, Facebook, Instagram, YouTube, 
TikTok, Snapchat, Whatsapp, WeChat, Reddit, and LinkedIn.71 In the wake of 
instability at Twitter, other less established platforms such as Mastodon, Post, 
and Hive Social may become more widely used in the future. Private companies 
that own such platforms provide free services to users who share information to 
their networks and also consume information from their own feeds. Instead of 
charging users for this service, these companies exploit the massive volumes of 
user data generated to earn huge profits from targeted advertising.

Advertisements on social media platforms are paid for by a variety of actors 
seeking to promote specific agendas and narratives on social media, or to sell 
products and/or services. This business model produces an unintended side 
effect in that it shapes how people think about important political issues and 
amplifies certain narratives over others. 

70 Katarzyna Kubiak and Sylvia Mishra, Emerging & Disruptive Technologies and Nuclear 
Weapons Decision-making: Risks, Challenges, & Mitigation Strategies, London, UK: European 
Leadership Network, December 2021, 5.

71 This selection may change rapidly over time with new platform entrants and the decline of 
others. 



   JANNE E. NOLAN CENTER  |  THE COUNCIL ON STRATEGIC RISKS 55

CHAPTER 3: EMERGING AND DISRUPTIVE TECHNOLOGIES

3.2.1.b Information Warfare and Social Media

The exploitation of information to promote specific narratives is not a new 
phenomenon. However, the business model of social media offers significant 
potential for a much broader range of actors seeking to shape political nar-
ratives than in the past, and this could have important implications for the 
future of nuclear decision-making.

For many decades, state and non-state actors have manipulated information 
flows during peacetime, international crises, and armed conflicts to pursue 
competitive advantages, achieve strategic objectives, and advance policy goals. 
Such campaigns are designed to influence perceptions of reality and typically 
target human cognition (i.e., known cognitive biases). They aim to shape 
public opinion; to sow confusion and create paralysis among decision-makers; 
and/or to compel certain actions by decision-makers. 

Three types of misleading information are generally used to shape such 
narratives. These types are difficult to distinguish from one another and are 
often used interchangeably. First, “propaganda” is information designed for 
a particular target audience and to promote a specific agenda. Second, “mis-
information” is false or out-of-context information presented as fact. Third, 
“disinformation” is a type of misinformation specifically intended to mislead 
an audience and to shape political narratives.72

As discussed above, information warfare has been around for many decades, but 
social media platforms provide a new and powerful method for the dissemina-
tion of misleading information. They also allow private corporations to play a 
major role in shaping political narratives that are important to governments. 

Social media platforms offer several advantages over past means of conducting 
information warfare: global reach, unmatchable speed, targeting ability, and 
lower standards of reliability/ quality/ accountability compared to traditional 
news media.

72 Catherine A. Theohary, Information Warfare: Issues for Congress, Washington DC: 
Congressional Research Service, March 2018, https://sgp.fas.org/crs/natsec/R45142.pdf 

https://sgp.fas.org/crs/natsec/R45142.pdf
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In the past, the general public received limited information from a few trusted 
sources: governments, high profile organizations, and traditional news media. 
The old model involved sophisticated actors providing high-quality informa-
tion to a specific, but relatively broad audience, with often high standards of 
accountability. Sources of information were highly centralized, geographical-
ly-specific, and curated by traditional news media and governments. In other 
words, information consumers were passive participants in a one-sided process 
and had access to only a few sources of information.

Today, social media enables an unlimited number of actors to provide infor-
mation to unlimited, borderless, and ironically, niche audiences (as long as 
social media access remains unrestricted). Sources of information are now 
highly decentralized, curated by unique networks of individuals, and consist 
of widely varying quality. 

Unlike in the past, consumers of information are active participants in the cre-
ation, transmission, and distribution; they are senders, recipients and producers 
of content operating on a more equal playing field than ever before. Social net-
works also tend to experience the news together, promoting a greater sense of 
interconnectedness and community, which makes political narratives stickier. 

State and non-state actors can now engage in effective disinformation campaigns 
to larger audiences at much lower costs and greater speeds than in the past.73

73 Kaylana Mueller-Hsia, “Fake News” and WMDs in the Age of the Internet,” 
Medium, October 4, 2018, https://medium.com/@InstituteSecTech/
fake-news-and-wmds-in-the-age-of-the-Internet-fc6a2f80e997 

https://medium.com/@InstituteSecTech/fake-news-and-wmds-in-the-age-of-the-Internet-fc6a2f80e997
https://medium.com/@InstituteSecTech/fake-news-and-wmds-in-the-age-of-the-Internet-fc6a2f80e997
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3.2.1.c The Anatomy of Disinformation

According to the Nuclear Threat Initiative, disinformation campaigns tend to 
follow a similar pattern.74 As the first step, “a false story or a forgery is planted in 
a newspaper or other media outlet.”75 Once state-affiliated media sources pick 
up the story, the narrative begins to spread through media outlets that share the 
same ideological agenda and others that fail to engage in sufficient fact-checking. 

As the story gains traction and spreads to more credible news outlets, it 
becomes increasingly perceived as valid news.76 At some point, “the ‘fake 
news’ becomes stubbornly embedded in the public discourse, frequently 
reappearing despite expert efforts to discredit it.”77

The nuclear domain is not immune to this problem. In fact, the abstract, 
technical, and top-secret nature of nuclear weapons issues might lend them-
selves to disinformation. 

In August 2016, an obscure website published a report claiming that the 
United States was in the process of moving its nuclear weapons stationed in 
Turkey to a base in Romania.78 Although Romania’s defense ministry denied 
the claim immediately, anti-American news outlets in Russia picked up the 
story and perpetuated the disinformation.79 Several experts challenged the 
story by pointing out its technical flaws: the lack of appropriate vaults to store 
nuclear weapons in Romania and the substantial logistics of modifying such 

74 Sam Meyer, Fake News, Real Consequences: The Dangers of WMD Disinformation, 
Washington DC: Nuclear Threat Initiative, December 2017, https://www.nti.org/analysis/
articles/fake-news-real-consequences-dangers-wmd-disinformation/ 

75 Ibid.

76 Rebecca Hersman, “Wormhole Escalation in the New Nuclear Age,” Texas National Security 
Review, Summer 2020: 100.

77 Meyer, Fake News, Real Consequences: The Dangers of WMD Disinformation. 

78 For the original misinformation see, Georgi Gotev and Joel Shalit, “US moves nuclear 
weapons from Turkey to Romania,” Euractiv, August 18, 2016, https://www.euractiv.com/
section/global-europe/news/us-moves-nuclear-weapons-from-turkey-to-romania/ 

79 Mirian Chiriac, “Romania Denies Accepting US Nuclear Weapons, 
BalkanInsight, August 18, 2016, https://balkaninsight.com/2016/08/18/
romania-denies-nuclear-weapons-transfer-on-its-soil-08-18-2016/ 

https://www.nti.org/analysis/articles/fake-news-real-consequences-dangers-wmd-disinformation/
https://www.nti.org/analysis/articles/fake-news-real-consequences-dangers-wmd-disinformation/
https://www.euractiv.com/section/global-europe/news/us-moves-nuclear-weapons-from-turkey-to-romania/
https://www.euractiv.com/section/global-europe/news/us-moves-nuclear-weapons-from-turkey-to-romania/
https://balkaninsight.com/2016/08/18/romania-denies-nuclear-weapons-transfer-on-its-soil-08-18-2016/
https://balkaninsight.com/2016/08/18/romania-denies-nuclear-weapons-transfer-on-its-soil-08-18-2016/
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basing arrangements.80 Due to an element of truth, however, that the U.S. 
might reconsider deploying nuclear weapons reportedly located in Turkey, 
the fake story continued to gain significant momentum.81

Disinformation campaigns also have the potential to exert real impact on 
nuclear decision-makers, increasing the risk of miscalculation, misinterpre-
tation, and escalation. In December 2016, for example, Pakistani defense 
minister Khawaja Asif read a false online report that Israel was threatening to 
attack his country if Pakistan were to intervene in Syria. The report quoted 
a threat made against Pakistan by a retired Israeli defense minister: “We will 
destroy them with a nuclear attack.”82 

The Pakistani defense minister tweeted an aggressive response on December 23: 
“Israeli (defense minister) threatens nuclear retaliation presuming (Pakistan) 
role in Syria against Daesh. Israel forgets Pakistan is a Nuclear State too.”83 Less 
than a day later, the Israeli Ministry of Defense responded on Twitter, notifying 
Asif that the statement he quoted was, in fact, completely false. 

In another set of circumstances, such fake news might have led to a conflict 
between nuclear-armed states and raised the risk of a nuclear exchange.

3.2.1.d Artificial Intelligence and Social Media

In recent years, social media platforms have enabled a round-the-clock break-
ing news cycle for traditional news media, which also increases the pace of 
decision-making. Today, malicious actors are using artificial intelligence (AI) 
to accelerate the spread of disinformation on social media. 

80 For an expert rebuttal, see Dan De Luce, “No, the U.S. Is Not Moving Its Nukes From Turkey 
to Romania,” Foreign Policy, August 19, 2016, https://foreignpolicy.com/2016/08/19/
no-the-u-s-is-not-moving-its-nukes-from-turkey-to-romania/ 

81 Ibid.

82 Ben Westcott, “Duped by Fake News Story, Pakistani Minister Threatens Nuclear War with 
Israel,” CNN, December 26, 2016, https://www.cnn.com/2016/12/26/middleeast/israel-paki-
stan-fake-news-nuclear/index.html 

83 Ibid.

https://foreignpolicy.com/2016/08/19/no-the-u-s-is-not-moving-its-nukes-from-turkey-to-romania/
https://foreignpolicy.com/2016/08/19/no-the-u-s-is-not-moving-its-nukes-from-turkey-to-romania/
https://www.cnn.com/2016/12/26/middleeast/israel-pakistan-fake-news-nuclear/index.html
https://www.cnn.com/2016/12/26/middleeast/israel-pakistan-fake-news-nuclear/index.html
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AI-enabled bots (i.e., automated social media profiles) and botnets (i.e., net-
works of such fake profiles) are used to amplify and accelerate the delivery 
of messages and hashtags, allowing certain posts to go viral and extending 
the reach of such information beyond what would have been possible via 
networks of human users. 

These fake profiles are built to mimic human behavior on social media plat-
forms, and are designed to manufacture consensus on a political narrative. 
Without immediate correction, repeated fake information can be perceived as 
credible and eventually become treated as fact by certain groups. More sophis-
ticated actors have more recently turned to AI to automate the production of 
fake content, which enables “disinformation at scale” and can have tangible 
effects in the real world by manipulating public opinion.84

AI-enabled natural language generators may be used by malicious actors to 
produce high-quality written text based on prompts from human operators. 
Rather than merely speeding up the spread of disinformation, such tools 
would be capable of launching disinformation campaigns that unfold at 
machine speed by generating deep fake content that mimics content pro-
duced by humans. Faster and more persuasive disinformation may require 
decision-makers to take action before information can be determined to be 
fake, putting them under time pressure and at a severe disadvantage while 
they wait for verification.

In their groundbreaking book Like War, P.W. Singer and Emerson Brooking 
show how a carefully crafted disinformation campaign on social media by 
ISIS changed the perception of its target audience and generated real-world or 
kinetic effects.85 Before launching their ground assault on Mosul, ISIS launched 
a targeted and well-designed social media campaign to emphasize their strength, 

84 Ben Buchanan, Andrew Lohn, Micah Musser, and Katerina Sedova, Truth, Lies, and 
Automation: How Language Models Could Change Disinformation, Washington DC: Center 
for Security and Emerging Technology, May 2021, https://cset.georgetown.edu/publication/
truth-lies-and-automation/ 

85 For a comprehensive look at the impact of social media on warfare, see P. W. Singer and 
Emerson T. Brooking, LikeWar: The Weaponization of Social Media, Boston, MA: Houghton 
Mifflin	Harcourt,	2018.

https://cset.georgetown.edu/publication/truth-lies-and-automation/
https://cset.georgetown.edu/publication/truth-lies-and-automation/
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brutality, and resolve.86 Using bots on Twitter, their campaign went viral, and 
much of the city’s inhabitants as well as its security forces (which initially out-
numbered ISIS forces) fled the area before the fighting began. 

In a more recent example, the use of AI-enabled bots during the global 
COVID-19 pandemic illustrates how disinformation campaigns on social 
media aided by machine learning/AI can achieve deleterious effects, if not 
immediately corrected.87 

In the early months of the COVID-19 pandemic, researchers at Carnegie 
Mellon University found that about half of all tweets perpetuating false 
narratives about the coronavirus on Twitter were produced by bots. The dis-
information campaign appeared to be aimed at sowing divisions in America, 
which ended up undermining national, state, and local responses to the novel 
coronavirus throughout the pandemic. 

To counter this disinformation challenge, Twitter introduced new labels to 
help identify misleading, disputed, or unverified tweets about the coronavirus. 
Unfortunately, much of the negative impact of the disinformation campaign 
about the coronavirus had already been done.

The targetability of disinformation campaigns over social media makes them 
especially effective. Social media platforms generate massive volumes of user 
data, which are primarily used to generate advertising profits for the platform 
owners. However, the same data can be analyzed to predict user behavior and 

86 Singer and Brooking, LikeWar, 4-10; see also Emerson T. Brooking and P.W. Singer, “War 
Goes Viral,” The Atlantic, November 2-16, https://www.theatlantic.com/magazine/
archive/2016/11/war-goes-viral/501125/; Renee Diresta, “How ISIS and Russia Won 
Friends and Manufactured Crowds,” WIRED, March 8, 2018, https://www.wired.com/story/
isis-russia-manufacture-crowds/

87 Bobby Allyn, “Researchers: Nearly Half Of Accounts Tweeting About Coronavirus Are 
Likely Bots,” NPR, May 20, 2020, https://www.npr.org/sections/coronavirus-live-up-
dates/2020/05/20/859814085/researchers-nearly-half-of-accounts-tweeting-about-
coronavirus-are-likely-bots; see also Siobhan Roberts, “On Social Media, Who’s A Bot? 
Who’s Not?” The New York Times, June 16, 2020, https://www.nytimes.com/2020/06/16/
science/social-media-bots-kazemi.html

https://www.theatlantic.com/magazine/archive/2016/11/war-goes-viral/501125/
https://www.theatlantic.com/magazine/archive/2016/11/war-goes-viral/501125/
https://www.wired.com/story/isis-russia-manufacture-crowds/
https://www.wired.com/story/isis-russia-manufacture-crowds/
https://www.npr.org/sections/coronavirus-live-updates/2020/05/20/859814085/researchers-nearly-half-of-accounts-tweeting-about-coronavirus-are-likely-bots
https://www.npr.org/sections/coronavirus-live-updates/2020/05/20/859814085/researchers-nearly-half-of-accounts-tweeting-about-coronavirus-are-likely-bots
https://www.npr.org/sections/coronavirus-live-updates/2020/05/20/859814085/researchers-nearly-half-of-accounts-tweeting-about-coronavirus-are-likely-bots
https://www.nytimes.com/2020/06/16/science/social-media-bots-kazemi.html?smid=url-share
https://www.nytimes.com/2020/06/16/science/social-media-bots-kazemi.html?smid=url-share
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help algorithms decide what content to share (or ads to show) in order to keep 
users engaged and increase revenues–or to shape political narratives.88 

Advanced data analytics can produce more effective disinformation cam-
paigns since they deliver misleading information to certain target audiences 
that match their preconceptions. Repeatedly exposing the same groups of 
people to disinformation creates an echo chamber or “bubble” of like-minded 
people, exacerbating confirmation bias and enhancing the potential for the 
radicalization of such audiences.

3.2.1.e Asymmetric Advantage of Social Media

Some experts argue the impact of disinformation on social media may vary 
across different nuclear-armed countries since populations have varying access 
to social media platforms and are not equally vulnerable to manipulation.89 
According to Heather Williams and Alexi Drew, disinformation campaigns 
on social media can offer states a lucrative asymmetric advantage, especially 
when the general public of their adversaries experiences greater exposure to 
misleading content. 

In some cases, audiences do not have access to platforms used by their own 
governments to communicate with the international community or the 
general public of their adversaries. As Hersman suggests, the weaponization 
of social media may be tempting to some adversaries due to their “ability to 
achieve strategic effects at great distances and amid high levels of deniability.”90

For example, U.S. citizens represent the largest user group on many social 
media platforms, which can offer an asymmetric advantage to the adversaries 
of the United States in the midst of a crisis. The predominance of U.S. citizens 

88 Maria Alessandra Golino, “Algorithms in Social Media Platforms,” Institute for 
Internet & The Just Society, April 24, 2021, https://www.Internetjustsociety.org/
algorithms-in-social-media-platforms 

89 See Williams and Drew, Escalation by Tweet for in-depth analysis on this point.

90 Hersman, “Wormhole Escalation,” 94.

https://www.internetjustsociety.org/algorithms-in-social-media-platforms
https://www.internetjustsociety.org/algorithms-in-social-media-platforms
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on certain social media platforms also tends to obfuscate the intended audi-
ence of posts made by both parties to a conflict. 

In early 2020, the United States and Iran exchanged a flurry of tweets during 
a crisis, which began with an Iran-supported attack on the U.S. embassy in 
Baghdad. As the world braced for war, the United States responded by killing 
the commander of the Quds Force of Iran’s Islamic Revolutionary Guards 
Corps, General Qasem Soleimani, in a drone strike near the Baghdad airport. 
Iran further escalated the conflict by launching rockets at U.S. bases in Iraq. 

Based on analysis by Williams and Drew, the number of tweets and retweets 
per day were much greater by U.S. decision-makers, suggesting that the 
intended audience for the posts included not only the Iranian government, 
but also the general public of the United States. This trend implies that the 
U.S. general public may become a vital target audience for Russian, Chinese, 
and Iranian tweets in the future.

3.2.2. Deep Fakes

Deep fakes are synthetic video, audio, or text created, with the aid of machine 
learning tools. They may be created by adversaries, criminals, or third parties 
to distort information and shape perceptions to achieve a range of objectives. 

Like other forms of disinformation spread over social media, deep fakes can 
interfere with access to reliable information needed for cost-benefit calcula-
tions and distort communications of nuclear adversaries. Thus, they might 
contribute to misperception and crisis escalation if authenticity cannot be 
verified in a timely manner.

The trend toward “deep fakes” started with the era of sophisticated photo-
shopped images and edited videos that contained markers visible to experts 
but were not obvious to the general public, enhancing their deceptive value. 
However, in the era of deep fakes created with machine learning tools, a variety 
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of actors are now capable of generating fakes that are hard to detect by both 
the general public and experts alike.

Deep fakes are created with generative adversarial networks (GANs) or mul-
tiple neural networks that compete with each other. The first network is the 
“generator” and creates counterfeit data designed to replicate the original data 
set. The second network is the “detector” and works to identify the counterfeit 
data. Based on repeated iterations, the generator learns to produce counterfeit 
data that cannot be detected by the detector.

These sophisticated tools are increasingly open source, allowing greater 
numbers of individuals to develop convincing deep fakes. However, tailored 
deep fakes still have high operational requirements including the need to 
build massive data sets and gain access to significant computational power 
and specialized expertise.91

3.2.2.a Deep Fakes and Disinformation 
Campaigns

Already today, deep fakes are delivered over social media platforms as part 
of ongoing disinformation campaigns. They offer adversaries a particularly 
powerful means to shape narratives and have strategic effects. 

Such campaigns could be designed to sway presidential elections and under-
mine faith in democracy. Alternatively, they may be used to produce anti-gov-
ernment sentiment, radicalize populations with inflammatory content, or to 
recruit terrorists and incite violence. They could also be produced to escalate 
a conflict between two nuclear-armed countries or distort an ongoing conflict, 
for example, by showing soldiers killing unarmed civilians in a war zone, or 
revealing “private” conversations by public officials.

Target audiences for deep fakes include the general public, to help posts go viral 
and generate political pressure; traditional media, to provide credible distribution 

91 Tim Hwang, Deepfakes: A Grounded Threat Assessment, Washington DC: Center for Security 
and Emerging Technology, July 2020.
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and indirect attribution; and government officials, to persuade them to take cer-
tain actions or escalate a conflict before information can be verified.92

Deep fakes can also produce effects behind the scenes. For example, they could 
be created to falsely implicate public officials in corrupt behavior or crimes, 
blackmailing them into taking certain actions.

3.2.3. Cyber Weapons

Cyber weapons are malicious codes employed by intelligence agencies, 
militaries, criminals, or other non-state actors that allow access to sensitive 
information and networks in cyberspace, disrupt the functioning of electronic 
systems, and enable sabotage. Cyberspace refers to not just the public Internet 
but also computer networks that are not accessible to the public. 

Cyber weapons have existed for several decades–ever since the launch of the 
world wide web. The Internet provides digital pathways for transmitting mali-
cious code to computers, software, and networks. As the world has become 
more reliant on the Internet in recent decades, cyber weapons have become 
more sophisticated and capable of producing greater effects–both digital and 
physical. Attacks with cyber weapons can be targeted and highly selective, or 
intended to have broader effects.

Cyber weapons are used to support malicious operations made possible by the 
exploitation of a software or network vulnerability, including espionage; the 
theft of sensitive or valuable information; denial of access to information or 
networks; and manipulation/sabotage/destruction of information or networks. 

Machine learning tools may also elevate future cyber warfare to the next level 
by amplifying their speed, impact, and scale of attacks.93 Using AI, malicious 

92 Hersman, “Wormhole Escalation,” 96.

93 James Johnson and Eleanor Krabill, “AI, Cyberspace, and Nuclear Weapons,” 
War on the Rocks, January 31, 2020, https://warontherocks.com/2020/01/
ai-cyberspace-and-nuclear-weapons/ 

https://warontherocks.com/2020/01/ai-cyberspace-and-nuclear-weapons/
https://warontherocks.com/2020/01/ai-cyberspace-and-nuclear-weapons/
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actors will be able to more quickly exploit vulnerabilities in software and net-
works to deny access to critical information sources; sabotage AI-enabled sys-
tems; or shut down vital communications. In addition to enabling a broader 
range of actors with the capability to penetrate cyberdefenses and conduct 
rapid-fire attacks, AI-enabled cyber weapons may also enhance anonymity 
and complicate attribution.

Cyber weapons weapons that can disrupt information flows by denying access 
to crucial sources of information, tampering with information, or disguising 
false information. Whereas social media and deep fakes disrupt information 
flows indirectly, cyber weapons have the potential to interfere more directly. 

3.2.3.a Hacking, Hijacking, and Spoofing 

Cyber weapons can stop the flow of vital information to decision-makers 
through a number of means: by stealing information and holding it for ran-
som, denying access to critical information and communication networks, 
disguising false communications or signals (spoofing) from a known, trusted 
source such as emergency communications systems, or by hijacking the social 
media accounts of government officials.94

For example, in 2020, a 17-year-old managed to “hack” into the Twitter 
accounts of a few famous individuals, including Joe Biden, Bill Gates, Jeff 
Bezos, Warren Buffett, and Kim Kardashian, to pull off a bitcoin scam.95 The 
teen accessed these accounts after convincing an employee at Twitter that 
he worked in the company’s information technology department. Once he 
had access to the accounts, the teenager spoofed communications from the 
individuals by tweeting a link to a bitcoin address and writing “all bitcoin sent 

94 Intertanko, Jamming and Spoofing of Global Navigation Satellite Systems, 2019, https://
www.maritimeglobalsecurity.org/media/1043/2019-jamming-spoofing-of-gnss.pdf

95	 Zack	Whittaker,	Taylor	Hatmaker,	Sarah	Perez,	“Apple,	Biden,	Musk	and	Other	Highprofile	
Twitter Accounts Hacked in Crypto Scam,” TechCrunch, July 15, 2020, https://techcrunch.
com/2020/07/15/twitter-accounts-hacked-crypto-scam/; see also Kari Paul, “Teen Who 
Hacked Joe Biden and Bill Gates’ Twitter Accounts Sentenced to Three Years in Prison,” 
The Guardian, March 16, 2021,  https://www.theguardian.com/technology/2021/mar/16/
florida-teen-sentenced-twitter-bitcoin-hack

https://www.maritimeglobalsecurity.org/media/1043/2019-jamming-spoofing-of-gnss.pdf
https://www.maritimeglobalsecurity.org/media/1043/2019-jamming-spoofing-of-gnss.pdf
https://techcrunch.com/2020/07/15/twitter-accounts-hacked-crypto-scam/
https://techcrunch.com/2020/07/15/twitter-accounts-hacked-crypto-scam/
https://www.theguardian.com/technology/2021/mar/16/florida-teen-sentenced-twitter-bitcoin-hack
https://www.theguardian.com/technology/2021/mar/16/florida-teen-sentenced-twitter-bitcoin-hack
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to our address below will be sent back to you doubled!” According to court 
documents, the teen made more than $100,000 from the scheme (the money 
has since been returned). 

This type of attack leveraged the power of social media platforms as well as 
their vulnerabilities.96 The implications would have been far more dire if this 
had been a sophisticated hack of social media accounts of the U.S. President, 
STRATCOM, the Secretary of Defense, or other key leaders in the United 
States amidst a conflict. Consider, for example, that once accessed, their 
accounts could be used for a disinformation campaign designed to escalate 
a crisis between the U.S. and North Korea. Would U.S. leadership be able to 
convince Kim Jong Un that the communications were not real before things 
got out of hand?

Spoofing can apply to social media profiles, emails, phone calls, and websites, 
or it can be more technical, such as a computer spoofing an IP address. For 
example, to cause chaos, a malicious actor might consider hacking an emergency 
alert system in order to send out false signals about an incoming nuclear attack. 

A recent event shows that this would not be particularly difficult to achieve. 
In January 2018, the Hawaii Emergency Management Agency accidentally 
issued a real ballistic missile alert through the emergency alert system over 
television, radio, and cell phones during a drill that occurred amid escalating 
tensions with North Korea.97 The alert warned of an incoming ballistic missile 
attack and urged people to take immediate action. Officials failed to retract the 
alert and provide an explanation for more than ten minutes, causing a great 
deal of distress and confusion in Hawaii including traffic jams, abandoned 
cars, people running for cover, and strained communication lines. The agency 
issued another message via the emergency alert system 38 minutes later, des-
ignating the prior message as a false alarm.

96 Glenn Gerstell, “The National Security Case for Fixing Social Media,” The New Yorker, 
November 13, 2020, https://www.newyorker.com/tech/annals-of-technology/
the-national-security-case-for-fixing-social-media	

97 HNN Staff, “On This Day 4 Years Ago, A False Missile Alert Threw Hawaii into Panic,” 
Hawaii News Now, January 13, 2022, https://www.hawaiinewsnow.com/2022/01/14/
this-day-4-years-ago-false-missile-alert-threw-hawaii-into-panic/ 

https://www.newyorker.com/tech/annals-of-technology/the-national-security-case-for-fixing-social-media
https://www.newyorker.com/tech/annals-of-technology/the-national-security-case-for-fixing-social-media
https://www.hawaiinewsnow.com/2022/01/14/this-day-4-years-ago-false-missile-alert-threw-hawaii-into-panic/
https://www.hawaiinewsnow.com/2022/01/14/this-day-4-years-ago-false-missile-alert-threw-hawaii-into-panic/
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A malicious actor may attempt to create distrust in critical information sys-
tems by sabotaging the information within them. For example, in July and 
August 2021, hackers appear to have accessed the shore-based data repository 
for the automatic identification system (AIS).98 The AIS represents a key 
maritime safety system used to track vessel movements. AIS systems onboard 
a ship broadcast a ship’s location, course and speed, and provide a dashboard 
for viewing the same data from other vessels. Commercial vessels above a 
minimum size must have AIS transponders. Naval vessels are not required 
to use the system, but they often do so for safety reasons, to avoid collisions 
in busy waterways.

Hackers changed the locations of more than 100 naval ships including 11 
from the British Royal Navy. They altered the data for certain ships, making 
it appear as if they were in other locations. Though such discrepancies can be 
easily clarified by examining satellite imagery, one could imagine how such an 
attack could be useful to justify escalation, or if implemented by a third party, 
how such an attack could lead to escalation in a crisis.

In addition to computers, the deep neural networks used by machine learning 
tools are also vulnerable to spoofing, which in this context, is referred to as 
data poisoning.99 A malicious actor could inject bad data into a machine 
learning tool and trick it into learning the wrong thing or reaching flawed 
outcomes with high confidence.

When it comes to nuclear decision-making, a worst-case scenario would entail 
the use of a cyber weapon to interfere with command and control systems or 
early warning satellites. The nuclear command and control enterprise (NC3) 
relies upon a secure network of satellite, radar, and communications systems, 

98 “Warship Positions Faked Including UK Aircraft Carrier,” BBC News, August 2, 2021, https://
www.bbc.co.uk/news/technology-58027363; see also Mark Harris, “Phantom Warships 
Are	Courting	Chaos	in	Conflict	Zones,”	WIRED, June 29, 2021, https://www.wired.com/story/
fake-warships-ais-signals-russia-crimea/

99 Michael C. Horowitz, Paul Scharre, and Alexander Velez-Green, A Stable Future? The Impact 
of Autonomous Systems and Artificial Intelligence, December 2019, 5, https://arxiv.org/
pdf/1912.05291.pdf 

https://www.bbc.co.uk/news/technology-58027363
https://www.bbc.co.uk/news/technology-58027363
https://www.wired.com/story/fake-warships-ais-signals-russia-crimea/
https://www.wired.com/story/fake-warships-ais-signals-russia-crimea/
https://arxiv.org/pdf/1912.05291.pdf
https://arxiv.org/pdf/1912.05291.pdf
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which are critical for enabling early warning of incoming attacks and ensuring 
the potential for nuclear retaliation. 

Since the end of the Cold War, command and control systems in some 
countries have increasingly relied upon civilian networks for certain dual-use 
functions.100 To the extent that such systems rely on digital technologies, they 
could be exposed to the risks of hacking and manipulation.

Malicious actors with requisite hacking expertise and resources could poten-
tially route satellite data and control their antennas, solar panels, or gyroscopes. 
If a malicious actor were to compromise a single satellite node in the network 
supporting early warning, communications, or guidance, they could reduce 
nuclear response times and hinder the effective operation of NC3. 

Once in control of a satellite, a nefarious actor could alter coordinates and 
cause a satellite to thrust in a particular direction, manipulate sensors onboard 
to render the satellite useless, or simply interfere with data links and commu-
nication traffic. Hackers could also use a specialized antenna to masquerade 
as the satellite’s ground station and send the satellite seemingly legitimate 
commands. They could also jam the sensors, blinding them for a duration 
of time.

For example, in 1998 hackers based in Russia hijacked control of a U.S.- 
German ROSAT deep-space monitoring satellite and then issued commands 
for it to rotate toward the sun, frying its optics and rendering it useless.101 In 
a more menacing scenario, hackers could gain access to a military satellite that 
supports nuclear weapons operations and spoof the signals transmitted to the 
ground receiver, making it appear to be functioning normally.

100 Hersman et al, Under the Nuclear Shadow.

101 William Akoto, “Hackers Could Shut Down Satellites Or Turn Them Into 
Weapons,” The Conversation, February 12, 2020,  https://theconversation.com/
hackers-could-shut-down-satellites-or-turn-them-into-weapons-130932 

https://theconversation.com/hackers-could-shut-down-satellites-or-turn-them-into-weapons-130932
https://theconversation.com/hackers-could-shut-down-satellites-or-turn-them-into-weapons-130932
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3.2.4. Electronic Warfare

Electronic warfare entails the use of electromagnetic and directed energy for 
the purpose of jamming radio communications, global positioning systems, 
and command and control systems.102 The tools of electronic warfare for dis-
rupting communications have been around for many decades, but in recent 
years, they have become more capable and relevant. New approaches have also 
been developed to target different systems. 

Many of the potential effects of electronic warfare are similar to those of 
cyber weapons; they are capable of disrupting critical information flows and 
interfering with the decision-making process. 

Compared to cyber weapons, however, electronic warfare tends to be less 
strategic and more tactical in nature. We have included it here because it is 
likely to be used at a later point on the spectrum of conflict to compromise 
decision-makers’ ability to effectively respond to a crisis by blocking vital 
operational information provided by non-digital communications systems.103 

102 Theohary, Information Warfare: Issues for Congress.

103 Beyza Unal and Patricia Lewis, Cybersecurity of Nuclear Weapons Systems Threats, 
Vulnerabilities and Consequences, London, UK: Chatham House, January 2018, 9.

U.K. Signal Regiment and SOCEUR Signal Detachment (SSD) conduct electronic 
warfare training at RAF Spadeadam (U.K.) on April 20, 2021 during a bilateral 
exercise, April 19, 2021. U.S. Army Photo
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3.2.5. The Impact of Disrupted 
Information Flows

The potential for an even denser “fog of war” has worsened as a result of 
several EDTs capable of disrupting information flows that are needed for 
effective decision-making.104 The technologies discussed in this section may, as 
Kubiak, et al. suggest, limit “a decision-maker’s ability to manage, assimilate, 
interpret, trust, verify the information, and ultimately make a nuclear deci-
sion.”105 These EDTs make it more difficult to distinguish between fact and 
fiction. Hersman, et al. argue they may thus compromise the ability of deci-
sion-makers “to characterize the operating environment, detect and respond 
to threats, and discern actual attacks from false alarms across the spectrum of 
conflict.”106 In other words, they interfere with the information requirements 
of the rationality assumption underpinning nuclear deterrence strategy.

EDTs that disrupt information flows alter the context of nuclear decision-mak-
ing in important ways and produce a variety of challenging circumstances for 
decision-makers in a nuclear crisis. These new challenges may in turn have 
consequences for the nuclear decision-making mindset and process, and the 
nuclear decisions themselves. 

We outline several examples of how EDTs, in the aggregate, may impact 
nuclear decision-making in section 3.5.

104 Kubiak and Mishra, 6.

105 Kubiak et al, 1.

106 Hersman et al, Under the Nuclear Shadow.
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3.3. Illuminating 
Behavior Patterns

Whereas technologies that disrupt information flows might exacerbate the fog 
of war in a nuclear crisis, several EDTs may illuminate the behavior patterns 
of nuclear adversaries in the future: their capabilities, motivations, intentions, 
and plans. Together, a combination of sophisticated sensors, surveillance plat-
forms, and AI-enabled software promise to enhance early warning capabilities, 
help decision-makers analyze and make sense of large volumes of data, and 
make predictions about adversary behavior.107 

Any combination of EDTs that enhance the situational awareness of deci-
sion-makers and strengthen their ability to perform cost-benefit calculations 
should theoretically aid in the proper functioning of nuclear deterrence and 
reduce the risk of misperception, miscalculation, escalation, and use-or-lose 
pressures. However, this conclusion assumes that: 1) technologies will perform 
as advertised and do not introduce new risks for deterrence failure; and 2) their 
benefits to decision-makers do not cause deleterious effects to adversaries. 

EDTs that illuminate behavior patterns may strengthen rationality while 
undermining the credibility and perception assumptions.

In the following, we provide an overview of several EDTs that may contribute 
to illuminating behavior patterns in the future: cyber weapons, social media, 
sensors, drones, satellites, and machine learning. We first discuss the specific 
impacts for each of the individual technologies and then discuss the broader 
implications of such EDTs for decision-making. 

107 Vincent Boulanin, “The future of machine learning and autonomy in nuclear weapons 
systems,” in VIncent Boulanin, ed. The Impact of Artificial Intelligence on Strategic Stability 
and Nuclear Risk, Stockholm, Sweden: SIPRI, May 2019, 53-54.
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3.3.1. Cyber Weapons
Cyber weapons are malicious codes employed by intelligence agencies, militar-

ies, criminals, or other non-state actors that allow access to sensitive information 

and networks in cyberspace, disrupt the functioning of electronic systems, and 

enable sabotage. Cyberspace refers not just to the public Internet but also 

computer networks that are not accessible to the public.

Among their many uses, cyber weapons allow decision-makers to gain access 
to sensitive data about the capabilities, motivations, and intentions of adver-
saries through espionage operations. Such operations are made possible by the 
same exploitation of a software or network vulnerability used in other attacks. 
They can be targeted in their objectives or intended to have broader effects 
(enabled by self-replication). 

Although cyber espionage dates back to the start of regular Internet usage 
in the 1990s, it remains one of the most useful ways to gain sensitive infor-
mation about adversaries. However, the success of such operations requires 
an extremely high level of secrecy to keep adversaries from discovering the 
intrusion, patching the vulnerability, and shutting off the flow of information. 
The broader the intrusion, the greater the likelihood of detection, which can 
defeat the entire purpose of the operation. 

For example, the Solar Winds attack took place from September 2019 to 
December 2020, when it was first discovered. It is considered one of the most 
extensive and sophisticated cyber intrusions in history. Russian hackers gained 
access to the Orion software developed by SolarWinds, a company based in 
Texas that develops network management tools used by major companies and 
the U.S. government.108 The hackers inserted malicious code into a software 
update, which was then sent out to all of SolarWinds’ customers for installation. 
More than 100 critical networks became infected as the software updates were 

108 Dina Temple-Raston, “A ‘Worst Nightmare’ Cyberattack: The Untold Story of the SolarWinds 
Hack, NPR, April 16, 2021, https://www.npr.org/2021/04/16/985439655/a-worst-nightmare-
cyberattack-the-untold-story-of-the-solarwinds-hack; see also Herbert Lin, “Cyber Risk 
Across the U.S. Nuclear Enterprise,” Texas National Security Review, Summer 2021: 107-120, 
https://tnsr.org/2021/06/cyber-risk-across-the-u-s-nuclear-enterprise/

https://www.npr.org/2021/04/16/985439655/a-worst-nightmare-cyberattack-the-untold-story-of-the-solarwinds-hack
https://www.npr.org/2021/04/16/985439655/a-worst-nightmare-cyberattack-the-untold-story-of-the-solarwinds-hack
https://tnsr.org/2021/06/cyber-risk-across-the-u-s-nuclear-enterprise/
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installed 18,000 times between March and June of 2020. Once hackers gained 
access to networks, they could extract sensitive information for more than nine 
months–until it was discovered by a cybersecurity firm and shut down. 

3.3.2. Social Media
Social media refers to online platforms that allow users to create and share media 

content with their social networks. Such platforms move at an extremely rapid pace, 

provide	large	volumes	of	information	typically	without	adequate	verification	of	its	

accuracy or source, and offer a new means for shaping political narratives.

Social media platforms act as both distributors and generators of open source 

intelligence. Leading social media platforms include Twitter, Facebook, Instagram, 

YouTube, TikTok, Snapchat, Whatsapp, WeChat, Reddit, and LinkedIn. In the wake of 

instability at Twitter, other less established platforms such as Mastodon, Post, and 

Hive Social may become more widely used in the future. Private companies that 

own such platforms provide free services to users who share information to their 

networks and also consume information from their own feeds. Instead of charging 

users for this service, these companies exploit the massive volumes of user data 

generated	to	earn	huge	profits	from	targeted	advertising.	

The user data collected by social media platforms provides open source intelli-
gence about states, non-state actors, and individuals that can be inferred from 
posts, activity, and post metadata. Social media platforms provide information 
about social connections and interactions, political views, preferences, and 
even geographic locations. If adversaries use social media platforms actively, 
they may inadvertently provide clarity into their capabilities and intent. 

In some cases, the user data from social media platforms may be directly 
exploited by an adversarial government. For example, TikTok was founded 
by the Chinese entrepreneur, Zhang Yiming and is owned by technology 
company ByteDance. However, under Chinese law, TikTok and ByteDance, 
the parent, are required to share data with the Chinese Communist Party. 
The TikTok application represents a highly sophisticated software designed 
to collect information on the behavior of its users and their smartphones and 
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keep them engaged.109 Since China’s stated goal is to become the world leader 
in artificial intelligence by 2030, an app like TikTok could become useful in a 
data-driven war with other nuclear-armed states.110

In other cases, activity on social media platforms may inadvertently reveal 
sensitive information about capabilities–especially when they allow for the 
isolation of data from certain users. A majority of military personnel around 
the world carry mobile devices and use them to access social media apps. In 
2018, U.S. soldiers were recording their exercise activity on military installa-
tions on various apps such as Strava, which then became public knowledge.111 
In one case, an app revealed the location of a special ops black site, and the 
location data of the relevant users provided a detailed outline of the base. 

As another example, U.S. military personnel used online flash card apps to study 
for tests containing sensitive information about nuclear weapons, not realizing 
that such information would be accessible to anyone online. In 2021, an inves-
tigation by Bellingcat, an international collective of independent researchers, 
investigators, and citizen journalists, uncovered a leak of classified information 
about security protocols for nuclear weapons deployed to Europe.112 

Unbeknownst to the U.S. soldiers, the flash cards were publicly visible and 
inadvertently revealed the bases with nuclear weapons, the locations of their 
shelters, position of cameras, frequency of patrols, and secret duress words.113 

109 Dana Goetz, “The Psychology of TikTok,” Medium, June 11, 2020, https://medium.com/@
dana.b.goetz/the-psychology-of-tiktok-87b9743677d1 

110 Bill Whitaker, “Is TikTok a Harmless App or a Threat to U.S. Security,” 60 Minutes, November 15, 
2020, https://www.cbsnews.com/news/tiktok-cybersecurity-china-60-minutes-2020-11-15/ 

111 Jeremy Hsu, “The Strava Heat Map and the End of Secrets,” WIRED, January 29, 2018, https://
www.wired.com/story/strava-heat-map-military-bases-fitness-trackers-privacy/; 
see also Alex Hern, “Fitness Tracking App Strava Gives Away Location of Secret US Army 
Bases,” The Guardian, January 28, 2018, https://www.theguardian.com/world/2018/jan/28/
fitness-tracking-app-gives-away-location-of-secret-us-army-bases 

112 Foeke Postma, “US Soldiers Expose Nuclear Weapons Secrets Via Flashcard 
Apps,” Bellingcat, May 28, 2021, https://www.bellingcat.com/news/2021/05/28/
us-soldiers-expose-nuclear-weapons-secrets-via-flashcard-apps/ 

113 Kyle Mizokami, “Whoops, US Airmen Accidentally Leaked Top-Secret Nuke Locations,” 
Popular Mechanics, June 2, 2021, https://www.popularmechanics.com/military/weapons/
a36598369/air-force-personnel-exposed-nuclear-weapons-secrets-online/ 

https://medium.com/@dana.b.goetz/the-psychology-of-tiktok-87b9743677d1
https://medium.com/@dana.b.goetz/the-psychology-of-tiktok-87b9743677d1
https://www.cbsnews.com/news/tiktok-cybersecurity-china-60-minutes-2020-11-15/
https://www.wired.com/story/strava-heat-map-military-bases-fitness-trackers-privacy/
https://www.wired.com/story/strava-heat-map-military-bases-fitness-trackers-privacy/
https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases
https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases
https://www.bellingcat.com/news/2021/05/28/us-soldiers-expose-nuclear-weapons-secrets-via-flashcard-apps/
https://www.bellingcat.com/news/2021/05/28/us-soldiers-expose-nuclear-weapons-secrets-via-flashcard-apps/
https://www.popularmechanics.com/military/weapons/a36598369/air-force-personnel-exposed-nuclear-weapons-secrets-online/
https://www.popularmechanics.com/military/weapons/a36598369/air-force-personnel-exposed-nuclear-weapons-secrets-online/
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Bellingcat discovered the flash cards by searching online for terms publicly 
known to be associated with nuclear weapons. Some of the flashcards dated 
as far back as 2013, but others were as recent as April 2021.

Social media provides third party actors with a valuable source of informa-
tion that can be used to wield influence on international affairs. For example, 
Bellingat conducted an investigation into the crash of Malaysia Airlines Flight 
17, a passenger flight from Amsterdam to Kuala Lumpur that was shot down 
by a missile on July 17, 2014 while flying over eastern Ukraine.114 The Russian 
government denied involvement in the shooting down of the airplane. 

Bellingcat investigators used data posted on social media to investigate the 
cause of the crash including photos, videos and other information posted 
online.115 They found that a Buk missile launcher provided by the Russian 
government to pro-Russian separatists shot down the plane and provided a 
stream of evidence for their claim. Investigators tracked the missile launcher 
as part of a convoy from Russia to Ukraine and captured evidence of launch 
preparations and the missing missile after the crash. Using time and location 
data and vehicle markings in the images, investigators proved a connection and 
undermined the Russian government’s version of events.

Social media apps can also provide real-time intelligence for ongoing events, 
possibly even during a crisis between nuclear-armed adversaries. This may add 
another layer of complexity to a government’s response. 

In their groundbreaking book Like War, Peter Singer and Emerson Brookings 
highlight the Mumbai Terrorist attack, which took place on November 26, 
2008, as illustrative of the potential for real-time user generated information 
for shaping events on the ground as well as the Indian government’s response. 

114 Origin of the Separatists’ Buk: A Bellingcat Investigation, Amsterdam, Netherlands: 
Bellingcat, November 2014, https://www.bellingcat.com/app/uploads/2014/11/Origin-of-
the-Separatists-Buk-A-Bellingcat-Investigation1.pdf

115 Jeffrey Lewis, “Social Media - Ch. 6,” Applying New Tools to Nonproliferation: A Nuclear 
Detective Story, Washington D.C.: Nuclear Threat Initiative, September 2021,  https://www.nti.
org/analysis/articles/social-media/ 

https://www.bellingcat.com/app/uploads/2014/11/Origin-of-the-Separatists-Buk-A-Bellingcat-Investigation1.pdf
https://www.bellingcat.com/app/uploads/2014/11/Origin-of-the-Separatists-Buk-A-Bellingcat-Investigation1.pdf
https://www.nti.org/analysis/articles/social-media/
https://www.nti.org/analysis/articles/social-media/
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The crisis, in which terrorists conducted a coordinated attack in Mumbai on 
multiple civilian targets, unfolded minute-by-minute on Twitter. The posts 
began minutes after the first attack and included user-generated reports, 
observations, cries for help, and warnings to fellow citizens. According to 
Singer and Brookings, most of the useful information about the attacks was 
generated by regular citizens, since both the Indian government and journal-
ists were hamstrung by dealing with the violence in the streets of Mumbai. 

Other social media tools also quickly came into play. Within four hours of the 
first attack, users generated a Wikipedia page to capture and organize growing 
volumes of real-time data, including images and videos on Flickr and precise 
locations of shootings, gun battles, and bomb blasts on Google Maps. Singer 
and Brookings note that regular citizens were able not only to track the latest 
news, but also to recreate the history of the operation in real-time, a capability 
thus far reserved for only the most advanced militaries.

However, not all information posted on social media about the attack was 
accurate, which may have complicated the Indian government’s response and 
led to additional chaos. 

During the Mumbai crisis, social media users gave away the positions of the 
response forces of the Indian government. Given the openness of the Internet, 
the terrorists themselves were able to use the real-time information provided 
by users  on the movement of Indian security forces to their advantage. Once 
certain users realized this, they urged others not to tweet sensitive information 
on behalf of the Indian government, even though government officials had 
made no such formal request.116

116 For an in-depth analysis, see Singer and Brooking, Like War.
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3.3.3. Sensors

Sensors are electronic devices that collect a wide range of data about the physical 
environment in which they are placed (based on their specific technical capabili-
ties). They detect, measure, collect, and/or transmit information about physical 
properties and changes in the physical environment including altitude, tempera-
ture, speed, sound, light, radiation, etc. They can be stationary and planted on 
the ground, buildings or the seabed, or installed on mobile platforms (drones, 
satellites, planes, vehicles, etc.) in the land, sea, air and space domains. 

Sensor networks are often employed by states to enable remote data collection 
in areas of interest and to enhance situational awareness of state behaviors. 
Networked sensors can be capable of both collecting data and transmitting 
stored data to a central hub for processing and analysis. 

Each sensor within the network is a node that consists of a specific type of 
sensing technology, a data processor, transmitter, and a power source. Data 
can be transmitted and stored from node to node until it reaches the central 
hub for processing and analysis. The nodes can operate over long periods of 
time and provide a persistent source of data on an issue of interest.117 The 
variety, sensitivity, and capabilities of sensors are advancing rapidly, allowing 
for more nuanced data.

Such technologies support decision-makers by collecting data remotely about the 
environment in which the sensors are situated or intended to observe. For example, 
radar and infrared sensors located on satellites can track the launch of missiles 
and detect their signatures. Such sensors can improve situational awareness, and 
provide better detection, monitoring, and tracking with timely, accurate data. 
This information helps decision-makers perform vital cost-benefit calculations 
of various courses of action and assess the capabilities of their adversaries.

117 The length of time depends on batteries. The availability of data depends on transmission 
capabilities and volume of information. The range and coverage depends on the sensor 
type, platforms, and the number of sensors or sensor/platform combinations. See Janani 
Mohan and Maxwell Simon, Sensor Networks: A Technology Primer, Washington D.C.: CSIS, 
March 2020.
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Sensor networks can also be used to track compliance with treaty obligations 
and enhance global transparency. The seismic network operated by the 
Comprehensive Test Ban Treaty Organization (CTBTO) provides an illus-
trative example of how sensors can work to improve transparency. A total of 
170 stations with arrays of seismometers provide data on seismic waves to the 
international community. The data from these stations allow countries around 
the world to detect underground nuclear weapons testing and provide assurance 
that treaty members are adhering to their obligations to refrain from testing.

While sensor technology can improve transparency of the actions, capabilities 
and intent of states, it can also produce new risks of conflict and escalation. 
Sensors are vulnerable to detection by adversaries, though the extent of vul-
nerability depends on sensor type and the number of sensors. 

Some sensors, like radar and sonar, generate traceable signals. Other sensors 
require swarms of collection platforms, which together emit a detectable 
signature. If detected by an adversary, sensors can be viewed as intrusive, 
especially if they are placed on the ground or on the seabed of a target environ-
ment. As such, they may become a source of conflict among states. If the data 
provided by sensors is viewed as providing an asymmetric capability to a state 
or perceived to offer information that enables first strikes against adversaries 
or undermines second strike capabilities, they could become destabilizing.

For example, in the 1960s, the U.S. Navy installed the Sound Surveillance 
System, known as SOSUS, to detect Soviet submarines.118 These fixed net-
works of acoustic hydrophone arrays were mounted on the seafloor through-
out the Atlantic and Pacific oceans near the shores. They were connected 
by underwater cables and transmitted data back to shore stations for further 
analysis. The U.S. government and close allies spied on Soviet submarines for 
decades and would likely have assumed their activities were undetectable—
otherwise, they would have been destabilizing for nuclear deterrence. 

118 The University of Rhode Island, “Sound Surveillance System (SOSUS), https://dosits.
org/galleries/technology-gallery/locating-objects-by-listening-to-their-sounds/
sound-surveillance-system-sosus/

https://dosits.org/galleries/technology-gallery/locating-objects-by-listening-to-their-sounds/sound-surveillance-system-sosus/
https://dosits.org/galleries/technology-gallery/locating-objects-by-listening-to-their-sounds/sound-surveillance-system-sosus/
https://dosits.org/galleries/technology-gallery/locating-objects-by-listening-to-their-sounds/sound-surveillance-system-sosus/
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In recent years, various experts have expressed concerns about the destabilizing 
potential of transparency of second-strike forces.119 Second-strike forces, which 
typically consist of nuclear-armed submarines and/or mobile missile launchers, 
provide a country with assurance of massive retaliation in the event of a first 
strike. If an adversary can accurately detect the locations of such forces, they may 
be able to destroy them and undermine a state’s ability to retaliate.

A combination of sonar sensor networks, commercial satellite imagery, under-
water drones, and AI-enabled analysis may lead to greater transparency of 
the oceans in the future. However, experts remain divided on the potential 
implications for the stealth of submarines for several reasons. The oceans are 
extremely vast, and detecting submarines in real-time, except in chokepoints 
and shallow areas, is likely to remain very challenging. 

Even so, underwater surveillance technologies may add new touchpoints for 
conflict between countries. Though such transparency may provide enhanced 
situational awareness for nuclear decision-makers, it could lead to a greater risk 
of miscalculation, escalation, and use of nuclear weapons.

119 For comments from several experts, see Natasha E. Bajema, “Will AI Steal Submarine 
Stealth?” IEEE Spectrum Magazine, July 2022, https://spectrum.ieee.org/nuclear-submarine

https://spectrum.ieee.org/nuclear-submarine
https://spectrum.ieee.org/nuclear-submarine
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3.3.4. Drones (Unmanned Systems)

Drones refer to any unmanned aircraft or underwater platforms that can carry 
a wide range of sensors (e.g., imaging, infrared, sonar, depth, temperature, 
radar) for intelligence, surveillance, and reconnaissance (ISR) operations as 
well as lethal payloads.120

Prior to the emergence of satellites, most aerial surveillance was carried out 
by manned reconnaissance platforms such as U-2 planes. The development 
of drones, which began during World War I, accelerated significantly during 
the 1960s due to the vulnerability of pilots being shot down on their critical 
ISR missions.121 

Underwater drones have been much slower to develop than their aerial 
counterparts due to the challenges of operating electronics in an underwa-
ter environment. Most of these platforms use active sonar or other sensing 
technologies for their communications and data collection since radio waves 
cannot transmit underwater. Alternatively, they must come to the surface 
to send and receive information or to use GPS location services. Sonar emits 
sound waves that are reflected off of objects with specific signatures, which 
makes such platforms easily detectable. 

Although the first underwater drone was developed as early as 1957, today, 
only a few companies are capable of manufacturing them. However, they 
are much cheaper to produce than manned submarines and are capable of 
performing a wide range of deep sea missions. Like their aerial counterparts, 
underwater drones can also be equipped with payloads for combat missions. 

In the 1990s, drones came into much greater combat use by certain countries 
including the United States, which began to carry out surgical strikes designed 

120 Drones are often called unmanned aerial vehicles (UAVs) or unmanned underwater 
vehicles (UUV). Unmanned aerial vehicles (UAVs) used by militaries are often part of an 
unmanned aircraft system (UAS), which typically includes a ground-based controller and 
communications systems.

121 A U-2 plane was famously shot down over Cuba on October 27, 1962 during the Cuban 
Missile crisis.
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to counter terrorism. Drones were considered attractive weapons given their 
capability of carrying out strikes over contested space. 

Today, more than 95 countries have drones capable of performing combat 
missions, but they are increasingly used for ISR missions as well.122 Advanced 
drones can remain in flight for at least twenty hours, operate at altitudes of 
at least 16,000 feet, and have maximum takeoff weights of more than 1,320 
pounds.123 These drones have a variety of missions including ISR and combat, 
which can produce ambiguity about their real purpose while in flight.

In recent years, commercial drones have advanced rapidly in their capabil-
ities, allowing a greater range of actors to gain access to sophisticated ISR 
capabilities. However, not all commercially-available drones are created equal. 
They vary greatly in their capabilities, including maximum range, altitude, 
payload, as well as their level of autonomy. As drone technology continues to 
advance, these platforms may operate with even greater levels of autonomy 
and eventually gain the ability to swarm, improving both their capability to 
collect information and to threaten larger platforms.

Next-generation drones (e.g., unmanned airplanes, airships, balloons) under 
development in certain countries will be able to remain in flight at extremely 
high altitudes (~65,000 feet) for as long as five years (solar-powered)124. As 
these systems come online in the near future, they will offer a more flexible 
substitute for the persistent coverage provided by satellites; they are easy to 
launch, can be moved, landed and be redeployed. In addition to collecting 
higher resolution imagery, voice and data communications, radar, LIDAR, 
etc., they will experience reduced signal delays when compared to satellites. 
They are also less intrusive than other types of drones since they are capable 

122 For current data, see New America, “World of Drones: Who Has What?”,   
https://www.newamerica.org/international-security/reports/world-drones/
who-has-what-countries-with-armed-drones/ 

123 Michael C. Horowitz, Sarah E. Kreps, and Matthew Fuhrmann, “Separating Fact from Fiction in 
the Debate over Drone Proliferation,” International Security, vol 41, no 2 (2016): 11.

124 Pedro Vicente Valdez and Paulina Wheeler, High Altitude Psuedosatellites: A Technology 
Primer, Washington D.C.: CSIS, July 2019.

https://www.newamerica.org/international-security/reports/world-drones/who-has-what-countries-with-armed-drones/
https://www.newamerica.org/international-security/reports/world-drones/who-has-what-countries-with-armed-drones/
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of monitoring a target without being directly over it (outside adversary’s air 
space) due to their slant angles.

As an ISR platform, drones can support nuclear decision-making by aiding in 
intelligence collection using a variety of sensors. They can increase a state’s mon-
itoring abilities, reveal information about intent and capabilities of adversaries, 
and help to illuminate behavior patterns over time. Sustained and persistent 
flights over potential targets of concern provide greater situational awareness 
that can reduce the risk of miscalculation, escalation, and the risk of nuclear war.

For example, drones can offer real-time information to both sides in a nuclear 
conflict at a lower cost and risk to personnel than manned platforms. The data 
provided could reassure countries that their nuclear-armed neighbors are not 
planning to launch an attack, thus lowering the risk of destabilizing actions. 
Surveillance drones could also help decrease the ability of potential aggressors 
to conduct surprise attacks or engage in covert activities. Adversaries may 
be less likely to launch an attack because they lose the element of surprise. 
Countries can make preparations if they observe any military deployments. 

3.3.5. Satellites

Satellites are platforms placed into orbit to collect data about activities on the 
Earth or to support communications networks. They can be outfitted with 
a wide variety of sensors designed to detect a range of physical conditions: 
imaging, infrared, radar, etc.

For many decades, governments have dominated space surveillance due to 
the exorbitant costs of putting communications and surveillance assets into 
space. Today, there are currently 3,000 active satellites orbiting the Earth; by 
some estimates, there could be 100,000 by the year 2030. A growing number 
of commercial satellites have entered orbit in recent years.125

125 Natasha E. Bajema, “Commercial Satellites Are National Security’s Next 
Frontier,” IEEE Spectrum Magazine, June 2022, https://spectrum.ieee.org/
commercial-satellite-imagery-national-security162

https://spectrum.ieee.org/commercial-satellite-imagery-national-security162
https://spectrum.ieee.org/commercial-satellite-imagery-national-security162
https://spectrum.ieee.org/commercial-satellite-imagery-national-security162
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Several firms are developing satellite constellations to provide continuous 
imaging of the entire earth and sell imagery with high resolutions. Commercial 
firms continue to narrow the gap between their capabilities and those of the 
most advanced governments with increasingly sophisticated space assets. 
These firms typically launch constellations of smaller cheaper satellites (10s 
to 1000s of units per constellation) rather than individual exquisite satellites 
operated by governments. Such satellites cost much less to make and are 
viewed as disposable. 

More satellites in space allow for persistent imaging and broader coverage of the 
Earth’s surface, allowing the same location to be viewed multiple times per day. 
With the help of machine learning tools to analyze massive volumes of data, 
intelligence analysts can now detect subtle shifts in behaviors on the ground.

The increasing number of commercial satellites improves the transparency of 
nuclear weapons-related behaviors and strengthens the ability of third-party 
actors to hold governments accountable. With access to a wealth of open source 
information, nongovernmental researchers need not worry about clearances or 
protecting intelligence sources and methods; they can freely share their findings 
and assessments with the general public.126 Such organizations are more nimble 
and move more quickly than governments and intelligence agencies. 

For example, in 2015, nuclear analysts at the James Martin Center for 
Nonproliferation Studies used metadata and satellite imagery to debunk 
claims of an underground enrichment facility in Iran.127 

126 Jeffrey Lewis, “Ch. 2: Commercial Satellite Imagery,” Applying New Tools to Nonproliferation: 
A Detective Story, Washington D.C.: Nuclear Threat Initiative, April 2016, https://www.nti.org/
analysis/articles/commercial-satellite-imagery/; see also Amy Zegart, “Meet the Nuclear 
Sleuths Shaking Up U.S. Spycraft,” Politico, January 19, 2022, https://www.politico.com/news/
magazine/2022/01/19/nuclear-sleuths-shaking-up-us-spycraft-527319

127 Metadata is the data behind the data; it can include date, time stamps, and other useful 
information. For an image, the can include the date and time the picture was taken, the 
camera that took the shot, settings, software used for image processing, and location. For 
an analysis of the fake nuclear facility in Iran, see Jeffrey Lewis, “That Secret Iranian ‘Nuclear 
Facility’ You Just Found? Not so Much,” Foreign Policy, February 2015, https://foreignpolicy.
com/2015/03/03/that-secret-iranian-nuclear-facility-you-just-found-not-so-much/. 

https://www.nti.org/analysis/articles/commercial-satellite-imagery/
https://www.nti.org/analysis/articles/commercial-satellite-imagery/
https://www.politico.com/news/magazine/2022/01/19/nuclear-sleuths-shaking-up-us-spycraft-527319
https://www.politico.com/news/magazine/2022/01/19/nuclear-sleuths-shaking-up-us-spycraft-527319
https://foreignpolicy.com/2015/03/03/that-secret-iranian-nuclear-facility-you-just-found-not-so-much/
https://foreignpolicy.com/2015/03/03/that-secret-iranian-nuclear-facility-you-just-found-not-so-much/
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At that time, the United States, European Union, and Iran were in the final 
stages of negotiating the Joint Comprehensive Plan of Action (or JCPOA, 
the Iran nuclear deal). In an attempt to derail the negotiations, a dissident 
group called the National Council of Resistance of Iran (NCRI) claimed 
that Iran had constructed another secret underground uranium enrichment 
facility between 2004 and 2008 at Matiran, a company located in the suburbs 
of Tehran. They provided evidence including satellite imagery of the secret 
facility as well as photographs of its hallways and a large lead-lined door to 
prevent radiation leakage. 

Using commercial satellite imagery, experts at the James Martin Center for 
Nonproliferation Studies were able to poke some large holes in the story. They 
found no evidence of unusual construction at the site during the alleged time 
period and zero signatures of a nuclear program. They also discovered the 
image of the same lead-lined door on the website of its manufacturer. Using 
the metadata for the original image, analysts were able to determine its real 
source; the image came from a factory outside of Tehran and not from the 
alleged facility in Matiran.128

Commercial space assets can impact the timeline of important revelations to the 
general public, with major implications for nuclear decision-making in a crisis. 

For example, in 2021, researchers at the Federation of American Scientists 
discovered the existence of three silo fields under construction in China using 
commercial satellite imagery. According to Matt Korda and Hans Kristensen, 
“the images provide a vivid and rare public look into what is otherwise a top-se-
cret and highly sensitive construction program. The Chinese government has 
still not officially confirmed or denied that the facilities under construction are 
silos intended for missiles, and there are many uncertainties and unknowns 
about the nature and role of the facilities.”129 

128 Jeffrey Lewis, “Ch. 4: Metadata,” Applying New Tools to Nonproliferation: A Detective Story, 
Washington D.C.: Nuclear Threat Initiative, April 2016, https://www.nti.org/analysis/articles/
metadata/

129 Matt Korda and Hans Kristensen, “A Closer Look at China’s Missile Silo Construction,” 
Federation of American Scientists, blog post, November 2, 2021, https://fas.org/blogs/
security/2021/11/a-closer-look-at-chinas-missile-silo-construction/ 

https://www.nti.org/analysis/articles/metadata/
https://www.nti.org/analysis/articles/metadata/
https://fas.org/blogs/security/2021/11/a-closer-look-at-chinas-missile-silo-construction/
https://fas.org/blogs/security/2021/11/a-closer-look-at-chinas-missile-silo-construction/
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Today, commercial satellites provide greater transparency of state actions at 
an impressive speed, but both of these features can complicate international 
crises and make them harder to navigate for officials.130 Not having access to 
real-time information can buy time in such situations. Meanwhile, revealing 
accurate information can produce escalation by compelling premature action 
and making it harder for each side to save face. Moreover, once such infor-
mation is shared, even if the conclusions are wrong, it becomes incredibly 
challenging to dispel.

3.3.6. Machine Learning

Machine learning tools are advanced software applications capable of learning 
patterns and detecting anomalies in massive volumes of data collected from a 
wide range of sensors (e.g., imagery, radar, infrared, social media posts) and a 
variety of platforms (e.g., drones, satellites, cyberspace, social media). 

Human capacity for analyzing huge volumes of data is constrained not just by 
time and money, but also by the ability to absorb huge datasets of information 
and derive meaning from them. Machine learning tools, on the other hand, 
can process and analyze huge volumes of data and support decision-making. 
As such, AI-enabled systems may offer decision-makers enhanced situational 
awareness and help to reduce information overload. 

To understand what machine learning can do today, it is helpful to think 
about it as advanced software with specific applications. For many decades, 
programmers have enabled computers and machines to automate processes 
using traditional rule-based programming. 

Traditional software development consists of rule-based (if, then), frame-
based (hierarchies), and logic-based (sets of relationships) programming. This 
type of software is often referred to as an expert system because it relies upon 
the knowledge of subject matter experts for a particular domain. 

130 See Zegart, “Meet the Nuclear Sleuths Shaking Up U.S. Spycraft.”
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To achieve a specific task, programmers draw upon domain expertise to 
develop a set of predetermined rules with fixed conditions for processing 
information. Programmers must anticipate all the necessary rules, features, 
and conditions in advance and write workable code for each of them. The 
resulting software operates as a theory-based simulation capable of reasoning 
based on rules and conditions. Even today, many complex processes continue 
to be automated using this kind of rule-based programming.

The complexity of traditional software is constrained by human capacity to 
fully understand problems and determine a viable solution for solving them. 
Since many complex problems defy human understanding, require massive 
datasets, and/or involve non-linear relationships, the capabilities of traditional 
software remain limited to only solving certain types of problems.

Machine learning tools represent a new way to design computer software and 
make machines intelligent, and are capable of solving problems that are too 
complex for programmers to code in advance. Unlike traditional software, 
machine learning tools are not exclusively programmed. They are designed to 
“learn” from data and then program themselves to produce desired outcomes. 

After processing massive datasets, machine learning tools develop their own 
rules about the relationships between variables and are able to predict behavior 
or outcomes for similar types of data. When put in simple terms, a set of input 
data (A) predicts a response (B) with a certain level of accuracy.

For example, in the case of visual object identification, a machine learning 
tool can be trained to determine if an image contains a dog. The process 
begins with a massive data set of labeled images (tagged as containing a dog 
or no dog). Once data scientists tweak the algorithms to produce the most 
accurate outcomes possible, the machine learning tool can be unleashed to 
begin tagging dog pictures on its own. At this point, the tool has “learned” 
what characteristics in the data indicate that an image contains a dog.
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Machine learning tools are also capable of detecting subtle changes in behavior 
patterns, including those of states, and anomalies that diverge from known pat-
terns of life. In the future, AI-enabled systems may be able to accurately assess 
the meaning behind such behaviors and predict specific actions in advance. 

For example, in 2017, the National Geospatial-Intelligence Agency asked 
researchers at the University of Missouri to develop a machine learning tool 
in order to see how fast and accurately they could identify surface-to-air missile 
sites over a huge area in Southwest China.131 States such as China tend to use 
surface-to-air missile sites to protect locations of high importance or value. 
Identifying such sites quickly can help analysts hone in on important sites to 
study other interesting activities that may occur there.

The team developed a deep learning neural network and used commercial-
ly-available satellite imagery with one-meter resolution. Both the computer 
and the human team correctly identified 90 percent of the missile sites in the 
region of China. However, the computer completed the job 80 times faster 
than humans, taking just 42 minutes to scan an area of approximately 90,000 
square kilometers (about three-quarters the size of North Korea).132

In the coming years, nuclear-armed states will face the temptation to deploy 
machine learning tools in order to illuminate behavior patterns and enhance 
situational awareness to support nuclear decision-making. As noted in a pre-
vious article by one of the authors of this handbook:

“These AI-enabled platforms are expected to go beyond merely providing 
enhanced situational awareness and better early warning to offer U.S. military 

131 Paul Bracken, The Hunt for Mobile Missiles: Nuclear Weapons, AI, and the New Arms Race, 
Philadelphia, PA: Foreign Policy Research Institute, September 2020, https://www.fpri.org/
article/2020/09/the-hunt-for-mobile-missiles-nuclear-weapons-ai-and-the-new-
arms-race/; see also Jeremy Hsu, “AI Can Help Hunt Down Missile Sites in China,” WIRED, 
November 21, 2017,  https://www.wired.com/story/ai-can-help-hunt-down-missile-sites-
in-china/; see also Richard A. Marcum, Curt H. Davis, Grant J. Scott, and Tyler W. Nivin, 
“Rapid broad area search and detection of Chinese surface-to-air missile sites using 
deep convolutional neural networks,” Journal of Applied Remote Sensing, vol 11, no 4 (2017),  
https://ssc.cgi.missouri.edu/jarsPaper.pdf 

132 Hsu, “AI Can Help Hunt Down Missile Sites in China.”

https://www.fpri.org/article/2020/09/the-hunt-for-mobile-missiles-nuclear-weapons-ai-and-the-new-arms-race/
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https://www.wired.com/story/ai-can-help-hunt-down-missile-sites-in-china/
https://www.wired.com/story/ai-can-help-hunt-down-missile-sites-in-china/
https://ssc.cgi.missouri.edu/jarsPaper.pdf
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leaders what is considered the holy grail of operational planning—producing 
strategic warning of adversarial actions in the gray zone (i.e., the competition 
phase), prior to any irreversible moves having been made. Such an advancement 
would allow decision-makers to formulate proactive options (rather than the 
reactive ones of the past) and enable much faster decisions.”133

If applied to the nuclear weapons domain, machine learning tools come with a 
new set of risks that could shape decision-making in a nuclear crisis. For exam-
ple, a nuclear-armed state possessing AI-enabled systems capable of detecting 
the locations of second strike forces may be perceived to have an asymmetric 
advantage over their adversaries that enables preemptive action or incentivizes 
first strike attacks.134 Such a capability would be incredibly destabilizing in a 
conflict between two nuclear-armed states. 

In addition to this scenario, a number of more technical but equally troubling 
risks exist for the nuclear domain when it comes to the application of machine 
learning tools.

The first risk revolves around data. Before an AI-enabled system can solve a 
complex problem, researchers need to assemble training data sets by mining 
websites or aggregating existing data sources. This process is time intensive, 
expensive, boring, and subject to error. As long as humans are involved in the 
process of collecting and assembling the data, there is a chance for a data bias 
that reflects their values or worldviews rather than the operating environment.

To function properly, machine learning tools rely upon massive volumes of 
high quality training data. In most cases, the quality of training data is more 
important for predicting accurate outcomes than the quality of the algorithm 
itself. An average algorithm with high-quality data would be capable of out-
performing a superior model lacking the same quality or quantity of data. 

133 Natasha E. Bajema, “Pentagon Wants AI to Predict Events Before They Occur,” IEEE Spectrum 
Magazine, October 2021, https://spectrum.ieee.org/predictive-ai-pentagon

134 See Geist and Lohn, How Might Artificial Intelligence Affect the Risk of Nuclear War?

https://spectrum.ieee.org/predictive-ai-pentagon
https://spectrum.ieee.org/predictive-ai-pentagon
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However, high-quality data do not yet exist for most complex national security 
problems and are likely to be lacking for the nuclear weapons domain given 
the relative absence of valid data about state behavior during a nuclear crisis. 
Although greater volumes of data exist than ever before, most of the data has 
not been generated or collected to solve specific national security problems, 
such as preventing nuclear war. Consequently, existing data does not match 
up with operational challenges very well. 

Even if relevant training data could be found, the problems of bad data, biased 
data, or unrepresentative data offer key potential points of failure for today’s 
AI-enabled systems when applied to high-risk national security domains. If the 
training data do not match the real-world operational problem set, machine 
learning tools will fail to produce reliable outcomes and recommend valid 
decisions, increasing the risk of failure in life or death situations.

As the second risk, AI-enabled systems continue to be extremely narrow in 
their relevance, presenting another limitation and potential point of failure if 
they are applied to solve a task beyond their original scope. Machine learning 
tools are designed to perform well for the exact case for which they have been 
trained. For this reason, the questions to be answered by a machine learning 
tool need to be well defined in advance. The data would have to be collected 
and prepared specifically to answer those questions. If, for example, the rele-
vant data changes, or there is a need to change the questions to be answered, 
the data scientist must start over with developing a new tool from scratch.

As a further limitation, today’s AI-enabled machines cannot currently transfer 
a learned skill from a particular task and apply it to another related task the 
way humans can. They are not capable of adapting to changes in their context 
unless specifically programmed to do so.

Oftentimes, AI-enabled systems outperform humans so well that it leads to 
confusion about what such systems can and cannot do. Because machine 
learning tools are designed to achieve a specific task, they are constrained in 
their application to a single narrow domain and tend to be task-specific within 
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that domain. Such systems, though powerful for accomplishing their intended 
tasks, are brittle beyond the domain and task for which they were designed. 

The third risk involves the complexity within the AI-enabled systems them-
selves. Deep neural networks are powerful tools for solving complex problems 
because a programmer can add as many algorithmic layers to the network as 
needed to produce desired outcomes with high levels of accuracy. The more 
layers in the deep neural network, the more complex tasks the AI-enabled 
machine can assume. However, the complexity of an AI-enabled system makes 
it more difficult to anticipate how a system might behave, and in the worst 
case, how it might fail. 

Although programmers can easily identify the inputs and outputs in a deep 
neural network, they are less capable of understanding the exact reasoning that 
leads to the outputs of an AI-enabled system—this is often referred to as the 
“black box problem,” which is the fourth problem. 

The lack of explainability, or the “black box problem,” presents another point 
of failure for AI-enabled systems. The greater the complexity of an AI-enabled 
system, the harder it becomes for computer programmers to explain causality 
to users—i.e., how certain inputs lead to certain outcomes. 

For traditional rule-based systems, programmers can trace outcomes or behav-
ior back to a rule or interactions among rules. This is not often the case for 
AI-enabled systems. When computer programmers add more layers to a neu-
ral network to solve complex problems, each additional layer of abstraction 
confounds their ability to understand and explain how the AI-enabled system 
generated its outcomes. Programmers can point to a certain level of accuracy, 
but they cannot definitively provide a specific explanation for outcomes or 
behavior. The lack of transparency makes it difficult for policymakers to 
understand or trust the results coming from AI-enabled systems that are 
designed to support their decision-making processes.
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Network connectivity offers another critical point of failure and major risk for 
AI-enabled systems. To accomplish certain tasks and functions, AI-enabled 
computers and machines require information from either their human opera-
tors or data about their environment from external sensors via communication 
networks. Many computers and machines using AI-enabled software inher-
ently rely upon wired and wireless communication networks for sending and 
receiving vital information to support their automated operations. Without 
continuous datalinks, vital datasets or real-time data streams, a machine may 
fail to adapt to its changing environment or perform its assigned task. In such 
situations, AI-enabled systems may cease to operate entirely.

Like computers and electronics connected to networks, AI-enabled systems 
that rely upon network connections must contend with cyber vulnerabilities. 
As such, the potential of AI-enabled systems will be constrained by both the 
availability and security of network connections around the world. The risks 
extend far beyond breaching the layers of cyber-defense to gain access to and/
or monitor valuable data to include scenarios in which malicious actors can 
sabotage the effective operation of the entire system. Cyber-vulnerabilities 
offer both a potential limitation and a critical point of failure for integrating 
AI into the national security realm.
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3.3.7. Impact of Illuminated 
Behavior Patterns

In the past, decision-makers relied on intelligence analysts for assessments 
of adversary capabilities, intentions, motivations, and behaviors in order to 
implement the details of their nuclear deterrence strategy. Intelligence ana-
lysts produced such assessments based on past trends and by collecting new 
information from “a mix of technical and human sources, including satellite 
imagery, reconnaissance aircraft, and personnel on the ground.”135

Today, intelligence analysts rely to a much greater extent on information tech-
nology for assembling their briefs. Increasingly, intelligence analysts collect a 
growing volume and variety of data streams from different combinations of 
sensors and platforms and use advanced tools to perform big data analytics 
to determine patterns in behavior, identify anomalies, and predict outcomes 
in support of their objectives. In the near-term, “machine learning will be an 
important tool for all-source analysts, who are increasingly required to con-
sider information from a combination of sources, locations, and disciplines 
to understand the global security environment.”136

EDTs that illuminate behavior patterns and improve the transparency of the 
intentions, motivations, and capabilities of nuclear-armed states may seem 
overwhelmingly beneficial for deterrence. However, they alter the context 
of nuclear decision-making in important ways and can produce a variety of 
challenging circumstances for decision-makers in a nuclear crisis. These new 
challenges may in turn have consequences for the nuclear decision-making 
mindset and process, and the nuclear decisions themselves. 

We outline several examples of how EDTs in the aggregate impact nuclear 
decision-making in section 3.5.

135 Durkalec et al, 16.

136 Zachary S. Davis, Artificial Intelligence on the Battlefield. An Initial Survey of Potential 
Implications for Deterrence, Stability, and Strategic Surprise, Livermore, CA: Center for 
Global Security Research, March 2019, 6.
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3.4. Compressing 
Decision 
Timeframes

Since the dawn of the nuclear era, time has represented one of the most cru-
cial elements of nuclear deterrence strategy. The doctrine of mutual assured 
destruction requires that both parties in a nuclear conflict have sufficient time 
to launch a retaliatory attack. If a devastating second-strike retaliation is not 
guaranteed, then the incentives exist for one or both parties to engage in a 
tempting first strike attack to take out the nuclear forces of the other side.137

Already in the 1960s, timeframes for nuclear decision-making have been 
impossibly short with the development of ballistic missiles, which cut existing 
decision times from several hours down to mere minutes. Throughout the 
Cold War, nuclear decision-makers had a maximum of about thirty minutes 
or less to accurately ascertain the launch of a nuclear attack by an adversary 
and to decide upon the appropriate response. 

137 Roberts, February 2021, 6.

A cadet uses a Ludwieg Tube to measure the pressures, temperatures, and flow 
field of various basic geometric and hypersonic research vehicles in the Air Force 
Academy’s Department of Aeronautics, Jan. 31, 2019. USAF /Joshua Armstrong
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The lack of sufficient time not only provides incentives for a first-strike, it might 
even lead to an unintended nuclear war. Without adequate time to respond 
to a nuclear attack alert, decision-makers may quickly find themselves in a 
“use-or-lose” situation and be forced to launch missiles before receiving final 
confirmation of a nuclear attack. Such a scenario has been a real prospect during 
several false alarm situations between the United States and the Soviet Union.138

Consequently, technologies that further compress decision timeframes have 
generally been viewed as destabilizing since they inhibit decision-makers from 
gathering information about the situation, deliberating on alternate courses 
of action, exerting effective control over their nuclear forces, coordinating 
with allies, and communicating with adversaries.139 The absence of sufficient 
time for a response increases the risk of miscalculation, misinterpretation, 
escalation, and ultimately nuclear war.140

Over the past decades, governments of nuclear-armed states have gone to 
great efforts and expense to reduce the timelines needed to launch a retal-
iatory attack by improving rocket engines, developing standard operating 
procedures to reduce the time required by human actions, and by enhancing 
command and control systems to ensure reliable and rapid dissemination of 
launch orders. However, these measures may not be enough to counter the 
reductions in decision timeframes caused by EDTs in the future.

EDTs that compress decision timeframes may undermine key assumptions of 
deterrence including rationality and credibility.

In the following, we provide an overview of several EDTs that may contrib-
ute to compressing decision timeframes in the future: social media, machine 

138 For example, see Eric Schlosser, “World War Three, By Mistake,” The New Yorker, December 
23, 2016, https://www.newyorker.com/news/news-desk/world-war-three-by-mistake 

139 Durkalec et al, 9.

140 For an in-depth analysis of nuclear decision-making windows, see William A. Chambers, 
John K. Warden, Caroline R. Milne, and James A. Blackwell, Presidential Decision Time 
Regarding Nuclear Weapons Employment: An Assessment and Options, Washington 
D.C.: Institute for Defense Analysis, June 2019, https://www.globalzero.org/wp-content/
uploads/2019/11/IDA-Nuclear-Employment-Decision-Time-Assessment.pdf 

https://www.newyorker.com/news/news-desk/world-war-three-by-mistake
https://www.globalzero.org/wp-content/uploads/2019/11/IDA-Nuclear-Employment-Decision-Time-Assessment.pdf
https://www.globalzero.org/wp-content/uploads/2019/11/IDA-Nuclear-Employment-Decision-Time-Assessment.pdf
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learning, autonomous systems, hypersonic weapons, and quantum comput-
ing. We first discuss the specific impacts for each of the individual technologies 
and then discuss the broader implications of such EDTs for decision-making. 

3.4.1. Social Media
Social media refers to online platforms that allow users to create and share 

media content with their social networks. Such platforms move at an extremely 

rapid pace, provide large volumes of information typically without adequate 

verification	of	its	accuracy	or	source,	and	offer	a	new	means	for	shaping	political	

narratives.

In previous sections, we examined the contributions of social media to dis-
rupting information flows and illuminating behavior patterns of adversaries. 
The intense pace of social media platforms may produce a blitz of unverified 
information during a nuclear crisis. Social media compresses decision time-
frames through simultaneous forces: speed and volume.

The speed of information, especially when it shapes a relevant political narra-
tive or informs the crisis, can create growing pressures on decision-makers to 
act. Narratives may begin to form and harden quickly as adversaries and/or 
third parties use AI-enabled bots to automate social media and amplify certain 
messages and hashtags. Significant time may be required in order to refute 
false claims on social media, placing greater pressure on decision-makers to 
act without verified information in a crisis. 

This compulsion to act could be further exacerbated by the tendency for 
disinformation to spread much faster than any rebuttals. By the time deci-
sion-makers have released verified information on social media, the damage 
may have already been done.

Meanwhile, the volumes of such information may produce significant delays 
in the decision-making process. Social media platforms expand upon the vol-
ume, variety, and velocity of information available to decision-makers amid 
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a nuclear crisis. New types of information, especially when provided in real-
time by citizen journalists, may slow down decision-making processes while 
various pieces of information can be properly evaluated, authenticated, and 
confirmed. The enormous volume of data points may contribute to informa-
tion overload for decision-makers, which may lead to decision paralysis and 
possibly worsen a crisis through inaction. 

When confronted by these challenges, governments may be increasingly tempted 
to use AI-enabled systems to lengthen nuclear decision-making windows, which 
carry their own risks for miscalculation, misinterpretation, and escalation.

3.4.2. Machine Learning
Machine learning tools are advanced software applications capable of learning 

patterns and detecting anomalies in massive volumes of data collected from a 

wide range of sensors (e.g., imagery, radar, infrared, social media posts) and a 

variety of platforms (e.g., drones, satellites, cyberspace, social media). 

We have already demonstrated the potential of machine learning as a speed 
enabler for the use of social media and cyber weapons, increasing their ability 
to disrupt information flows and thus the negative impact on decision-mak-
ing. We have also discussed how machine learning tools could be used to 
analyze large volumes of data in a timely manner and illuminate the behavior 
patterns of nuclear-armed states.

Since AI-enabled tools operate at “machine speed” rather than human 
speed, they also tend to accelerate existing decision-making processes. For 
example, AI-enabled tools can absorb massive volumes of information and 
make more accurate predictions in far shorter timeframes than humans. 
Quicker access to actionable information can in turn support faster decisions 
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by decision-makers, and in some cases, buy more time to navigate a crisis.141 
However, if the adversary also possesses such capabilities, this type of auto-
mation could end up compressing decision timeframes on both sides and 
accelerate the speed of a conflict.

AI-enabled automation may also allow military actions to take place at 
greater speeds in the future, increasing the pace of warfare. If governments 
of nuclear-armed states integrate such systems into conventional and nuclear 
operations, it may lead to shorter decision timeframes in a crisis.

Depending on the specific application, machine learning tools can be used 
both to buy additional time for decision-makers and to compress the deci-
sion timeframes of adversaries (and vice versa). In an era in which all types 
of operations are increasingly supported by AI-enabled systems, we expect 
both dynamics will be constantly at play in decision-making. At this time, 
the extent to which decision timeframes will be compressed remains unclear.

Enormous volumes of data produced by a growing number of ISR sensors 
and collection platforms will likely drive decision-makers to seek the assistance 
of machine learning tools to save time in producing analysis and meaningful 
outcomes in a nuclear crisis. However, decision-makers may not stop there 
when it comes to accelerating their ability to respond. 

As they sense that their decision timeframes for reaching effective cost-ben-
efit calculations are growing ever shorter, they may push technologists for 
other ways to buy back some of their decision time, for example, by further 
automating the issuance and execution of nuclear weapons launch orders.142 
While this could extend decision-making windows, it may have little effect 
if adversaries adopt similar strategies. Meanwhile, as automation of nuclear 
weapons systems increases, so do the risks of miscalculation and escalation.

141 The terms automatic, automated, and autonomous are often used interchangeably, which 
has led to a great deal of confusion about their meaning. Automation generally refers to 
the conversion of a manual process performed by humans into one that is performed by a 
software	tool	or	machine.	When	a	specific	task	is	automated,	the	human	operator	is	taken	
out of the loop for a short period of time during its completion.

142 Horowitz, Scharre, and Velez-Green, 4, 14.
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3.4.3. Autonomous Systems

Autonomous systems are unmanned platforms that operate on the ground, 
in the air, and underwater; they perform a full range of capabilities with the 
aid of machine learning software and without input from human operators.143 
Autonomous systems can refer to both stationary software systems and 
robotic machines that move through physical space.

The level of freedom for a robotic machine is defined by the relationship 
between the human and the machine—i.e., where the human is located rela-
tive to the machine on the observing, orienting, decision-making, and action 
(OODA) loop.144 

A human is “in the loop” when all of the machine’s actions and decisions are 
controlled by humans. After the machine performs a task, it waits for humans to 
make a decision before it continues the operation; these are called semi-autono-
mous operations. A human is “on the loop” when the machine senses, decides, 
and acts autonomously with human supervision, allowing for the possibility of 
intervention; these are called supervised autonomous operations. A machine is 
“fully” autonomous when the human is “out of the loop” and cannot intervene 
in the operation; these are called fully autonomous operations.

To operate autonomously, a machine must be able to perceive its environment 
by interpreting real-time data collected through a variety of sensors or trans-
mitted from external sources via communication links. Once a machine has 
processed available data about its environment, it must make a decision on 
the best course of action to accomplish the pre-designated task or function, 
which requires a sophisticated model of how the world works. After a decision 

143 Paul Scharre and Michael C. Horowitz, An Introduction to Autonomy in Weapons Systems, 
Washington D.C.: CNAS, 2015, 5, https://s3.amazonaws.com/files.cnas.org/documents/
Ethical-Autonomy-Working-Paper_021015_v02.pdf?mtime=20160906082257

144 Vincent Boulanin and Maike Verbruggen, Mapping the Development of Autonomy in 
Weapons Systems, Stockholm: SIPRI, November 2017, 13, https://www.sipri.org/sites/default/
files/2017-11/siprireport_mapping_the_development_of_autonomy_in_weapon_sys-
tems_1117_1.pdf

https://s3.amazonaws.com/files.cnas.org/documents/Ethical-Autonomy-Working-Paper_021015_v02.pdf?mtime=20160906082257
https://s3.amazonaws.com/files.cnas.org/documents/Ethical-Autonomy-Working-Paper_021015_v02.pdf?mtime=20160906082257
https://www.sipri.org/sites/default/files/2017-11/siprireport_mapping_the_development_of_autonomy_in_weapon_systems_1117_1.pdf
https://www.sipri.org/sites/default/files/2017-11/siprireport_mapping_the_development_of_autonomy_in_weapon_systems_1117_1.pdf
https://www.sipri.org/sites/default/files/2017-11/siprireport_mapping_the_development_of_autonomy_in_weapon_systems_1117_1.pdf
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is reached, the machine must then interact with the world using specialized 
equipment such as actuators, and navigational capabilities.

Most machines perform autonomous functions, but are not themselves fully 
autonomous.145 In the real world, there is no such thing as full autonomy for 
either humans or machines. Even “fully autonomous” machines, capable of 
operating and performing assigned tasks effectively without human supervi-
sion or intervention, should not be considered to possess full autonomy. Just 
as humans are not capable of performing all types of tasks in every possible 
context with equal proficiency, machines are also similarly constrained by their 
physical context and constant need for external information resources.

To learn and adapt to complex environments, autonomous systems may still 
require external sources of data and/or communication links to perform assigned 
tasks. If the machine is cut off from a vital supply of information either due to 
the failure of an internal sensor or external datalink, it will not be able to perform 
the task—even though it is capable of doing so under certain conditions. 

The trend toward automation has existed in the nuclear domain since the 
dawn of the computer age. After the Soviet detonation of a nuclear weapon 
in 1949, the U.S. government became consumed with developing a national 
air defense system to protect against a nuclear attack delivered by a bomber 
squadron–it was dubbed the Semi-Automatic Ground Environment or 
SAGE system. As its central feature, a computer developed by IBM helped 
to automate the early warning process and interception of such an attack. 
According to IBM, it was designed to “automatically calculate the most effec-
tive use of missiles and aircraft to fend off attack, while providing the military 
commander with a view of an air battle” in real-time.146 

The SAGE system was fully deployed in 1963 with two computers stationed 
at each of 23 centers dispersed throughout the United States, all of which 
145 Paul Scharre, Autonomous Weapons and Operational Risk, Washington, D.C.: CNAS, 

February 2016, 6, https://s3.amazonaws.com/files.cnas.org/documents/CNAS_
Autonomous-weapons-operational-risk.pdf

146 IBM, “SAGE: The First National Air Defense Network, https://www.ibm.com/ibm/history/
ibm100/us/en/icons/sage/ 

https://s3.amazonaws.com/files.cnas.org/documents/CNAS_Autonomous-weapons-operational-risk.pdf
https://s3.amazonaws.com/files.cnas.org/documents/CNAS_Autonomous-weapons-operational-risk.pdf
https://www.ibm.com/ibm/history/ibm100/us/en/icons/sage/
https://www.ibm.com/ibm/history/ibm100/us/en/icons/sage/
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operated in coordination. Although SAGE remained in service until 1984, its 
utility was quickly overtaken by the development of nuclear-armed ballistic 
missiles in the 1960s.

During the 1980s, the Soviet government also integrated automation into 
its nuclear weapons systems–however, it chose a slightly different path. 
Concerned about the dangers of a disarming nuclear strike from the United 
States, the Soviet Union established a network of ground-based sensors 
designed to detect indicators of a nuclear attack. Once detected, the auto-
mated system–called Perimeter or Dead Hand–would launch a retaliatory 
counterattack on its own.147 Though the system was developed to reduce the 
risk of escalation by decision-makers, the prospect of a single error within the 
system generated the risk of unintended nuclear war.148 

Though long forgotten, both of these early efforts presage the dangerous poten-
tial of using machine learning to automate features of the nuclear decision-mak-
ing process. Arguably, that evolution is already underway with the development 
of dual-use ISR capabilities and AI-enabled analytics, which may be used to 
support nuclear decision-making. As other EDTs advance and exacerbate the 
vulnerability of second-strike nuclear forces, nuclear-armed states may become 
more likely to automate many more features of nuclear weapons systems.149

The gradual automation of conventional weapons will also have a negative 
impact on decision times within the nuclear domain. Autonomous weapons 
systems have much greater speed advantages over those systems that continue 
to operate with humans in or on the loop. Unmanned aerial vehicles can 

147 Nicholas Thompson, “Inside the Apocalyptic Soviet Doomsday Machine,” 
WIRED, September 21, 2009. https://www.wired.com/2009/09/mf-deadhand/; 
See also Nicholas Thompson, “The Soviets Built a Doomsday Machine. It’s 
Still Working,” WIRED, September 22, 2009, https://www.wired.com/2009/09/
the-soviets-built-a-doomsday-machine-its-still-working/ 

148 John Borrie, “Cold war Lessons for Automation in Nuclear Weapons Systems,” in VIncent 
Boulanin, ed. The Impact of Artificial Intelligence on Strategic Stability and Nuclear Risk, 
Stockholm, Sweden: SIPRI, May 2019, 47.

149	 Michael	C.	Horowitz,	“Artificial	intelligence	and	nuclear	stability,”	in	VIncent	Boulanin,	ed.	The 
Impact of Artificial Intelligence on Strategic Stability and Nuclear Risk, Stockholm, Sweden: 
SIPRI, May 2019, 79.

https://www.wired.com/2009/09/mf-deadhand/
https://www.wired.com/2009/09/the-soviets-built-a-doomsday-machine-its-still-working/
https://www.wired.com/2009/09/the-soviets-built-a-doomsday-machine-its-still-working/
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swarm their targets and easily overwhelm human-controlled defenses. If coun-
tries fight wars with autonomous machines in the future, there may be no 
decision timeframe whatsoever–at least not on a scale that works for humans.

As a result, autonomous weapons systems could undermine our current under-
standing of the offense-defense balance and jeopardize the proper functioning 
of nuclear deterrence. According to Michael Horowitz, the speed advantage of 
autonomous weapons systems “could potentially threaten first strike stability in 
a crisis. The ability to fight at machine speed means a state could win faster.”150

3.4.4. Hypersonic Weapons

Hypersonic weapons are capable of traveling at speeds higher than Mach 5 
(up to Mach 25) and reaching distant targets (much like ballistic missiles). 
Since the technical barriers remain quite formidable at this time, the United 
States, Russia, and China are the only countries known to be developing these 
systems, with the exception of smaller investments by a few other countries 
such as France, India, Australia and Japan. 

Two classes of hypersonic weapons are currently under development. 
Hypersonic glide vehicles are launched into near space by a rocket before 
gliding in the upper atmosphere to a target. Hypersonic cruise missiles are 
powered by rockets or advanced jet engines called scramjets (supersonic com-
bustion ramjets). Both of these technologies are considered dual-use, and their 
non-military purposes could include space launch, retrieval of spacecraft, and 
transportation of passengers and cargo.

Hypersonic weapons are similar to ballistic missiles, which begs the question 
about how they might affect decision times in the future. Both missile systems 
fly at impressive hypersonic speeds and are capable of striking their targets 
within minutes or hours depending on the distance. They can both carry 

150 Michael C. Horowitz, “When speed kills: Lethal autonomous weapons systems, deterrence, 
and stability,” Journal of Strategic Studies 42, no. 6 (2019): 782.
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conventional or nuclear payloads and can be used to target leadership and 
command and control centers.

However, several characteristics of hypersonic weapons could be game-changing 
when it comes to shaping decision timeframes.151 Hypersonic weapons fly at 
much lower altitudes than other missiles, making them more difficult to detect 
and track. While the launch of hypersonic weapons can be detected by infrared 
sensors on satellites, they are much harder, if not impossible, to detect by 
ground-based radar until relatively late in their flight. This constrains the ability 
of decision-makers to assess the potential targets of these weapons.

The superior maneuverability of hypersonic weapons creates additional uncer-
tainty, which may increase the pressure to act on the part of decision-makers. 
Such weapons can maneuver and change their target and trajectory after 
launch, countering any defensive measures taken against them and obscuring 
the intent of their use. 

Since ballistic missiles follow a predictable trajectory, decision-makers can 
ascertain their launch early in its flight by satellite and assess its target in 
advance by radar. Hypersonic weapons, however, can significantly change 
their course up until the very last minute, making it difficult to ascertain the 
true purpose of an attack.

Moreover, hypersonic weapons are capable of hitting mobile targets, which 
may undermine the credibility assumption of nuclear deterrence. Mutual 
assured destruction (MAD), which underpins nuclear deterrence, ensures 
that both sides will refrain from engaging in a first strike as long as devastating 
retaliation is assured. Second-strike forces such as mobile missile launchers and 
nuclear-armed submarines are viewed as essential for upholding this principle. 

The level of uncertainty produced by hypersonic weapons may thus create incen-
tives for a first strike attack that limits the damage of retaliation and generates “use 
or lose” pressures for decision-makers. Given their advantages, “any government 

151 For a comprehensive analysis, see Dean Wilkening, “Hypersonic Weapons and Strategic 
Stability,” Survival, vol 61, no 5 (2019): 129-148.
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faced with the possibility that hypersonic missiles would be employed against 
it–particularly in a decapitating attack–would plan countermeasures, many of 
which could also be destabilizing.”152 These might include delegating authority to 
use nuclear weapons to lower level commanders, shifting to a launch-on-warning 
posture, or adopting a doctrine of preemption in a crisis. As such, hypersonic 
weapons may increase incentives for nuclear-armed states to act first, distort cost/
benefit calculations, and raise the risks of miscalculation and escalation.

3.4.5. Quantum Computing

Quantum computing refers to a new type of computing that leverages special 
properties of physical matter that occur at the atomic and subatomic levels–at 
the level of less than 100 nanometers. The laws of physics that govern matter at 
the macroscopic level do not apply at the nanoscale, which operates according 
to rules that determine behaviors of individual atoms and subatomic particles, 
such as electrons and photons.

Classical supercomputers use strings of binary bits (0’s and 1’s) to solve com-
plex problems with linear brute force. They use powerful processors to check 
every possible solution before arriving at a final answer. However, there are 
physical limitations to improving their capacity and speed. 

Unlike classical supercomputers, quantum supercomputers use strings 
of qubits to solve complex problems with multi-dimensional, fluid, and 
non-linear analysis. This new type of computing operates at several orders of 
magnitude faster than conventional computers, with the potential to render 
current encryption tools obsolete.

It is hard to imagine the impact of exponential growth in computing speed 
when today’s computers already operate at speeds far too fast for humans 
to follow. Quantum computing will no doubt severely compress decision 

152 Richard H. Speier, George Nacouzi, Carrie Lee, and Richard M. Moore, Hypersonic Missile 
Nonproliferation: Hindering the Spread of a New Class of Weapons, Washington D.C.: RAND 
Corporation, 2017, 17.

https://www.rand.org/pubs/authors/s/speier_richard_h.html
https://www.rand.org/about/people/n/nacouzi_george.html
https://www.rand.org/pubs/authors/l/lee_carrie.html
https://www.rand.org/pubs/authors/m/moore_richard_m.html


A Handbook for Nuclear Decision-Making and Risk Reduction  
in an Era of Technological Complexity104

CHAPTER 3: EMERGING AND DISRUPTIVE TECHNOLOGIES

timeframes for a nuclear crisis and fundamentally alter all aspects of the 
operating environment for nuclear deterrence. 

In addition to defeating today’s most powerful encryption techniques, increased 
computing power produces greater sensitivity to nuances of data, which could 
result in greater transparency, reduced stealth, and greater accuracy in detection 
and targeting. If countries fight wars with autonomous machines that harness 
quantum computing in the future, there may be no decision timeframe what-
soever–at least not on any scale that works for humans.

In the coming years, competition in the field of quantum computing is bound 
to be fierce, given its advantages in speed and defeating encryption.153 As 
quantum technologies near their maturity, perception may be more important 
than a state’s actual capabilities, and fears about advantages of quantum 
computing could cause miscalculation and escalation. Once acquired, 
nuclear-armed states will have great incentives to strike first, for example, to 
take out an adversary’s command and control centers or leadership locations. 

3.4.6. Impact of Compressed 
Decision Timeframes

Since the emergence of ballistic missiles in the 1960s, decision-makers have 
been expected to reach the incredibly difficult choice to use nuclear weapons 
within mere minutes of receiving notification of a pending nuclear attack. Any 
further compressions of such decision times by EDTs are bound to increase 
the risks of miscalculation, misinterpretation, escalation, and nuclear war. 

Several EDTs may accelerate the speed of nuclear conflict in the future and 
alter the context of nuclear decision-making in important ways, producing 
a variety of challenging circumstances for decision-makers. These new 

153 Elsa B. Kania and John K. Costello, “Quantum technologies, U.S.-China strategic competition, 
and	future	dynamics	of	cyber	stability,”	2017	International	Conference	on	Cyber	Conflict,	
Washington D.C., 2017, 97.



   JANNE E. NOLAN CENTER  |  THE COUNCIL ON STRATEGIC RISKS 105

CHAPTER 3: EMERGING AND DISRUPTIVE TECHNOLOGIES

challenges may in turn have consequences for the nuclear decision-making 
mindset and process, and the nuclear decisions themselves.

We outline several examples of how EDTs, in the aggregate, impact nuclear 
decision-making in section 3.5.

3.5. Transforming 
Decision Contexts

Most of our understanding of nuclear deterrence materialized against the 
backdrop of the unique, bi-polar relationship between the United States and 
the Soviet Union and evolved over more than five decades of the Cold War. 

Since the dissolution of the Soviet Union in 1991, however, the emergence of 
a multipolar world, the rise of influential non-state actors, and the develop-
ment of several EDTs, critical questions have been raised about the ongoing 
relevance of deterrence for the 21st century. 

Among these debates is the extent to which certain EDTs might be destabi-
lizing and undermine key tenets of deterrence, leading to an increased risk of 
miscalculation, misinterpretation, and escalation.

In recent years, prominent experts have claimed that dual-use EDTs, such as 
AI, are bringing about a so-called Fourth Industrial Revolution and catalyzing 
profound changes in global affairs.154 For example, the geopolitical playing 
field has leveled off significantly, allowing for new entrants beyond states, as 
a result of broader access to EDTs by a larger number of actors, a trend that 
may have lowered the barriers for exerting global influence.155 In the future, 

154 Klaus Schwab, The Fourth Industrial Revolution, New York: Crown Business, 2017.

155 Kubiak et al, March 2021, 4.
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third-party actors may play an important role in a nuclear crisis and shape it 
in unexpected ways.

EDTs are transforming much more than just power dynamics, they are also 
adding more complexity to future conflicts. In the past, conventional oper-
ations were viewed as largely separate from nuclear operations through the 
existence of redundant support capabilities. Today, the lines between conven-
tional and nuclear conflict have been significantly blurred due to increased 
reliance on overlapping support capabilities, dual-capable delivery systems by 
nuclear-armed states, and the broad dual-use nature of EDTs. Not only are 
EDTs designed to support both conventional and nuclear operations at the 
same time, such technologies also have both military and civilian applications.

Nuclear deterrence strategy is not likely to be immune to the game-changing 
effects of EDTs. Although most decision-makers within nuclear-armed states 
continue to uphold the importance of nuclear deterrence as a key component of 
national security strategy, the decision context for nuclear weapons has become 
increasingly complex and multifaceted as outlined in this handbook. However, 
some EDTs may exert a far greater impact than others, by fundamentally chang-
ing the rules of the game in ways that decision-makers do not yet grasp.

In the future, the mixed and opaque character of EDTs may shape decisions on 
nuclear weapons in unexpected ways, increasing the risk of nuclear war. Faced 
with a nuclear crisis, the leaders of nuclear-armed states may be unable to grasp 
the new technical contours of their environment and thus no longer capable 
of accurately assessing the costs and benefits of different actions. If and when 
this occurs, decision-makers may become more prone to miscalculation and 
misinterpretation, leading to greater risk of escalation and nuclear war.

EDTs that transform decision contexts may undermine key assumptions of 
deterrence including rationality and credibility.

Rather than examine the impact of individual EDTs for transforming the deci-
sion context, we will explore several new dynamics arising from the complex 
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interactions of multiple technologies in this section: 1) the cyber-nuclear esca-
lation dilemma; 2) the asymmetries of AI; and 3) the race for machine speed.

3.5.1. Navigating the Cyber-
Nuclear Escalation Dilemma

Cyber weapons are malicious codes employed by intelligence agencies, militar-

ies, criminals, or other non-state actors that allow access to sensitive information 

and networks in cyberspace, disrupt the functioning of electronic systems, and 

enable sabotage. Cyberspace refers not just to the public Internet but also 

computer networks that are not accessible to the public.

In addition to espionage, cyber weapons can also be used for offensive attacks 

against adversaries in the place of kinetic weapons and designed to produce 

physical effects–e.g., preventing early warning satellites from transmitting critical 

information to decision-makers, disabling parts of an adversary’s electrical grid 

or other critical infrastructure, or rendering strategic communications capabilities 

inoperable.

From a technical point of view, cyber attacks and cyber exploitation are identical 

except for their payload; both use the same access paths and take advantage of 

the	same	vulnerabilities	in	software	and	networks.	This	feature	makes	it	difficult	

for the targeted party to distinguish between cyber attacks and cyber exploitation 

until the physical effects of the former are felt.

In recent decades, much of the world has become reliant on the Internet and 
digital communications networks, opening up the door for the use of sophis-
ticated cyber weapons by a wide range of actors. Such weapons have become 
more capable of producing powerful effects–both digital and physical. Cyber 
weapons may offer a covert and an asymmetric capability, allowing countries 
to prepare the battlefield for either a conventional or nuclear conflict by first 
weakening the adversary. For this reason, we can expect a future crisis between 
two nuclear-armed states to involve some cyber elements. 

Nuclear-armed states have already started using cyberweapons to engage 
in conflict with each other in the gray zone–i.e., at a level that falls below a 
traditional military conflict–due to their “ability to achieve strategic impact 
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while limiting strategic risk.”156 Despite this growing trend, it remains unclear 
what types of cyber attacks within the context of a traditional military conflict 
might escalate to the use of nuclear weapons.

The existence of plentiful cyber-vulnerabilities in digital systems used to sup-
port conventional and nuclear operations represents a tempting opportunity 
to nuclear-armed states seeking to enhance their capabilities vis-a-vis adver-
saries in the event of a conflict. However, the degree to which cyber weapons 
might be used in a conflict between nuclear-armed states would likely vary 
based on the relative reliance of one or both parties on digital technologies 
for carrying out their operations. 

The doctrines of some nuclear-armed states already acknowledge this possibility 
by implying that nuclear weapons might be used in retaliation to cyber attacks 
against command and control or critical infrastructure. In other words, if a nucle-
ar-armed state were to carry out such a cyberattack, it might directly escalate to 
nuclear war. But these principles have yet to be tested in a real-world situation.

Even if nuclear-armed states refrain entirely from using cyber weapons in a 
conflict beyond the usual espionage activities, they may still have to contend 
with third party interference.157 Today, sophisticated cyber attacks are no 
longer the sole purview of states. Open source resources and capabilities have 
empowered a broader set of actors, opening the doors to interference in a 
nuclear crisis. Certain third parties may be tempted to use cyber weapons 
to escalate a crisis between two nuclear-armed states. Due to difficulties in 
attribution, the third party may be able to convince one that the other is at 
fault, leading to escalation and the potential use of nuclear weapons.

To date, we have yet to witness significant escalation of a major conflict 
between nuclear-armed states resulting from the use of offensive cyber attacks. 
Despite their relative maturity as an EDT, decision-makers remain uncertain 

156 Hersman, “Wormhole Escalation”, 95.

157 For an in-depth discussion on the impact of third parties, see Herbert Lin, “Escalation 
Dynamics	and	Conflict	Termination	in	Cyberspace,”	Strategic Studies Quarterly, vol 6, no 3, 
(Fall 2012): 46-70.
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about the consequences of offensive actions in the cyber domain for escalation 
in the nuclear domain, and vice versa. 

Such uncertainty may arise from the fact that cyber weapons and nuclear 
weapons are polar opposites in ways that make it difficult to assess the costs 
and benefits of combining them effectively within a conflict and to anticipate 
the unintended consequences for nuclear deterrence strategy. 

The extreme secrecy of cyber weapons and the transparency required for 
nuclear deterrence strategy “do not mix well.”158 The proper functioning of 
nuclear deterrence requires overt communication of intentions and at least 
some public display of relevant capabilities. Revealing such details in the 
nuclear domain does not alter a nuclear-armed state’s ability to retaliate since 
defending against a nuclear attack is difficult to achieve.

Cyber weapons, on the other hand, must remain clandestine, a characteristic 
which inhibits overt communication of deterrent threats and prevents their use as 
a signaling tool. Since cyber weapons exploit vulnerabilities in networks and soft-
ware code to launch a malicious payload, revealing such a capability would negate 
its value. Once identified, target states could easily remove the vulnerabilities. 

In a crisis, the secrecy of cyberweapons may undermine the proper functioning 
of nuclear deterrence and raise the risk of nuclear war.159 Whereas attributing 
the use of a nuclear weapon by a nuclear-armed state remains relatively simple, 
pinning the responsibility for cyberattacks on the right actor is exceedingly 
difficult and may not be known for some time.

A nuclear-armed state may seek to use cyberattacks to weaken the networks 
and/or space assets of a nuclear adversary to prepare the battlespace in a crisis. 
However, taking such a step could run the risk of escalating a conventional 
conflict to an unintended nuclear war. If vital strategic communications are 

158 Erik Gartzke and Jon R. Lindsay, “The Cyber Commitment Problem and the Destabilization 
of Nuclear Deterrence,” in Bytes, Bombs, and Spies, eds. Herbert Lin and Amy Zegart, 
Washington D.C.: Brookings Institution Press, 2018.

159 Brendan R. Green and Austin Long, “Invisible Doomsday Machines: The Challenges of 
Clandestine Capabilities and Deterrence,” War on the Rocks, December 15, 2017.
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shut down or degraded, the targeted party may perceive themselves to be in a 
“use or lose” situation and launch a retaliatory attack with nuclear weapons. 

Nuclear and cyber weapons also vary significantly in their effects. Any yield 
of nuclear weapons imposes a high level of certain destruction compared to 
their conventional counterparts. 

For cyber weapons, the level of destruction varies widely and success remains 
highly uncertain. Whilst cyberweapons can be extremely nuanced and 
targeted, cyber operations can produce a vast range of outcomes from shut-
ting down a website to catalyzing the meltdown of a nuclear power plant. 
Moreover, a cyberattack could fail to have any effect at all if it is met with an 
unexpected technical obstacle. By comparison, to date, there is no effective 
defense against a nuclear weapon.

3.5.2. Exploiting the Asymmetries 
of Artificial Intelligence

Machine learning tools are advanced software applications capable of learning 

patterns and detecting anomalies in massive volumes of data collected from a 

wide range of sensors (e.g., imagery, radar, infrared, social media posts) and a 

variety of platforms (e.g., drones, satellites, cyberspace, social media). 

In the future, machine learning tools are likely to be used by nuclear-armed 
states to analyze ISR data to identify and predict adversary behaviors in order 
to inform decision-making. Consequently, such tools will improve the trans-
parency of adversarial intent, capabilities, and plans and enhance situational 
awareness of decision-makers for both the conventional and nuclear domains. 
Since these tools will be perceived by the adversary to offer a major advantage, 
contributing to information dominance, they may take countermeasures to 
neutralize them.

As the capabilities of these machine learning tools improve, they may also be 
employed as decision support systems to advise leaders on the use of nuclear 
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weapons in a crisis. Such tools will help decision-makers cope with massive vol-
umes of incoming data to inform their decisions and buy more time to make 
them. However, the more reliant nuclear-armed states become on such tools, the 
greater the temptation adversaries will have to exploit their cyber vulnerabilities.

Machine learning tools employ software, computers, and networks, and thus 
exhibit the same vulnerabilities to cyber-attacks and intrusion as other digital 
technologies. As nuclear-armed states adopt machine learning tools for use 
in the nuclear domain in the future, adversaries may choose to develop asym-
metrical capabilities to target the vulnerabilities of such systems, alongside 
their simultaneous effort to build better AI-enabled systems for themselves. 

To compromise AI-enabled systems, adversaries may use sophisticated cyber 
weapons to shut them down or manipulate the outcomes from behind the 
scenes. To perform the latter objective, they could flood such systems with 
bad data inputs that lead to subtle changes in the algorithms over time. Such 
tools would then produce false outcomes and make flawed recommendations 
to decision-makers. Nuclear-armed states may be able to counter such risks 
by developing AI-enabled cyberdefense systems to protect such support tools. 
However, conducting successful offensive cyberattacks is generally considered 
easier than defending against them.

The implications for using or tampering with such systems amid a nuclear crisis 
are currently unknown. Nonetheless, it will add a layer of complexity to nuclear 
deterrence strategy in the future that decision-makers have yet to encounter, 
increasing the risks of miscalculation, misinterpretation, and escalation.
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3.5.3. The Race for Machine 
Speed on the Battlefield

Autonomous systems are unmanned platforms that operate on the ground, 

in the air, and underwater; they perform a full range of capabilities with the 

aid of machine learning software and without input from human operators.160 

Autonomous systems can refer to both software systems and robotic machines 

that move through physical space.

While the race for machine speed will be driven by the same advances in 
machine learning tools mentioned in the previous section, the dynamics of 
this scenario will differ significantly and occur primarily in the physical world 
via autonomous systems (rather than over digital channels in cyberspace). In 
the future, advances in machine learning tools and other AI systems will drive 
nuclear-armed states toward greater levels of automation in all things to gain 
the advantage of speed in the physical realm, including conventional military 
systems and nuclear weapons systems. 

Automated systems are designed to be rigid by default, and their processing 
systems operate at machine speed. These characteristics allow them to perform 
their assigned tasks with a high level of reliability and speed, but as Horowitz, 
Scharre and Velez-Green suggest, that also means they lack “the flexibility 
humans have to react to events in their broader context.”161 Once activated, 
humans may not have sufficient time to reverse the automated actions that 
will unfold on the battlefield.

Certain aspects of nuclear weapons systems such as early warning and command 
and control have always benefited from some level of automation in order to 
buy needed time for decision-makers to determine the appropriate response. 

160 Paul Scharre and Michael C. Horowitz, An Introduction to Autonomy in Weapons Systems, 
Washington D.C.: CNAS, 2015, 5, https://s3.amazonaws.com/files.cnas.org/documents/
Ethical-Autonomy-Working-Paper_021015_v02.pdf?mtime=20160906082257

161 Horowitz, Scharre, and Velez-Green, 4.

https://s3.amazonaws.com/files.cnas.org/documents/Ethical-Autonomy-Working-Paper_021015_v02.pdf?mtime=20160906082257
https://s3.amazonaws.com/files.cnas.org/documents/Ethical-Autonomy-Working-Paper_021015_v02.pdf?mtime=20160906082257
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Our understanding of nuclear deterrence and its tenets emerged during an era 
when world events took place at the speed of human cognition and action.162 
As more countries develop autonomous systems for conventional military 
use, their ability to carry out operations at machine speeds may increase the 
perceived risk of decapitation or a disarming strike against nuclear forces, both 
of which would threaten the doctrine of assured retaliation. Such fears could 
persuade countries to go as far as increasing the levels of automation within 
nuclear weapons systems themselves.163

The growing trend toward automation across the board places additional 
pressure on decision timeframes for using nuclear weapons while blurring 
the lines between conventional and nuclear systems even further. The lack 
of separation between such systems combined with the increased urgency to 
act may lead to a greater risk of escalation in a nuclear conflict.164 Already 
today, greater automation of systems and processes in the modern world has 
compressed decision timeframes to a point where unintended nuclear war 
might occur simply because humans are not fast enough to stop it. 

3.5.4. Impact of Transformed 
Decision Contexts

Several EDTs may have game-changing effects for nuclear deterrence strategy, 
altering the context of nuclear decision-making in important ways and pro-
ducing a variety of challenging circumstances for decision-makers. These new 
challenges may in turn have consequences for the nuclear decision-making 
mindset and process, and the nuclear decisions themselves.

We outline several examples of how EDTs, in the aggregate, impact nuclear 
decision-making in section 3.5.

162 Durkalec et al, 16.

163 Ibid 4.

164 Hersman, “Wormhole Escalation,” 102.
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3.6. Impact on Nuclear 
Decision-making

In the previous sections, we discussed four categories of effects produced by EDTs 
and described how they might change the context of nuclear decision-making 
in important ways and produce new types of challenges for decision-makers. 

In a future nuclear crisis, however, it is likely that any number of EDTs, rather 
than just a few, will simultaneously shape the mindset of decision-makers and 
possibly the decisions to use nuclear weapons or refrain from their use. 

In the following, we describe the technological complexity decision-makers 
may have to contend with in a crisis between nuclear-armed states.

President Joe Biden meets with Director of Communications Kate Bedingfield, 
Counselor to the President and COVID-19 Response Coordinator Jeff Zients and 
Press Secretary Jen Psaki in the conference room on Tuesday, Feb. 16, 2021.  
White House Photo / Adam Schultz
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1. EDTs may produce a fluid environment with too much 
new information to analyze in a timely manner.

Decision-makers can become overwhelmed by massive volumes of incoming 
information relevant to a crisis, which ironically reduces the clarity they need 
to deliberate effectively.165 Not only will decision-makers have to absorb and 
process greater volumes of information than ever before, they will also have 
to navigate new types of information (e.g., such as real-time and social media 
user-generated), which would require additional time to authenticate and 
confirm. Such information, however, would begin to shape political narra-
tives upon its release to the general public and have influence as a result of its 
subsequent spread on social media.

Different groups of stakeholders may now operate from different playbooks, cre-
ating a situation in which no single group has consumed the same information. In 
the past, an intelligence brief passed down among the ranks within a government 
was considered the operating playbook from which to reach decisions. 

Today, decision-makers receive their information from a variety of sources 
including social media platforms, which means that everyone may now oper-
ate from a slightly different playbook. Since intelligence assessments are pro-
duced based on “past” information, they may come into direct conflict with 
the real-time information provided by social media users during an ongoing 
conflict. This divergence has the potential to slow the decision-making process 
at lower levels all the way up to the leadership level–as intelligence analysts 
scramble to verify and authenticate real-time information. 

2. EDTs may disrupt access to trustworthy information 
and delay the decision-making process.

The lack of trustworthy information may hinder accurate cost-benefit cal-
culations of the alternative courses of actions by decision-makers. Reliable 
information may become obscured or distorted by misinformation, and/

165 Hersman et al, Under the Nuclear Shadow, 39.
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or disinformation campaigns. Since disinformation campaigns are designed 
to exacerbate known cognitive biases, decision-makers may be influenced 
by them. For example, disinformation could be designed to undermine the 
perceived credibility of an adversary’s retaliatory capability and shape how 
decision-makers perceive the alternatives.

The true sources of information or its validity may remain in doubt for a 
period of time, making it difficult to rely upon the content provided for 
reaching decisions. Additional time may be needed to authenticate such 
information, slowing down the decision-making process.

3. EDTs may offer a speedy communication channel 
for the decision-makers of a nuclear-armed 
state, but their use could lead to increased risk of 
misinterpretation.

Social media platforms offer an immediate and transparent channel for com-
munications and signaling in a crisis. Compared to diplomatic cables and 
other forms of official communication, delivering messages over social media 
is speedy, informal and transparent; it is not slowed down by intermediaries 
or bureaucratic processes. However, the informal nature of social media can 
produce confusion between nuclear-armed states during a conflict and could 
lead to miscalculation or escalation. This is especially the case when divergent 
voices across the government express different views over social media without 
any sort of interagency review and coordination.

Inconsistent social media posting by decision-makers in the same country can 
confuse messaging and distort perceptions of official policy. In recent years, 
social media platforms have become an alternate venue to official channels for 
communication and signaling on nuclear weapons issues. 

For example, on January 3, 2018, President Trump referred to Kim Jong Un as 
“little rocket man” and tweeted about his nuclear button, among other things. 
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The posts followed a year of increased tensions between the United States and 
North Korea and could have sparked a nuclear conflict. 

Although social media offers speedy, direct, and transparent communication, 
it can lead to confusion between nuclear adversaries. Such platforms favor 
short messages and are not ideal for crafting nuanced diplomatic messaging 
designed to reassure allies, to deter adversaries, or to signal strategic intentions. 

Moreover, social media use by decision-makers in tense situations could 
make it more possible for third parties to exacerbate a conflict between 
nuclear-armed adversaries (e.g., through hacking social media handles and 
sending out false messages). Certain actors may have incentives to distribute 
and promote disinformation designed to exacerbate a conflict or escalate a 
crisis among nuclear-armed states. As both parties scramble to validate and 
verify the facts, decision-makers may feel increased pressure to act.

4. EDTs may generate an increased urgency to act.

Decision-makers may feel compelled to respond to emerging narratives related 
to nuclear weapons that are supported by unverified information or fueled by 
disinformation campaigns on social media. To prevent these narratives from 
becoming permanently embedded in the public discourse and established as 
“fact,” decision-makers may need to respond prior to the full verification and 
authentication of the information, putting them at a significant disadvantage.

The decentralization of information sources has also contributed to a decline 
in trust in the curated information provided by governments to the general 
public, which can indirectly interfere with the decision-making process. 
Decision-makers may struggle to cope with the viral tendency of disinforma-
tion and grapple with the need to control the narrative.
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5. EDTs may force decision-makers to operate in the 
dark in a crisis.

Decision-makers may find themselves cut off from vital sources of infor-
mation and be forced to make decisions in the dark. Any distrust in the 
functioning of nuclear weapons or early warning systems could exacerbate 
concerns about an impending nuclear attack and put decision-makers under 
the pressure of a “use or lose” situation. As a result, they may become more 
prone to miscalculation and display an increasing urgency to act, even in 
the absence of information.

6.  EDTs may empower third party actors and enable 
them to have disproportionate influence on the 
narratives during a nuclear crisis.

Clear communications between nuclear-armed adversaries and accurate per-
ception remain absolutely essential for navigating nuclear crises and preventing 
nuclear war. Some EDTs may empower third parties in ways that were not possi-
ble in the past due to increasing access to tools of influence (e.g., cyber weapons, 
deep fakes, social media). Today, malicious non-state actors, criminals, hackers, 
and other countries without nuclear weapons can not only leverage EDTs to 
manipulate the information available to nuclear-armed states, but they can also 
pit them against each other. Decision-makers may thus have to contend with 
political interference by third parties while they navigate a conflict.

7. EDTs may provide sensitive information about the 
intentions, motivations, and capabilities of nuclear-
armed adversaries, but they can also be used by 
those adversaries as tools of interference.

Since the dawn of the Internet, decision-makers of nuclear-armed states have lev-
eraged cyberweapons to go behind the lines of their adversaries and learn sensitive 
information about their intentions, capabilities, and plans. Decision-makers have 
become painfully aware that such tools also can be used on them by adversaries.
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Further, learning such details does not always enhance nuclear deterrence or 
strengthen strategic stability. Information about the capabilities and inten-
tions of adversaries acquired from cyberespionage activities can undermine 
the credibility of an adversary’s nuclear force posture if actual capabilities and 
the will to exercise them are not commensurate with the official statements. 
If an adversary were to discover the leak of nuclear-related information and 
become concerned about the perceived credibility of their nuclear forces, it 
could lead to instability and escalation.

Similar trends are evident with exploiting open source information on social 
media. Although social media may provide improved transparency of nucle-
ar-armed adversaries, that feature can go both ways. In fact, adversaries may 
be only active on social media platforms to use resulting data, exploit any 
asymmetry of general public access to such tools, and learn more about other 
nuclear-armed states. The more decision-makers rely on social media tools, 
the more they may also expose themselves to adversaries.

In the future, nuclear-armed states are likely to leverage AI-enabled systems to 
learn about their adversaries, who can do the same and/or target those systems 
with cyber-sabotage operations.

Like computers and electronics connected to networks, AI-enabled systems 
that rely upon network connections must contend with cyber-vulnerabilities. 
As such, the potential of AI-enabled systems will be constrained by both the 
availability and security of network connections around the world. The risks 
extend far beyond breaching the layers of cyber-defense to gain access to 
and/or monitor valuable data to include scenarios in which malicious actors 
can secretly sabotage the effective operation of the entire system. Cyber-
vulnerabilities offer both a potential limitation and a critical point of failure 
for integrating AI into the national security realm.
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8. EDTs may allow third party actors to help hold 
governments accountable for their nuclear decisions 
and blow the whistle on their clandestine activities.

Social media platforms have democratized the ability to gain access to and dis-
tribute open source intelligence, allowing third party actors new opportunities 
to shape global affairs. For example, non-government analysts leverage social 
media and a variety of sensors (e.g., video, satellite imagery) to obtain data in 
near-real time, make sensitive disclosures, and hold governments accountable. 

These new capabilities may allow third parties to have direct influence on a 
nuclear crisis in the future, preventing governments from hiding their actions 
and forcing earlier disclosures of sensitive information than may be desired by 
decision-makers.166 From the perspective of decision-makers, these non-gov-
ernmental organizations may interfere with challenging decision-making pro-
cesses and interrupt back channels with adversaries by prematurely revealing 
information to the world. These actions may constrain the options available 
to decision-makers for resolving a conflict with a nuclear-armed state.

At the same time, malicious non-state actors, criminals, hackers, and countries 
without nuclear weapons could leverage EDTs to manipulate the information 
available to nuclear-armed states in order to exacerbate a crisis between them.

166 See Amy Zegart, “The Self-Appointed Spies Who Use Google Earth to Sniff Out Nukes,” 
The Atlantic, September 6, 2019,  https://www.theatlantic.com/ideas/archive/2019/12/
new-nuclear-sleuths/602878/; See Also, Amy Zegart, “Spies Like Us: The Promise and Peril 
of Crowdsourced Intelligence,” Foreign Policy, July/August 2021, https://www.foreignaffairs.
com/reviews/review-essay/2021-06-22/spies-us

https://www.theatlantic.com/ideas/archive/2019/12/new-nuclear-sleuths/602878/
https://www.theatlantic.com/ideas/archive/2019/12/new-nuclear-sleuths/602878/
https://www.foreignaffairs.com/reviews/review-essay/2021-06-22/spies-us
https://www.foreignaffairs.com/reviews/review-essay/2021-06-22/spies-us
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9. EDTs may provide new touchpoints for conflict 
between nuclear-armed states.

Several dual-use EDTs may exacerbate conflicts between nuclear-armed states. 
In the past, the discovery of surveillance operations sometimes led to escala-
tion in conflicts. 

Nuclear-armed states may be “more willing to deploy drones into dangerous 
areas and more willing to shoot down another country’s drones in a contested 
area compared to inhabited aircraft… [and] less willing to escalate in response 
to their own country’s drone being shot down.”167 

Even when used for intelligence, surveillance and reconnaissance (ISR), 
dual-use drones could exacerbate tensions between nuclear-armed states and 
produce new touchpoints for nuclear conflict given their many advantages. As 
noted in a 2018 study “...they [ISR drones] do offer substantial improvements 
in a state’s ability to sustain conflict, decapitate an adversary’s leadership, 
increase the certainty of punishment, reduce the lag time between decision 
and strike to zero, and impose disproportionate costs on a target.”168

The ability of ISR drones to enter and monitor contested areas and their 
ambiguous mission sets may generate conflict in the air and the sea. Although 
drones operate most effectively in permissive airspace, where there is a rela-
tively low risk of being shot down, countries appear to value drones differently 
from manned aircraft.169 Drones are multi-functional and diverse platforms 
that can carry a wide variety of different sensors as well as lethal payloads. 

By removing the potential for human casualties, drones can lower the cost of 
ISR missions, but they also reduce the cost of engaging in countermeasures. 

167 Michael C. Horowitz, Paul Scharre, and Ben FitzGerald, Drone Proliferation and the Use of Force: 
An Experimental Approach, Washington D.C.: Center for a New American Security, 2017, 8.

168	 Amy	Zegart,	“Cheap	flights,	credible	threats:	The	future	of	armed	drones	and	coercion,”	
Journal of Strategic Studies (2018): 27.

169 Natasha E. Bajema, “To Protect Against Weaponized Drones, We Must Understand 
Their Key Strengths,” IEEE Spectrum Magazine, May 2021, https://spectrum.ieee.org/
to-protect-against-weaponized-drones-we-must-understand-their-key-strengths

https://spectrum.ieee.org/to-protect-against-weaponized-drones-we-must-understand-their-key-strengths
https://spectrum.ieee.org/to-protect-against-weaponized-drones-we-must-understand-their-key-strengths
https://spectrum.ieee.org/to-protect-against-weaponized-drones-we-must-understand-their-key-strengths
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Countries are more likely to shoot down a drone than a manned aircraft, 
which tend to fly at low altitudes and slow speeds. Such temptation could 
increase the risk of escalation. Adversaries may also resort to other modes of 
interference if they identify any cyber vulnerabilities in the data links between 
drones and remote pilots that allow for jamming, hacking, and spoofing.

The dual-use nature of drone ISR became evident at the start of the U.S. 
Department of Defense’s Project Maven, which was created in 2017.170 The proj-
ect aimed to create an AI-enabled tool using computer vision that could process 
massive volumes of video footage collected from drones during counterterrorism 
missions. The project became controversial at Google, an original contractor on 
the project, due to its dual-use nature.171 The ISR data would help to reduce risk 
and save lives, but it might also be used to target and destroy other lives.

Drone ISR capabilities belong to a growing dual-use category of nuclear-relevant 
capabilities, which along with early warning, communications systems and 
AI-enabled systems, increases the entanglement of conventional/nuclear assets.172

170 Cheryl Pellerin, “Project Maven to Deploy Computer Algorithms to War Zone by 
Year’s End,” DoD News, July 21, 2017, https://www.defense.gov/News/News-Stories/
Article/Article/1254719/project-maven-to-deploy-computer-algorithms-to-
war-zone-by-years-end/; for a more recent take, see also Nathan Strout, 
“Intelligence agency takes over Project Maven, the Pentagon’s signature AI scheme,” 
C4ISRNET, April 27, 2022, https://www.c4isrnet.com/intel-geoint/2022/04/27/
intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/

171 Tom Simonite, “Three Years after the Project Maven Uproar, Google Cozies 
to the Pentagon,” WIRED,  November 18, 2021, https://www.wired.com/
story/3-years-maven-uproar-google-warms-pentagon/ 

172 James M. Acton, “Escalation through Entanglement: How the Vulnerability of Command-
and-Control Systems Raises the Risks of an Inadvertent Nuclear War,” International Security, 
vol 43, no 1 (August 2018): 58.

https://www.defense.gov/News/News-Stories/Article/Article/1254719/project-maven-to-deploy-computer-algorithms-to-war-zone-by-years-end/
https://www.defense.gov/News/News-Stories/Article/Article/1254719/project-maven-to-deploy-computer-algorithms-to-war-zone-by-years-end/
https://www.defense.gov/News/News-Stories/Article/Article/1254719/project-maven-to-deploy-computer-algorithms-to-war-zone-by-years-end/
https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/
https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/
https://www.wired.com/story/3-years-maven-uproar-google-warms-pentagon/
https://www.wired.com/story/3-years-maven-uproar-google-warms-pentagon/
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10. EDTs may provide greater levels of transparency 
of nuclear-armed state behavior than ever before, 
introducing new risks for nuclear decision-making.

Never before have decision-makers had so much data at their fingertips, a con-
dition made possible by the combination of sophisticated sensors collecting 
information on subtle nuances in behavior, complete coverage of the Earth by 
commercial satellites around the clock, and the development of AI-enabled 
tools to analyze and interpret massive volumes of data. 

Greater transparency in the intentions, motivations, and capabilities of adver-
saries may offer decision-makers enhanced situational awareness, but such an 
advantage may have unintended consequences. As Lieber and Press suggest, 
“taken together, these developments are making the task of securing nuclear 
arsenals against attack much more challenging.”173

Better transparency tools will enable decision-makers to quickly and more 
accurately track emerging threats, predict threats far in advance by deciphering 
adversarial intent from capabilities and actions, and shape military responses 
to possible adversarial actions, increasing the probability of achieving desired 
outcomes.174 However, improved transparency may threaten or could be 
perceived to threaten the survivability of second-strike nuclear forces, if such 
technologies are perceived to provide asymmetric advantages or incentivize 
preemptive action.

In such a case, an adversary might counter the threat using cyberweapons or 
other means and/or to preemptively escalate a conflict–especially if AI-enabled 
systems could offer accurate tracking of mobile missile launchers and nucle-
ar-armed submarines. Such technologies would improve the chance of a disarm-
ing counterforce attack and erode confidence in mutual assured retaliation.175

173  Keir Lieber and Daryl G. Press, “The New Era of Counterforce: Technological Change and the 
Future of Nuclear Deterrence,” International Security, vol 41, no 4 (2017): 9-10.

174 Roberts, February 2021, 10, 15.

175 Roberts, February 2021, 8; see also Joshua Rovner, “Give Instability a Chance?” War on the 
Rocks, July 28, 2020.
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11. EDTs may encourage the premature integration of 
machine learning into decision support systems for 
nuclear weapons.

As decision-makers are bombarded with growing volumes of information 
and unable to derive sufficient meaning in the future, they will increasingly 
look to AI-enabled decision-support systems for assistance. Such platforms 
could provide “a continuous flow of actionable information that could be 
fed directly into simulation software, helping generate alternative courses of 
action that are tightly coupled to the real-world context.”176

Although the concept of big data is not new, governments and other organi-
zations have recently become much more capable of leveraging and analyzing 
massive volumes of both structured and unstructured data using machine 
learning tools to inform their decisions. The trend toward the use of machine 
learning tools will increase rapidly in the coming years, especially given recent 
advances in their capabilities and the massive volumes of data generated by 
sensors (e.g., text, imagery, infrared, LIDAR) placed on a growing number of 
diverse platforms (e.g., social media, cyberspace, aerial and underwater drones, 
commercial satellites). 

Since access to information about an adversary’s capabilities, motivations, 
and intentions is essential for the operation of nuclear deterrence, it is only 
natural that decision-makers will lean on machine learning tools for support. 
Using such tools, decision-makers may experience greater levels of visibility 
and transparency of adversarial behavior than ever before, possibly pulling 
back the veil on their intentions. 

However, we outlined several technical risks in section 3.26 that would be 
greatly exacerbated with the premature integration of AI-enabled systems in 
the nuclear domain. In addition to these technical risks, machine learning 
tools may also exacerbate certain cognitive biases among decision-makers. 

176 Durkalec et al, 16.
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For example, decision-makers may experience a false sense of confidence in infor-
mation when it is provided by an AI-enabled system due to its perceived objectivity 
and authoritativeness.177 Decision-makers may place too much trust in such sys-
tems and fail to question the outcomes, reaching decisions that are based on signifi-
cant miscalculations if the tools do not function as advertised.178 Such systems tend 
to provide an illusion of certainty, when they themselves produce results based on 
probabilistic assessments, and may tempt decision-makers, as James Johnson notes 
in a 2020 study “to act with confidence and certainty in response to situations that 
would be better managed with caution and prudence.”179

Alternatively, the outcomes of AI-enabled decision support systems may be per-
ceived as “just another piece of data in a flood of information that leads to contra-
dictory insights, confusion, and decision paralysis.”180 As such, decision-makers 
“may find it difficult to trust the outcomes or recommendations provided by a 
machine learning tool when they are unable to directly verify them.”181

12. EDTs may allow for decision-makers to someday 
predict the behaviors of nuclear-armed states.

Today’s machine learning technologies can detect subtle patterns in seemingly 
random data and may soon be capable of making accurate predictions about 
adversaries in the near-term. Such tools may support decision-makers by 
enabling prospects for strategic warning in the future.

Throughout the Cold War, both U.S. and Soviet policymakers were desperate for 
any information that could help anticipate nuclear moves in advance. In the 1980s, 
the Soviet Union created an intelligence program, known as RYaN, to anticipate 
a nuclear attack based on data indicators and computer assessments. Operated by 

177 Roberts, February 2021, 6; see also Durkalec et al, 17.

178 Beyza Unal and Patricia Lewis, Cybersecurity of Nuclear Weapons Systems Threats, 
Vulnerabilities and Consequences, London, UK: Chatham House, January 2018, 9.

179 James Johnson, “Delegating strategic decision-making to machines: Dr. Strangelove 
Redux?” Journal of Strategic Studies (2020): 3-4, 10.

180 Durkalec et al, 17.

181 Kubiak at al, March 2021, 3.
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the KGB, more than 300 officers were tasked to examine as many as 292 indicators 
marked as “signs of tension” for a U.S. preemptive nuclear strike.182

The Soviets wanted to achieve a strategic warning capability—i.e., to predict 
the start of a nuclear war from a wide variety of indicators—as much as 
six months to a full year in advance. To do this, the Soviets would need to 
study “thousands of characteristics.”183 They tracked the physical location 
of U.S. nuclear warheads and monitored activities at U.S. embassies and 
NATO, unplanned movement of senior officials, FEMA preparations, mil-
itary exercises and alerts, scheduled weapons maintenance, leave policies for 
soldiers, visa approvals and travel information, and U.S. foreign intelligence 
activities.184 They even considered the removal of documents related to the 
American Revolution from public display as a potential indicator of war.185

Massive amounts of data were fed into a computer model to “calculate and 
monitor the correlation of forces, including military, economy, and psycholog-
ical factors, to assign numbers and relative weights.”186 Using only primitive 
computers, RYaN had one objective: to predict a surprise nuclear attack from 
the United States.

In the future, large volumes of data provided by a powerful combination of 
sensors and platforms and analyzed and interpreted by machine learning tools 
may enable decision-makers to predict the actions of their adversaries more fully.

182 Bernd Schaefer, Nate Jones, and Benjamin B. Fischer, “Forecasting Nuclear War,” The Wilson 
Center, https://www.wilsoncenter.org/publication/forecasting-nuclear-war

183 “Ministry of State Security (Stasi), ‘About the Talks with Comrade V. A. Kryuchkov’,” 
November 07, 1983, History and Public Policy Program Digital Archive, Nr. 2020, S. 1-7. 
Translated by Bernd Schaefer. https://digitalarchive.wilsoncenter.org/document/119320

184 “Committee for State Security (KGB), ‘Indicators to Recognize Adversarial Preparations for 
a Surprise Nuclear Missile Attack’,” November 26, 1984, History and Public Policy Program 
Digital Archive, Nr. 11792, S. 25-38. Translated by Bernd Schaefer. https://digitalarchive.
wilsoncenter.org/document/119338; “Ministry of State Security (Stasi), Brief Note, ‘Issues to 
Discuss with the Leadership of the KGB of the USSR’,” January 14, 1983, History and Public 
Policy Program Digital Archive, Nr. 5172, S. 33-36. Translated by Bernd Schaefer. https://
digitalarchive.wilsoncenter.org/document/119308

185 Nate Jones and J. Peter Scoblic, “The Week the World Almost Ended, Slate, April 13, 2017, 
https://slate.com/news-and-politics/2017/06/able-archer-almost-started-a-nuclear-
war-with-russia-in-1983.html

186 Schaefer et al, “Forecasting Nuclear War.”

https://www.wilsoncenter.org/publication/forecasting-nuclear-war
https://www.wilsoncenter.org/publication/forecasting-nuclear-war
https://digitalarchive.wilsoncenter.org/document/119320
https://digitalarchive.wilsoncenter.org/document/119320
https://digitalarchive.wilsoncenter.org/document/119338
https://digitalarchive.wilsoncenter.org/document/119338
https://digitalarchive.wilsoncenter.org/document/119338
https://digitalarchive.wilsoncenter.org/document/119308
https://digitalarchive.wilsoncenter.org/document/119308
https://digitalarchive.wilsoncenter.org/document/119308
https://slate.com/news-and-politics/2017/06/able-archer-almost-started-a-nuclear-war-with-russia-in-1983.html
https://slate.com/news-and-politics/2017/06/able-archer-almost-started-a-nuclear-war-with-russia-in-1983.html
https://slate.com/news-and-politics/2017/06/able-archer-almost-started-a-nuclear-war-with-russia-in-1983.html


   JANNE E. NOLAN CENTER  |  THE COUNCIL ON STRATEGIC RISKS 127

CHAPTER 3: EMERGING AND DISRUPTIVE TECHNOLOGIES

Several governments are already developing tools capable of predicting adver-
sarial behavior in advance and providing enhanced situational awareness.187 
For example, the U.S. Department of Defense has conducted a series of tests 
called the Global Information Dominance Experiences (GIDE) to demon-
strate the capabilities of three interlinked AI-enabled tools called Cosmos, 
Lattice, and Gaia.188 Together, these decision tools are designed to anticipate 
what adversaries will do ahead of time, allowing U.S. military leaders to pre-
empt the actions of adversaries and deny them any perceived benefits from 
taking any predicted actions.

Though such capabilities may improve the situational awareness of deci-
sion-makers, the consequences of such prediction capabilities for nuclear 
deterrence could be far less positive since they may enable preemptive action 
and support a nuclear first strike.

13.  EDTs may lead to more blurred lines between 
conventional and nuclear weapons systems.

In the past, conventional operations were largely separate from nuclear opera-
tions through the existence of redundant support capabilities. Today, the lines 
between conventional and nuclear conflict have been significantly blurred due 
to increased reliance on overlapping support capabilities and dual-capable 
delivery systems by nuclear-armed states.189

The conventional domain will increasingly depend on AI-enabled systems 
and autonomous systems for carrying out their operations in the future. In 
some cases, decision-makers may rely on some of the same systems to support 

187 Bajema, “Pentagon Wants AI to Predict Events Before They Occur.” see also David 
Nield, “The Pentagon Is Experimenting With AI That Can Predict Events ‘Days in 
Advance,’” Science Alert, August 4, 2021, https://www.sciencealert.com/the-pen-
tagon-is-experimenting-with-ai-that-can-predict-events-days-in-advance; 
see also Theresa Hitchens, “DoD Enjoins Congress For Flexibility To Buy JADC2 
Tech Fast,” Breaking Defense, April 15, 2021, https://breakingdefense.com/2021/04/
dod-enjoins-congress-for-flexibility-to-buy-jadc2-tech-fast/ 

188 U.S. Air Force, “NORAD, USNORTHCOM lead 3rd Global Information Dominance Experiment,” 
July 22, 2021, https://www.af.mil/News/Tag/202708/gide/

189 See Hersman, “Wormhole Escalation.”

https://www.sciencealert.com/the-pentagon-is-experimenting-with-ai-that-can-predict-events-days-in-advance
https://www.sciencealert.com/the-pentagon-is-experimenting-with-ai-that-can-predict-events-days-in-advance
https://breakingdefense.com/2021/04/dod-enjoins-congress-for-flexibility-to-buy-jadc2-tech-fast/
https://breakingdefense.com/2021/04/dod-enjoins-congress-for-flexibility-to-buy-jadc2-tech-fast/
https://breakingdefense.com/2021/04/dod-enjoins-congress-for-flexibility-to-buy-jadc2-tech-fast/
https://breakingdefense.com/2021/04/dod-enjoins-congress-for-flexibility-to-buy-jadc2-tech-fast/
https://www.af.mil/News/Tag/202708/gide/
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nuclear weapons decisions, as they already do for early warning and commu-
nications. The increasing entanglement of conventional and nuclear weapons 
systems may lead to a greater risk of miscalculation, misinterpretation, and 
escalation in a nuclear crisis.

14.  EDTs may generate a greater risk of miscalculation 
among decision-makers unfamiliar with the new 
contours of their operating environment.

The technological context has changed dramatically since the Cuban Missile Crisis 
in the early 1960s–the era in which experts first articulated the rules of nuclear 
deterrence strategy. The current and future ability of decision-makers to perform 
accurate cost-benefit calculations requires that they have an in-depth understand-
ing of their environment and the implications of various actions. In addition to 
major geopolitical shifts, the emergence of new domains (cyber and space), the 
digitization of conventional and nuclear operations, and the growing influence 
of non-state actors on the global stage have added new layers of complexity to the 
decision context for nuclear weapons. And yet, many decision-makers continue 
to operate under the same assumptions they held in the past.
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Table 2. The following table shows the proposed links between the EDTs covered in this 
handbook, their effects on the decision-making context, and the potential consequences 
for	a	nuclear	crisis.	While	certain	EDTs	exert	specific	types	of	effects,	there	is	a	great	deal	of	
overlap across their potential consequences.

Emerging and 
Disruptive 
Technologies

Technological 
Effect

Potential Changes to the 
Decision-making Context

Potential Consequences

• Social media

• Deep fakes

• Cyber 
weapons

• Electronic 
warfare 
  
  
  
  
 
 

Disrupting 
information 
flows

• Too much information and an 
inability by decision-makers to 
process the data

• Lack of trustworthy information 
and	difficulty	distinguishing	
fact	from	fiction

• Mixed signals to or from 
adversaries

• Perceived need to act fast due 
to speed of information

• Denial of vital information 
forces decision-makers to 
operate in the dark

• Potential for third party 
interference

• Sub-optimal cost-
benefit	calculations	
or miscalculations

• Decision delays for 
authentication and 
verification

• Decision paralysis 
due	to	conflicting	
information

• Growing interest in 
AI-enabled decision 
support systems

• Misinterpretation of 
adversarial intent

• Cyber 
weapons

• Social media

• Sensors

• Drones

• Satellites

• Machine 
learning

Illuminating 
behavior 
patterns

• Premature disclosure of 
government actions by third 
parties

• Increased use of AI-enabled 
tools to ascertain meaning 
from massive volumes of data

• Distrust in AI-enabled systems 
by decision-makers

• Greater vulnerability to 
adversarial interference

• New	touchpoints	for	conflict	
and escalation

• Vulnerability of second-strike 
forces due to transparency 
and tracking

• Heightened risk of preemptive 
war	and	first	strikes

• Increased pressure 
to act

• Misinterpretation of 
adversarial intent

• Miscalculations 
based on false 
positives from 
AI-enabled systems

• Adversarial sabotage 
of AI-enabled 
systems

• Miscalculations due 
to cognitive biases 
that work against 
AI-enabled systems

• Greater risk of 
escalation
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Emerging and 
Disruptive 
Technologies

Technological 
Effect

Potential Changes to the 
Decision-making Context

Potential Consequences

• Social media

• Machine 
learning

• Autonomous 
systems

• Hypersonic 
weapons

• Quantum 
computing

Compressing 
decision time 
frames

• Perceived need to act fast due 
to speed of information

• Increased use of AI-enabled 
tools to ascertain meaning 
from massive volumes of data

• Accelerated	speed	of	conflicts

• Greater entanglement 
between conventional and 
nuclear domains

• Vulnerability of second-strike 
forces due to the speed of 
conflict

• Heightened risk of preemptive 
war	and	first	strikes

• Increased pressure 
to act

• Greater risk of 
miscalculation and 
escalation

• Miscalculation based 
on false positives 
from AI-enabled 
systems

• Adversarial sabotage 
of AI-enabled 
systems

• Misinterpretation of 
adversarial intent

• Miscalculation due to 
automation bias

• Cyber 
weapons

• Machine 
Learning

• Autonomous 
Systems

Transforming 
the decision 
context

• Inadequate understanding of 
the operating environment

• Greater entanglement 
between conventional and 
nuclear domains

• Increased use of AI-enabled 
tools to ascertain meaning 
from massive volumes of data

• Vulnerability of second-strike 
forces due to the speed of 
conflict

• Heightened risk of preemptive 
war	and	first	strikes

• Greater risk of 
miscalculation and 
escalation

• Misinterpretation of 
adversarial intent

• Miscalculation due 
to cognitive biases 
that work against 
AI-enabled systems 
or automation bias

Table 2, cont.
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3.7. Discussion 
Questions and 
Thought Exercises

In the following, we have assembled a list of questions and thought exercises 
for educational purposes and to stimulate further thought and discussion.

1. Should decision-makers or their close aides be allowed to use social 
media to articulate their divergent views during a nuclear crisis? If not, 
what best practices would you recommend to nuclear-armed states 
to avoid confusion about their messaging during a nuclear conflict?

2. Should decision-makers respond to potential disinformation released 
during a nuclear crisis before such content can be verified and/or 
authenticated? What are the risks and benefits of taking action right 
away versus waiting?

3. Thought Exercise: Read “Russia seeks UN probe of claims on 
Ukraine biological labs” and “What is a dirty bomb and why is Russia 
talking about it?”190 Let’s say your country has entered into a crisis 
with another nuclear-armed state, and they have released this type of 
disinformation about your country. What are the possible objectives 
of this disinformation and how would you best counter it?

4. Should decision-makers leverage user-generated information on a 
social media platform or an app? What are the risks and benefits?

5. Social media users in a nuclear adversary have released video footage 
of demonstrators protesting oppressive policies adopted by the 

190 Edith M. Lederer, “Russia seeks UN probe of claims on Ukraine biological labs,” Associated 
Press, October 25, 2022, https://apnews.com/article/russia-ukraine-europe-unit-
ed-states-nations-biological-weapons-a782591e10eae1530671500710c0b79f; Brad Lendon, 
What is a dirty bomb and why is Russia talking about it?,” CNN, October 25, 2022, https://
www.cnn.com/2022/10/25/europe/dirty-bomb-russia-ukraine-explainer-intl-hnk 

https://apnews.com/article/russia-ukraine-europe-united-states-nations-biological-weapons-a782591e10eae1530671500710c0b79f
https://apnews.com/article/russia-ukraine-europe-united-states-nations-biological-weapons-a782591e10eae1530671500710c0b79f
https://www.cnn.com/2022/10/25/europe/dirty-bomb-russia-ukraine-explainer-intl-hnk
https://www.cnn.com/2022/10/25/europe/dirty-bomb-russia-ukraine-explainer-intl-hnk
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government; they are being slaughtered in the streets by local authorities 
as tensions grow with your country. How should your decision-makers 
respond to such footage? What are the consequences of your proposed 
actions if the footage is authentic? How about if it is fake?

6. Could you imagine an adversary tampering with an AI-enabled system 
used by a nuclear-armed state? How might this backfire?

7. Thought Exercise: Read “Ukrainians use phone app to spot deadly 
Russian drone attacks.”191 Say your country has been attacked by a 
nuclear-armed state and your citizens are providing you with such 
information. What are the benefits and risks of using such information 
to reach operational decisions? How does such information change the 
operating environment during a nuclear crisis?

8. How might a nuclear crisis begin to unfold in other domains (e.g., 
cyber or space)? What are the redlines and escalation pathways for a 
nuclear-armed state?

9. Thought Exercise: Read “Hacktivist group Anonymous is using six 
top techniques to ‘embarrass’ Russia” and “Musk’s SpaceX says it can 
no longer pay for critical satellite services in Ukraine, asks Pentagon to 
pick up the tab.”192 What ways can you imagine third parties interfer-
ing in a crisis between nuclear-armed states? Are they all bad? What 
are upsides and downsides to the growing influence of third parties 
for nuclear risk? 

10. Thought Exercise: Watch “China appears to be building missile silos 
that could launch nuclear weapons” and “Commercial Satellites Are 

191 Dan Sabbagh, “Ukrainians use phone app to spot deadly Russian drone attacks,” 
The Guardian, October 29, 2022, https://www.theguardian.com/world/2022/oct/29/
ukraine-phone-app-russia-drone-attacks-eppo 

192 Monica Petrelli, “Hacktivist group Anonymous is using six top techniques to ‘embarrass’ 
Russia,” CNBC News, July 29, 2022, https://www.cnbc.com/2022/07/28/how-is-anon-
ymous-attacking-russia-the-top-six-ways-ranked-.html; Alex Marquardt, “Musk’s 
SpaceX says it can no longer pay for critical satellite services in Ukraine, asks Pentagon 
to pick up the tab,” CNN, October 14, 2022, https://www.cnn.com/2022/10/13/politics/
elon-musk-spacex-starlink-ukraine 

https://www.theguardian.com/world/2022/oct/29/ukraine-phone-app-russia-drone-attacks-eppo
https://www.theguardian.com/world/2022/oct/29/ukraine-phone-app-russia-drone-attacks-eppo
https://www.cnbc.com/2022/07/28/how-is-anonymous-attacking-russia-the-top-six-ways-ranked-.html
https://www.cnbc.com/2022/07/28/how-is-anonymous-attacking-russia-the-top-six-ways-ranked-.html
https://www.cnn.com/2022/10/13/politics/elon-musk-spacex-starlink-ukraine
https://www.cnn.com/2022/10/13/politics/elon-musk-spacex-starlink-ukraine
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National Security’s Next Frontier.”193 Tensions are high between your 
country and a nuclear-armed adversary. A think tank reveals the discov-
ery of new nuclear-weapons-related activities via commercial satellite 
imagery. Your intelligence agencies are aware of the development, but 
your government has not wanted the general public to know about it 
while decision-makers decide what to do. How does a premature reveal 
like this change the dynamic of a crisis?

11. How do NGOs holding decision-makers of nuclear-armed states 
accountable for their actions in real-time change the dynamics of a 
nuclear crisis?

12. Thought Exercise: Read “To Protect Against Weaponized Drones, 
We Must Understand Their Key Strengths.”194 Say the decision-makers 
of your country are considering using unmanned drones for ISR in a 
contested area. How might the use of unmanned systems increase or 
decrease the risk of escalation in a nuclear crisis?

13.  To what extent do you think decision-makers of nuclear-armed states 
will seek the use of AI-enabled systems to cope with their information 
overload in a crisis?

14. Thought Exercise: Read “Pentagon Wants AI to Predict Events 
Before They Occur.”195 Say AI-enabled systems are advertised as being 
capable of predicting adversarial actions and recommending preemp-
tive countermeasures. How would this capability alter the operating 
environment for nuclear weapons?

193 CNN, “China appears to be building missile silos that could launch nuclear weapons,” 
November 2, 2021, https://youtu.be/hFkZmN7loWY; Natasha E. Bajema, “Commercial 
Satellites Are National Security’s Next Frontier,” IEEE Spectrum Magazine, June 2022, https://
spectrum.ieee.org/commercial-satellite-imagery-national-security162

194 Natasha E. Bajema, “To Protect Against Weaponized Drones, We Must Understand 
Their Key Strengths,” IEEE Spectrum Magazine, May 2021, https://spectrum.ieee.org/
to-protect-against-weaponized-drones-we-must-understand-their-key-strengths

195 Natasha E. Bajema, “Pentagon Wants AI to Predict Events Before They Occur,” IEEE Spectrum 
Magazine, October 2021, https://spectrum.ieee.org/predictive-ai-pentagon

https://youtu.be/hFkZmN7loWY
https://spectrum.ieee.org/commercial-satellite-imagery-national-security162
https://spectrum.ieee.org/commercial-satellite-imagery-national-security162
https://spectrum.ieee.org/commercial-satellite-imagery-national-security162
https://spectrum.ieee.org/to-protect-against-weaponized-drones-we-must-understand-their-key-strengths
https://spectrum.ieee.org/to-protect-against-weaponized-drones-we-must-understand-their-key-strengths
https://spectrum.ieee.org/to-protect-against-weaponized-drones-we-must-understand-their-key-strengths
https://spectrum.ieee.org/predictive-ai-pentagon
https://spectrum.ieee.org/predictive-ai-pentagon
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15. What are the pros and cons of greater transparency of nuclear capabil-
ities, plans, and intentions on both sides of the deterrence equation?

16. Thought Exercise: Read “Will AI Steal Submarines’ Stealth?”196 Say 
your country is now capable of tracking mobile missile launchers and 
has greater confidence in the ability to locate nuclear-armed subma-
rines. How would improved transparency help decision-makers in your 
country reduce the risk of nuclear war? How might such capabilities 
be perceived by nuclear adversaries? Is there a line that should never 
be crossed?  Does increased transparency demand increased restraint?

17. Can you imagine the decision-makers of nuclear-armed states justify-
ing the integration of AI-enabled systems into the nuclear weapons 
domain? For what reasons? What new risks would this introduce?

18. What if the decision-makers of your country show restraint in integrat-
ing AI into the nuclear weapons domain, but your nuclear adversary 
proceeds? How does this shift the operating environment?

19. If timeframes for nuclear decisions are already less than thirty minutes, 
does it matter that certain EDTs may further compress them?

20. How would the integration of autonomous systems into conventional 
military systems alter the operating environment for nuclear weapons? 
How do these technologies blur the lines between conventional and 
nuclear domains?

21. Is it game over for your country if your nuclear adversary develops 
quantum computing first? How does this shape the contours of the 
operating environment?

22. What combinations of EDTs are game-changers for nuclear deterrence 
strategy?

196 Natasha E. Bajema, “Will AI Steal Submarine Stealth,” IEEE Spectrum Magazine, July 2022, 
https://spectrum.ieee.org/nuclear-submarine

https://spectrum.ieee.org/nuclear-submarine
https://spectrum.ieee.org/nuclear-submarine




Airmen from the 721st Security Forces Squadron at Fort 
Carson, Colo. conduct an exercise at Cheyenne Mountain Air 
Force Station, April 13, 2016.

USAF Photo / Airman 1st Class Dennis Hoffman
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Chapter 4  
NUCLEAR DECISION- 
MAKING

4.1. Overview
To prevent nuclear war in the future, there is a growing sense of urgency to 
examine how EDTs affect the nuclear decision-making process.197 In this chap-
ter, we will attempt to explain the potential impact of EDTs on the mindset of 
decision-makers, the decision-making process, and nuclear decisions themselves. 

Given the lack of historical precedent, however, our analysis will remain highly 
speculative and merely represents our best guess for how decision-making might 
unfold during a nuclear crisis under the new challenges posed by EDTs.

For the purpose of this handbook, decision-making is defined as “the act of 
choosing among available alternatives about which uncertainty exists.”198 
Nuclear decision-making involves making choices from the available alternatives 
that pertain to nuclear weapons. 

Nuclear decisions fall roughly into five type categories: 1) the development or 
elimination of nuclear weapons; 2) the manufacture of nuclear capabilities; 3) 
the periodic formulation of nuclear weapons policy and doctrine; 4) the modi-
fication of the nuclear posture, readiness, and deployment of nuclear weapons; 
and 5) the employment of nuclear weapons in war. 

197 Kubiak et al, March 2021, 7.

198 Doherty and Pfaltzgraff, 553.
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Many nuclear decisions take place, or at least begin, during a peacetime envi-
ronment whilst a few others are only taken in response to an emerging crisis 
or conflict. Since we are focused on the goal of preventing nuclear war and 
reducing the risks of miscalculation, misinterpretation, and escalation caused 
by EDTs, we will limit our analysis to the crisis/conflict stage.

In considering the different types of nuclear decisions, we will thus focus the 
scope of our analysis on decisions related to the modification of the nuclear 
posture, readiness, and deployment of nuclear weapons, and on the first deci-
sion to employ nuclear weapons in a crisis. Any subsequent decisions (those 
taken after the first detonation of a nuclear weapon) would occur in a novel 
and unknown national and global dynamic. Whilst some elements of the deci-
sion-making process would remain intact, the mindsets of decision-makers 
would be completely and irrevocably altered after the use of a nuclear weapon.

In the following, we will examine how cognitive biases shape the deci-
sion-making process on nuclear weapons, discuss how the effects of EDTs 
may exacerbate certain cognitive biases by providing or removing essential 
cognitive tools (information and knowledge), and explore how these factors 
might together impact nuclear decisions.
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4.2. The Decision-
making Mindset 
and Process

For many types of national security decisions, the nature of the decision-mak-
ing process evolves slowly through the different phases on the spectrum of 
conflict, from peacetime to emergence of a conflict, crisis, war, de-escalation, 
and resolution.

Since the roots of a conflict may originate in a peacetime environment, it 
may take a long time for a crisis to develop–sometimes, many months or even 
years. During this initial phase, a large number of external stakeholders will be 
actively involved in discussing key issues and shaping political narratives over 
social media and in other fora: the general public, subject matter experts and 
academics, the traditional news media, and relevant industry players. 

At some point, when a conflict worsens and a crisis emerges, however, the 
number of stakeholders may start to narrow significantly. Even so, some types 
of national security decisions continue to involve a large number of players 
with different perspectives within the bureaucracy of a democratic govern-
ment where issues are debated in an open and transparent way. In contrast, 
the number of stakeholders will be smaller for more authoritarian regimes and 
their role in the discussion of issues will vary.

Among the many types of national security issues, the decision-making process 
for nuclear weapons exhibits some additional special features–at least in dem-
ocratic states. After a nuclear conflict begins to emerge, the number of stake-
holders in the nuclear decision-making process narrows much more quickly 
than for other issue areas, even within democracies. This is in part due to the 
technical and sensitive subject matter. Since the nuclear weapons domain is 
highly technical and jargon-heavy, the number of external stakeholders tends 
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to already be much smaller and less diverse than those groups supporting 
other types of national security decisions, even from the start.

As the tensions between nuclear-armed parties heighten, however, even outside 
nuclear weapons experts will be severely constrained in participating in the 
debate due to its highly classified nature and extreme sensitivities of the decisions 
at hand (warhead yield, hardening of targets, dispersal and mobility, warning 
times, effectiveness of surveillance, vulnerability of command and control, 
guidance system accuracy, characteristics of weapons, nuclear war planning, 
and targeting). In a nuclear crisis, the decision-making process around nuclear 
weapons will quickly become insular, closed, and tightly-controlled.

Thus, even within a democratic government, the focus of the internal debate 
will shift rapidly from a previously wider range of players within the broader 
bureaucracy, to a much smaller committee of high-level decision-makers, and 
then eventually to those solely authorized to reach nuclear decisions or the 
National Command Authority (NCA). In most countries, the national leader 
remains the sole arbiter on the launch of nuclear weapons.199 

Since nuclear deterrence occurs in the minds of a small number of deci-
sion-makers, their mindset, how they process information, and the cognitive 
biases they are predisposed to will be crucial in shaping the nuclear decisions 
reached in a crisis.

199 Durkalec et al, 7.
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4.2.1. Cognitive Biases

A cognitive bias is a systematic and simplified way of thinking that allows the 
human brain to process large amounts of information and come to decisions 
quickly and effectively.200 Humans tend to process information through filters 
of their own experiences and preferences which distort their point of view.201 
First postulated in 1972 by Kahneman and Tversky, who won the Grawemeyer 
award for psychology in 2003 for this work, the study of such biases is complex 
and this study scratches the theoretical surface as necessary to support the 
conclusions specific to nuclear decision-making202  

Although cognitive biases are often viewed through a negative lens, they offer 
useful mental shortcuts necessary for navigating complex environments and 
adapting to new circumstances. Cognitive biases help humans to make sense 
of the world much more quickly than they would otherwise be capable of 
doing and give them a sense of confidence as they take actions that impact 
their survival, security, and success. 

Biases often function as a rule-of-thumb or a rough estimation, and many have 
a memory component. As such, they are prone to distortions or logical errors. 
Since attention is a finite resource, particularly under times of stress, the brain 
decides in every conscious moment, what types of information are worthy of 
further processing and attention and what information is not. Humans tend 
to take note only of those events that seem relevant at any given time, rather 
than pay attention to the vast range of stimuli to which one is continuously 
subjected. Moreover, for a variety of reasons, the way individuals recall an 

200 For readers seeking an overview of how the complexity of cognitive biases have been 
ordered and cataloged, John Manoogian III and Buster Benson created a graphical image 
or CODEX of Cognitive Biases. The CODEX lists and arranges a comprehensive list of the 
cognitive	biases	identified	by	psychologists	and	cognitive	experts.	Alicia	Nortje,	“What	Is	
Cognitive Bias? 7 Examples & Resources (Incl. Codex),” Positivepsychology.com, August 5, 
2020, https://positivepsychology.com/cognitive-biases/ 

201 A. Wilke, R. Mata, in Encyclopedia of Human Behavior (Second Edition), 2012.

202 2003 Grawemeyer Award - Daniel Kahneman and Amos Tversky, http://grawemeyer.
org/2003-daniel-kahneman-and-amos-tversky/

http://Positivepsychology.com
https://positivepsychology.com/cognitive-biases/
http://grawemeyer.org/2003-daniel-kahneman-and-amos-tversky/
http://grawemeyer.org/2003-daniel-kahneman-and-amos-tversky/
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experience or remember prior information may end up getting skewed, which 
can then result in biased-thinking and decision-making.203

Humans rely on mental shortcuts for every decision they make, though some 
people are more susceptible to certain biases than others. The actual impact 
of cognitive biases on decision-making is extremely difficult to measure since 
they occur largely in the human mind.

Cognitive biases will play an important role in any decision-making process, 
including those that involve nuclear weapons. From the outset, however, it is 
important to acknowledge the high level of complexity and potential for major 
consequences that arise from national security decisions in general, and also 
the extreme nature of decisions to use nuclear weapons. 

These types of decisions transcend the normal day-to-day decisions that most 
humans confront. Although we hope that the importance of taking such 
actions would minimize the impact of cognitive biases, our in-depth examina-
tion of known cognitive biases suggests the opposite to be the case–especially 
in light of the potential effects of the EDTs discussed in this handbook.

Cognitive biases may become especially problematic when they produce illogi-
cal or irrational behaviors among decision-makers in a nuclear crisis, since these 
would interfere with the rational cost-benefit calculations that are necessary for 
informed decision-making and maintaining effective nuclear deterrence. 

While the majority of biases operate at the subconscious level, many of them 
may have direct influence on the nature and outcome of decisions in the 
nuclear weapons arena. To that end, there is great value in identifying those 
biases most important for nuclear-decision-making and then setting aside time 
to train and prepare decision-makers and their staffers to understand and mit-
igate their effects. This can be through a combination of knowledge, training, 
and process redesign to explicitly reduce the cumulative effect of these biases.

203 Charlotte Ruhl, “What is Cognitive Bias,” SimplyPsychology, May 4, 2021, https://www.
simplypsychology.org/cognitive-bias.html 

https://www.simplypsychology.org/cognitive-bias.html
https://www.simplypsychology.org/cognitive-bias.html
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In the vast literature on cognition, psychologists have identified as many as 
288 known cognitive biases that shape human behavior and consequently 
will have an impact on decision-making.204 The biases have been subsequently 
organized into a sophisticated codex consisting of four quadrants, each of 
which represents a specific group of cognitive biases:205

• Too Much Information -   Biases that affect how we perceive certain 
events and people when there is too much information. 

• Not Enough Meaning - Biases that are used as shortcuts when we 
have too little information and need a way to fill in the gaps.

• Need to Act Fast - Biases that affect how we make decisions under 
pressure.

• What Should We Remember - Biases that affect our memories 
about people, events, and information.

Within each of the four quadrants, the cognitive biases are further broken 
down into different tendencies displayed by decision-makers.206 Whilst every 
decision-making process is affected by a wide range of biases, different indi-
viduals and groups will be affected by different sets of biases. 

For example, the structure of a decision-making process will play a key role in 
shaping the cognitive biases that may arise. Hierarchical groups may be more 
susceptible to certain biases than flatly organized decision groups. Within the 
nuclear weapons domain, the processes and decisions remain in the hands of 
the overlap between the two supremely hierarchical groups: political deci-
sion-makers and military leaders. 

From the total of 288 biases, we have identified a smaller, more manageable 
number that are likely to have the most impact on decisions to use nuclear 
weapons. Since each of the four quadrants corresponds to a different problem 

204 The Decision Lab, “Biases,” https://thedecisionlab.com/biases-index 

205 Buster Benson, “The Cognitive Bias Sheet,” Better Humans, September 1, 2016, https://better-
humans.pub/cognitive-bias-cheat-sheet-55a472476b18 

206 Sintija Valdez, “Cognitive Bias – Limitation in Objective Thinking,” Sage HR Blog, September 
24, 2017, https://blog.sage.hr/cognitive-bias-limitation-objective-thinking/ 

https://thedecisionlab.com/biases-index
https://betterhumans.pub/cognitive-bias-cheat-sheet-55a472476b18
https://betterhumans.pub/cognitive-bias-cheat-sheet-55a472476b18
https://blog.sage.hr/author/sintija/
https://blog.sage.hr/cognitive-bias-limitation-objective-thinking/
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for decision-makers who are responsible for reaching decisions on the use of 
nuclear weapons, we surmise that certain effects of EDTs may exacerbate the 
problems that lead them to rely on cognitive biases:

• “Too much information” leads to the problem of information 
overload for decision-makers. 

 › EDTs that disrupt information flows by producing massive 
volumes of unverified information may heighten information 
overload among decision-makers.

 › EDTs that illuminate behavior patterns may alleviate informa-
tion overload among decision-makers.

• “Not enough meaning” produces the challenge of ambiguity for 
decision-makers in choosing between alternatives. 

 › EDTs that disrupt information flows by producing massive 
volumes of unverified information and denying access to critical 
information sources may magnify ambiguity for decision-makers.

 › EDTs that transform decision contexts may further heighten 
ambiguity for decision-makers, making them uncertain of their 
operating environment.

 › EDTs that illuminate behavior patterns may alleviate ambiguity 
for decision-makers.

• The “need to act fast” relates to the problem of speed, especially for 
decisions to use nuclear weapons.

 › EDTs that compress decision time frames and illuminate 
behavior patterns may exacerbate the perceived need for speed 
among decision-makers.

• “What we should remember” refers to the problem of flawed 
memory of decision-makers. 

 › EDTs that disrupt information flows and cause information over-
load may exacerbate errors in the memories of decision-makers.
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In the following, we discuss the potential effects of these 49 biases upon 
nuclear decision-makers (28 of which are assessed to have a significant effect 
and the remainder only a supporting effect). We discuss how they might chip 
away at the notion of rational decision-making. 

We also draw potential linkages between the four categories of cognitive biases 
and the technological effects that were described in great detail in chapter 
three. Although many cognitive biases may be magnified by the effects of 
EDTs, some will remain important for the nuclear domain, even if they expe-
rience no significant changes in an era of technological complexity.
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4.2.2. Too Much Information 
(Problem of Information Overload)

The first set of biases are grouped under the decision-making challenge of “too 
much information.” Information overload reduces the clarity needed to delib-
erate effectively. Decision-makers must be selective about what information 
they deem important or useful. 

Each day in the modern world, decision-makers are bombarded with massive 
volumes of information—e.g., from official and unofficial sources, reports 
about the past and those that occur in real-time. There is so much available 
information that it has become increasingly impossible for decision-makers 
to remember every relevant tidbit.

In order to process large volumes of information and simplify their findings, 
decision-makers often take mental shortcuts to filter out unessential infor-
mation. However, certain types of cognitive biases can lead to filtering out 
information that is actually useful and important, leading to grave miscalcu-
lations. The “fog of war” in a nuclear crisis will likely heighten the necessity 
to reach decisions quickly, aggravating many of these biases.

In the following, we identify four major tendencies that most apply to nuclear 
decision-making and may occur when decision-makers are confronted with 
too much information and thus feel overwhelmed. We describe each of the 
cognitive biases (shaded orange for a significant effect and shaded yellow for a 
supporting effect) that contribute to each tendency.

1. We notice things already primed in 
memory or repeated often.

In decision-making situations in the national security domain, time is often 
considered to be of the essence. Amid this heightened sense of urgency, 
decision-makers receive more relevant information today than ever before to 
inform their decisions. However, the human brain tends to pay more attention 
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to certain pieces of information and forget about others. The information 
that has been most recently loaded into memory tends to take precedence. 

Table 3: Biases related to recent memory, or oft-repeated concepts

Availability heuristic:207 The tendency for decision-makers to overemphasize 
readily available information or immediate examples that come to mind 
(recent or emotionally-powerful events, activities, or intelligence) when 
predicting adversarial behavior. The impact of this bias has increased in recent 
years	due	to	the	influence	of	social	media	platforms,	which	provide	real-time	
information and support the 24/7 breaking news cycle.

Illusory truth effect:208 The tendency for decision-makers to attach too much 
importance to information or intelligence assessments based on how often it 
has been repeated, which may end up preventing a decision-maker from paying 
attention to a crucial outlier. Viral information on social media platforms tend to 
magnify this bias. Decision-makers may also place disproportionate weight on 
a	position	that	has	gained	significant	traction	during	a	crisis,	failing	to	take	the	
lessons of history into account. Since the use of nuclear weapons is a rare event 
itself, the circumstances leading to a nuclear war may not unfold as expected. 

Attentional bias:209 The tendency for decision-makers to pay attention to 
certain events, information, or intelligence assessments, while completely 
ignoring others–especially when selected sources of information involve well-
established and recurrent threatening thoughts regarding the adversary.

Omission bias:210  A belief by decision-makers that harm caused by inaction is 
better than harm caused by action (or vice versa), when both decisions may 
have an equal effect. This bias may shape decision-making behavior in the early 
stages	of	a	nuclear	crisis	when	taking	certain	actions	may	be	very	beneficial,	but	
seem too risky to decision-makers within the nuclear weapons context.

Base rate fallacy:211 The tendency of decision-makers to over-focus on crisis-
specific	information	or	recent	intelligence	assessments,	which	may	run	counter	
to well-known and enduring facts about adversarial behavior.

207 Amos Tversky and Daniel Kahneman, “Availability: A heuristic for judging frequency and 
probability,” Cognitive Psychology, vol 5, no 2 (September 1973): 207-232, https://www.
sciencedirect.com/science/article/abs/pii/0010028573900339 

208 Aumyo Hasan and Sarah J. Barber, “The effects of repetition frequency on the illusory truth 
effect,” Cognitive Research: Principles and Implications, vol 6 (May 2021), https://www.ncbi.
nlm.nih.gov/pmc/articles/PMC8116821/ 

209 P. Fisher, “Clinical Psychology: An Information Processing Approach,” Encyclopedia of 
Human Behavior, 2012: 510-516. https://www.sciencedirect.com/science/article/pii/
B9780123750006002056 

210 Jonathan Baron and Ilana Ritov, “Omission bias, individual differences, and normality,” 
Organizational Behavior and Human Decision Processes, vol 94, no 2 (July 2004): 74-85,  
https://www.sciencedirect.com/science/article/abs/pii/S0749597804000251 

211 Maya Bar-Hillel, “The base-rate fallacy in probability judgments,” Acta Psychologica, 
vol 44, no 3 (May 1980): 211-233,  https://www.sciencedirect.com/science/article/abs/
pii/0001691880900463 

https://www.sciencedirect.com/science/article/abs/pii/0010028573900339
https://www.sciencedirect.com/science/article/abs/pii/0010028573900339
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8116821/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8116821/
https://www.sciencedirect.com/science/article/pii/B9780123750006002056
https://www.sciencedirect.com/science/article/pii/B9780123750006002056
https://www.sciencedirect.com/science/article/abs/pii/S0749597804000251
https://www.sciencedirect.com/science/article/abs/pii/0001691880900463
https://www.sciencedirect.com/science/article/abs/pii/0001691880900463
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EDTs that disrupt information flows (e.g., social media platforms) by increas-
ing the volumes of available real-time information to decision-makers and 
repeating certain pieces of information (by going viral) may exacerbate these 
types of cognitive biases. Since disinformation gets repeated more often than 
factual information or any corrections, EDTs can heighten the impact of these 
cognitive biases and lead decision-makers to make miscalculations and/or to 
misinterpret the actions or statements of nuclear-armed adversaries.

2. We notice when something has changed.

When decision-makers become overwhelmed by too much information, the 
human brain becomes especially attracted to subtle changes in what it knows to be 
true and reframes them in reference to past knowledge or information. To process 
these small changes, decision-makers tend to rely upon certain biases that favor their 
initial information and understanding on the subject. Consequently, they view the 
new information solely through the lens of their past experiences (the “prisoner of 
one’s own experience” problem212), which can distort the present reality. 

Table 4: Biases related to the detection of change

Anchoring bias:213  The tendency of decision-makers to heavily rely upon initial 
information as a reference point and interpret any new information through 
that biased lens, rather than receiving the new information objectively. Amid 
the	high	emotions	of	a	nuclear	crisis,	decision-makers	may	filter	changing	
assessments about the adversary through earlier intelligence assessments 
to make predictions about future behavior, which can distort their perception 
about what is actually happening.

Conservatism bias:214  The tendency of decision-makers (closely related to the 
one above) to rely upon initial information and reject radical shifts in a situation 
even when the situation appears to be changing radically. Decision-makers 
tend to resist changing their opinions about established facts, even when 
presented with new information that overturn those facts.

212 On December 31, 1955, Edward R. Murrow stated in a television broadcast: “Everyone is a 
prisoner of his own experiences. No one can eliminate prejudices - just recognize them.”

213	 Falk	Lieder,	“The	anchoring	bias	reflects	rational	use	of	cognitive	resources,”	Psychonomic 
Bulletin & Review, vol 25, no 1 (June 2017),  https://cocosci.princeton.edu/papers/
AnchoringSimulations.pdf 

214 Anja Achtziger, Carlos Alos-Ferrer, Sabine Huegelschaefer, and Marco Steinhauser, “The 
neural basis of belief updating and rational decision making,” Social Cognitive and 
Affective Neuroscience, vol 9, no 1 (Jan 2014): 55-62,  https://www.ncbi.nlm.nih.gov/pmc/
articles/PMC3871726/ 

https://cocosci.princeton.edu/papers/AnchoringSimulations.pdf
https://cocosci.princeton.edu/papers/AnchoringSimulations.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3871726/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3871726/
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EDTs that transform decision contexts may exacerbate this set of cognitive 
biases, leading decision-makers to fail to adapt to changing circumstances. 
Decision-makers susceptible to these types of cognitive biases will be heavily 
biased toward their past knowledge and experiences, fail to understand the 
new contours of the decision-making context on their own merit, and perhaps 
miss some major changes that affect nuclear deterrence strategy.

3. We are drawn to details that confirm 
our own existing beliefs.

Decision-makers often confront national security challenges, armed with their 
personal experiences, preferences, and understanding of key concepts. This 
not only biases their perception of new information, but also shapes how they 
search for answers to unanswered questions. 

Specific features of the national security domain, especially on highly technical 
issues such as nuclear weapons, tend to enhance these types of biases: a long-stand-
ing body of thought pertaining to nuclear deterrence strategy and the role of 
nuclear weapons, a lack of diversity among key decision-makers, and strong risk 
aversion to consider the impact of technological change on preconceived notions 
of nuclear deterrence. Thus, there are often few incentives for decision-makers to 
consider perspectives beyond their own established viewpoints. 
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Table 5:	Biases	related	to	the	confirmation	of	existing	beliefs	

Confirmation bias:215  The tendency of decision-makers to search for, interpret, 
focus	on,	and	remember	information	that	confirms	preconceptions.	Within	
the context of nuclear decision-making, there is a long-standing body of 
thought about nuclear deterrence that tends to lead decision-makers toward 
groupthink. In addition, a strong lack of diversity on nuclear decision teams 
tends to reinforce this bias more so than in other domains.

Congruence bias:216  The tendency of decision-makers to test initial hypotheses 
exclusively rather than test the full range of alternative hypotheses. Distinct 
features of nuclear decision-making accentuate this bias (the close-hold nature 
of information and limited number of nuclear weapons experts) and generally 
leads to a lack of red-teaming to investigate a full range of alternatives.

Continued influence effect:217  The tendency of decision-makers to hold 
onto discredited or obsolete information and continue to treat it as fact long 
afterward.	In	recent	years,	this	bias	has	grown	significantly	in	importance	with	
the emergence of viral disinformation campaigns that continue to shape 
behavior and perception even after being proven categorically wrong.

Semmelweis reflex:218  The tendency of decision-makers to hold onto 
preexisting beliefs and reject any new information that contradicts them. 
This	bias	has	become	more	problematic	in	an	era	of	prolific	misinformation	
and disinformation on social media. Also, given the long timeframes needed 
to manufacture nuclear forces in support of nuclear deterrence strategy, 
decision-makers have historically been loath to abandon long-standing 
paradigms, even in the face of new, contradictory evidence. 

Ostrich effect:219  The tendency of decision-makers to ignore negative 
information or avoid the bleak implications of an intelligence assessment.

Subjective validation:  The tendency of decision-makers to consider 
something	to	be	correct	if	it	personally	benefits	a	subject.	This	bias	sometimes	
causes individuals to perceive connections between coincidental events or 
information.

215 Elizabeth Kolbert, “Why Facts Don’t Change Our Minds,” The New Yorker, February 19, 2017, 
https://www.newyorker.com/magazine/2017/02/27/why-facts-dont-change-our-minds 

216 Esther Inglis-Arkell, “The congruence bias is why we all jump to conclu-
sions and stay there,” Gizmodo, November 29, 2013, https://gizmodo.com/
the-congruence-bias-is-why-we-all-jump-to-conclusions-a-1472899810 

217 Irene P. Kan, Kendra L. Pizzonia, Anna B. Drummey, and Eli J.V. Mikkelsen, “Exploring factors 
that	mitigate	the	continued	influence	of	misinformation,”		Cognitive Research: Principles 
and Implications, vol 6, no 76 (2021),  https://cognitiveresearchjournal.springeropen.com/
articles/10.1186/s41235-021-00335-9 

218 Vipin Gupta, Chhavi Saini, Meher Oberoi, Gagan Kalra, and Md Imran Nasir, “Semmelweis 
Reflex:	An	Age-Old	Prejudice,”	World Neurosurgery, vol 136 (April 2020): 119-125, https://www.
sciencedirect.com/science/article/abs/pii/S1878875019330402 

219 Niklaus Karlsson, George Loewenstein, and Duane Seppi, “The ostrich effect: Selective 
attention to information,” Journal of Risk and Uncertainty, vol 28 (2009): 95-115, https://link.
springer.com/article/10.1007/s11166-009-9060-6 

https://www.newyorker.com/magazine/2017/02/27/why-facts-dont-change-our-minds
https://gizmodo.com/author/estheringlis-arkell
https://gizmodo.com/the-congruence-bias-is-why-we-all-jump-to-conclusions-a-1472899810
https://gizmodo.com/the-congruence-bias-is-why-we-all-jump-to-conclusions-a-1472899810
https://cognitiveresearchjournal.springeropen.com/articles/10.1186/s41235-021-00335-9
https://cognitiveresearchjournal.springeropen.com/articles/10.1186/s41235-021-00335-9
https://www.sciencedirect.com/science/article/abs/pii/S1878875019330402
https://www.sciencedirect.com/science/article/abs/pii/S1878875019330402
https://link.springer.com/article/10.1007/s11166-009-9060-6
https://link.springer.com/article/10.1007/s11166-009-9060-6
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All the effects of EDTs discussed in this handbook may exacerbate these types 
of cognitive biases, causing decision-makers to reject new information in favor 
of already known information or their pre-existing beliefs. Decision-makers 
may be especially prone to disinformation on social media when it confirms 
their existing beliefs. These tendencies could lead them to fail to adapt to 
changing circumstances underlying nuclear deterrence strategy and thus 
perform miscalculations in a nuclear crisis. These biases may be especially 
problematic as decision-makers attempt to understand how certain EDTs 
are transforming the decision contexts for nuclear weapons since they could 
remain close-minded and ignore them altogether. 

4. We notice flaws in others more easily 
than we notice flaws in ourselves.

Decision-makers, especially those faced with a nuclear crisis, often cannot 
afford the time for retrospection or self-doubt. Consequently, they will be 
heavily biased toward the sensation of feeling confident in themselves and 
their own views of the world. 

Table 6:	Biases	related	to	self-confidence	

Bias blind spot:220		The	tendency	of	decision-makers	to	recognize	the	influence	
of biases in other decision-makers while rejecting or ignoring the prospect in 
themselves. Within the nuclear weapons domain, this type of bias can seep 
into decision-makers’ perceptions of adversaries and become grounded in 
divergent cultural perspectives.

Naive realism:221  The tendency of decision-makers to believe that they see 
the world around them objectively and that those who disagree must be 
uninformed, irrational, or biased. This bias often shapes the handling of nuclear 
adversaries. Whereas our decision-makers are rational, those of the adversary 
may not be considered rational. 

220 Arthi Rabikrisson, “Practice New Habits To Eliminate Blind Spot Bias,” Forbes, 
May 27, 2021, https://www.forbes.com/sites/forbescoachescouncil/2021/05/27/
practice-new-habits-to-eliminate-blind-spot-bias/ 

221 John Horgan, “I’m Agonizing over My Naive Realism,” Scientific American, March 19, 2021,  
https://www.scientificamerican.com/article/im-agonizing-over-my-naive-realism/	

https://www.forbes.com/sites/forbescoachescouncil/2021/05/27/practice-new-habits-to-eliminate-blind-spot-bias/
https://www.forbes.com/sites/forbescoachescouncil/2021/05/27/practice-new-habits-to-eliminate-blind-spot-bias/
https://www.scientificamerican.com/article/im-agonizing-over-my-naive-realism/
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EDTs that disrupt information flows and transform decision contexts may 
exacerbate these types of biases, making decision-makers overconfident in 
their own assessments and past experiences and compelling them to reject 
the divergent opinions of others. This tendency may lead to increased risk of 
miscalculation and misinterpretation in a nuclear crisis.

4.2.3. Not Enough Meaning 
(Problem of Uncertainty)

The second set of biases are grouped under the decision-making challenge 
of “not enough meaning.” Although today’s decision-makers have access to 
massive volumes of information, they often confront the challenge of not 
being able to derive enough meaning on the issues that matter most to them. 
The problem of uncertainty seems to be greater than ever. Limited tolerance 
for uncertainty and ambiguity in a crisis leads decision-makers to lean on 
certain mental crutches.

When a situation involves significant risk of life-or-death consequences, deci-
sion-makers may seek more clarity before making a decision, but will likely be 
confronted with conflicting information and a growing sense of uncertainty. 
If decision-makers are unable to get answers they need, and time is of the 
essence, they may start filling in the knowledge gaps to enhance the certainty 
in their own minds.

As such, decision-makers often take mental shortcuts. Certain types of cogni-
tive tendencies or biases can lead them to imagine circumstances that do not 
actually exist in reality. 

In the following, we identify six major tendencies that most apply to nuclear 
decision-making and may occur when decision-makers are confronted with 
uncertainty. We describe each of the cognitive biases (shaded green for a significant 
effect and shaded orange for a supporting effect) that contribute to each tendency.
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1. We tend to find stories in the data, even 
when looking at sparse data.

In the absence of sufficient clarity and armed with incomplete data, deci-
sion-makers tend to become overconfident in their own assessments in order 
to compensate for their growing uncertainty. In a nuclear crisis, they may not 
be able to wait for good answers to their open-ended questions and thus may 
feel more comfortable relying upon what they already know and filling in the 
rest with random bits of information.

Table 7: Biases	related	to	finding	stories	in	data

Illusion of Validity:222  The tendency of decision-makers to overestimate the 
accuracy of their own judgments, especially when available information 
is consistent or inter-correlated. This bias is especially pertinent in an 
environment of experienced hyper-professionals with nuclear weapons 
expertise who support and brief ego-driven decision-makers with minimal 
crisis experience.

Clustering illusion:223  The tendency of decision-makers to overestimate the 
importance of small runs, streaks, or clusters in large samples of random data 
(that is, to see phantom patterns in the data).

Recency illusion:224  The tendency of decision-makers to favor recent events 
over historic ones. In the memories of decision-makers, this bias assigns 
greater importance to more recent events or information.

EDTs that disrupt information flows may exacerbate these types of biases 
since they are capable of creating powerful impressions about recent events 
and information. Strong currents of disinformation that validate pre-existing 
assessments of decision-makers may help to further harden the postures of 
decision-makers. The viral nature of information on social media, even when 
it is factual, may convey a false sense of importance to a few recent data points, 

222	 Daniel	Kahneman,	“Don’t	Blink!	The	Hazards	of	Confidence,”	The New York Times, October 
19, 2011, https://www.nytimes.com/2011/10/23/magazine/dont-blink-the-hazards-of-confi-
dence.html 

223 Academy 4SC, “Clustering Illusion: See the Bigger Picture,” https://academy4sc.org/video/
clustering-illusion-see-the-bigger-picture/ 

224 Esther Inglis-Arkell, “The Recency Bias Makes us Permanent Amnesiacs,” Gizmodo, 
September 19, 2013,  https://gizmodo.com/the-recency-bias-makes-us-permanent- 
amnesiacs-1336474679 

https://www.nytimes.com/2011/10/23/magazine/dont-blink-the-hazards-of-confidence.html
https://www.nytimes.com/2011/10/23/magazine/dont-blink-the-hazards-of-confidence.html
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https://academy4sc.org/video/clustering-illusion-see-the-bigger-picture/
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causing decision-makers to neglect critical lessons from historical events or to 
miss the bigger picture.

Confronting the problem of uncertainty ambiguity in a real-world crisis may 
someday convince decision-makers to seek to integrate AI-enabled systems 
into the nuclear decision-making process that are capable of detecting patterns 
in data and identifying anomalies. Such systems may be perceived to provide 
better recommendations based on the analysis of massive volumes of real-time 
information, but there are no guarantees that AI-enabled systems will not 
perpetuate their human designers’ biases, or produce new ones.

2. We fill in characteristics from stereotypes, 
generalities, and prior histories.

Facing a high level of uncertainty, decision-makers may filter limited pieces 
of authoritative information through other lenses to get a more complete 
picture in order to navigate a crisis: overgeneralizations, opinions of author-
ity figures, recommendations generated from AI-enabled systems, and the 
beliefs of their peers.
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Table 8: Biases related to stereotypes, generalities, and prior histories

Stereotyping:225  The tendency of decision-makers to overgeneralize and 
oversimplify the attributes of certain individuals and/or groups.

Authority bias:226  The tendency of decision-makers to attribute greater 
accuracy	to	the	opinion	of	an	authority	figure	or	authoritative	expert.	Within	the	
context	of	nuclear	decision-making,	this	bias	significantly	narrows	the	space	for	
debate of other alternatives and results in only a few people making decisions 
about nuclear weapons. This bias increases the risk of reaching a bad decision.

Automation bias:227  The tendency of decision-makers to favor suggestions 
from automated decision-making systems (computers and other automated 
aids) and to ignore other contradictory information, even when correct. 
Increasing	reliance	on	automation,	automatic	filtering,	and	machine	learning	
tools in support of analysis, assessment and decision-making may exacerbate 
this bias. 

Bandwagon effect:228  The tendency of decision-makers to adopt beliefs, ideas, 
and conclusions because they have already been adopted by others. 

Ultimate attribution error:229  The tendency of the in-group to attribute the 
opinions	and	actions	of	others	to	flaws	in	their	personality	or	character.	This	
bias strengthens trends toward groupthink within tightly controlled circles on 
nuclear	weapons	policy	issues	and	provides	a	justification	for	rejecting	any	
input from those “outside” the decision group (out-group). 

Just-world hypothesis:230  The tendency of decision-makers to believe in a just 
and fair world and assume themselves to be on the side of the “morally fair and 
fitting”	conclusions.	Whereas	evil	will	be	punished,	good	will	prevail.	Within	the	
context of nuclear decision-making, this bias could skew assessments about 
the character and intent of an adversary and distort the likelihood of success in 
actions taken against them.

225 Perry Hinton, “Implicit stereotypes and the predictive brain: cognition and culture in “biased” 
person perception,” Palgrave Communications, vol 3 (2017), https://www.nature.com/
articles/palcomms201786 

226 Katie Neilson, “Whatever you say, boss. Is authority bias holding your organisation 
back?”Australian HR Institute, October 15, 2021,  https://www.hrmonline.com.au/section/
featured/authority-bias-leadership/ 

227 Linda J. Skitka, Kathleen L. Mosier, Mark Burdick, “Does automation bias decision-making?” 
International Journal of Human-Computer Studies, vol 51, no 5 (November 1999): 991-1006,  
https://www.sciencedirect.com/science/article/abs/pii/S1071581999902525 

228 Ruediger Schmitt-Beck, “Bandwagon Effect,” International Encyclopedia of Political 
Communication, Hoboken, NJ: John Wiley & Sons, 2015, https://onlinelibrary.wiley.com/doi/
pdf/10.1002/9781118541555.wbiepc015 

229 Patrick Healy, “The Fundamental Attribution Error: What is It & How to Avoid It,” Harvard 
Business School Business Insights, June 8, 2017,  https://online.hbs.edu/blog/post/
the-fundamental-attribution-error 

230 The Decision Lab, “Why do we believe that we get what we deserve? The Just-World 
Hypothesis Explained,” https://thedecisionlab.com/biases/just-world-hypothesis 
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EDTs that illuminate behavior patterns may magnify these types of biases 
in the future. Any AI-enabled systems designed to support nuclear deci-
sion-making or integrated into nuclear weapons systems may even contain 
a few of these biases, either through the collected data, the coding of data, or 
the programming of the algorithms. 

Even if such systems lack internal biases, however, decision-makers could 
either fall prey to automation bias and neglect their own common sense; 
or they could fail to trust the correct outcomes of an AI-enabled system in 
favor of going with their flawed gut instincts. Both possibilities produce the 
increased risk of miscalculations or escalation in a nuclear crisis.

3. We imagine things and people we’re 
familiar with or fond of as better.

Compared to other national security issue areas, the community of nuclear 
weapons experts (i.e., the in-group) is especially small and insular, primar-
ily due to a perceived high level of expertise needed for participation and a 
long-established need for tight security silos. The in-group tends to use heavy 
jargon and an intense focus on technical nuances, which perpetuates this 
insularity and leads to exclusion of participants from the out-group in the 
discussion. As a result, in each of the nuclear-armed states, the in-group tends 
to exhibit an obvious lack of diversity, which enhances its tendency toward 
groupthink and constrains the range of inputs in the decision-making process.
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Table 9: Biases related to the value of familiarity

In-group bias:231  The tendency of decision-makers to favor members of an 
in-group over those members in the out-group.

Out-group homogeneity bias:232  The tendency of decision-makers to perceive 
members of the out-group as homogenous whilst perceiving those from the 
in-group to be more diverse.

Not invented here:233  The tendency of decision-makers to resist adopting an 
idea because it originates externally, i.e., outside the in-group.

Reactive devaluation:234  The tendency of decision-makers to devalue an idea 
or proposal when it originates from a member of the out-group, especially if 
that member is an antagonist.

EDTs that transform the decision context may heighten the risks of these 
biases, in particular when ideas about how certain technologies may under-
mine the assumptions of nuclear deterrence strategy, or may change the game 
altogether, come from members of the out-group. There are fewer incentives 
within the in-group to challenge their own assumptions and adapt their 
understanding of nuclear deterrence strategy to new technological circum-
stances, especially if they happen to unravel its very foundations. 

4. We simplify probabilities and numbers to 
make them easier to think about.

The need for complex mathematical calculations serves as another barrier to 
effective decision-making. Assuming the existence of a zero-sum world keeps 
things simple for decision-makers; it reduces uncertainty and allows them to 

231	 Scott	Barry	Kaufman,	“In-Group	Favoritism	Is	Difficult	to	Change,	Even	When	the	Social	
Groups Are Meaningless,” Scientific American, June 7, 2019, https://blogs.scientificamerican.
com/beautiful-minds/in-group-favoritism-is-difficult-to-change-even-when-the-social-
groups-are-meaningless/ 

232 Marcel Montrey and Thomas R. Schultz, “Outgroup Homogeneity Bias Causes Ingroup 
Favoritism,”  arXiv, August 22, 2019, https://arxiv.org/pdf/1908.08203.pdf 

233 Surekha Chanamolu, Shihab Hanayneh, Lennae Misiewicz, Marthed Mohammed, 
and Jacqueline Nayame, Dilemmas in Not Invented Here Syndrome, Portland, OR: 
Portland State University, 2017, https://pdxscholar.library.pdx.edu/cgi/viewcontent.
cgi?article=2147&context=etm_studentprojects 

234	 Lee	Ross,	“Reactive	Devaluation	in	Negotiation	and	Conflict	Resolution,”	in	Kenneth	J.	Arrow,	
et al., eds., Barriers to Conflict Resolution, New York: W.W. Norton & Company, 1995, 27-42, 
https://law.stanford.edu/index.php?webauth-document=child-page/370999/doc/slspub-
lic/Reactive%20Devaluation.pdf 

https://blogs.scientificamerican.com/beautiful-minds/in-group-favoritism-is-difficult-to-change-even-when-the-social-groups-are-meaningless/
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https://arxiv.org/pdf/1908.08203.pdf
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engage in black-and-white thinking. However, such biases have the potential 
to drive a nuclear crisis toward the worst-case scenarios and may result in 
miscalculations that increase the risk of nuclear war.

Table 10: Zero-sum bias

Zero-sum bias:235  The tendency of decision-makers to believe there is no 
benefit	in	cooperation	because	a	finite	amount	of	goods	exists	in	the	world.	
When one side wins, the other loses, or vice versa. Although nuclear deterrence 
is predicated upon mutual gain (lack of a nuclear war), this bias is likely to be 
dominant throughout the decision-making process in a nuclear crisis.

EDTs that compress decision timeframes may exacerbate the zero-sum bias, 
due to the perceived first mover advantage of technologies that provide nucle-
ar-armed states with the advantage of speed. Until certain technologies have 
reached a very advanced stage of development (e.g., AI-enabled systems, auton-
omous systems, quantum computing, etc), nuclear-armed states may perceive 
little benefit to constraining their ambitions or limiting their use for fear of 
adversaries gaining a first strike advantage and engaging in preemptive war.

5. We think people know what we are thinking, 
and that we know what they are thinking.

Decision-makers may sometimes believe their internal thought processes are 
obvious to those around them, or that others can understand the nuances of 
their ideas without further explanation. They thus fail to articulate clearly 
what they are proposing. The lack of clear communication can lead to misin-
terpretation internally and/or externally–the latter also increasing the risk of 
deterrence failure. Decision-makers also sometimes overestimate their ability 
to judge the minds of their adversaries.

235 Daniel V. Meegan, “Zero-Sum Bias: Perceived Competition Despite Unlimited Resources,” 
Frontiers in Psychology, vol 1 (2010),  https://www.ncbi.nlm.nih.gov/pmc/articles/
PMC3153800/; https://effectiviology.com/zero-sum-bias/ 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3153800/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3153800/
https://effectiviology.com/zero-sum-bias/
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Table 11: Biases related to illusions of transparency and knowledge

Illusion of transparency:236  The tendency of decision-makers to overestimate 
the degree to which their personal mental state is known by others and vice 
versa. Under stress, decision-makers may well overestimate their knowledge 
of each other’s mental state and may completely overestimate their ability to 
judge that of their adversary. This lack of understanding may affect judgements 
related to nuclear deterrence and action-reaction calculations.

Curse of knowledge:237  The tendency of decision-makers (and their briefers) 
to assume others have the same background and knowledge needed to 
understand a complex idea. In the nuclear weapons domain, subject-matter 
experts	can	fall	prey	to	this	bias	when	briefing	decision-makers	and	fail	to	
communicate their complex ideas in more concrete language.

EDTs that illuminate behavior patterns may heighten the impact of these 
biases and raise the risk of nuclear war. Decision-makers who use AI-enabled 
systems to support assessments of nuclear-armed adversaries may place too 
much confidence in the ability of such systems to predict actions of the adver-
sary in advance and then decide to take actions based on such predictions. 
Rigid notions of the future and unchecked beliefs in the ability of AI-enabled 
systems to make accurate predictions could lead to a greater risk of miscalcu-
lation and escalation in a nuclear crisis. 

By default, most complex AI-enabled systems operate in a “black box” and are 
thus built with the curse of knowledge bias. Programmers are often not able to 
explain with precision to decision-makers how a neural network has generated 
an outcome from a dizzying array of inputs and mathematical calculations. 
This lack of explainability may lead decision-makers to place too much trust 
in the AI-enabled system, or not trust its recommendations at all, both of 
which could lead to serious miscalculations in the nuclear weapons domain.

236 Farnam Street Media, “Illusion of Transparency: Your Poker Face is Better than You Think,”  
https://fs.blog/illusion-of-transparency/

237 Chip Heath and Dan Heath, “The Curse of Knowledge,” Harvard Business Review, December 
2006, https://hbr.org/2006/12/the-curse-of-knowledge 

https://fs.blog/illusion-of-transparency/
https://hbr.org/2006/12/the-curse-of-knowledge


A Handbook for Nuclear Decision-Making and Risk Reduction  
in an Era of Technological Complexity160

CHAPTER 4: NUCLEAR DECISION-MAKING

6. We project our current mindset and 
assumptions onto the past and future.

Decision-makers have difficulty imagining how quickly or slowly circum-
stances can evolve over time; they also tend to think rather highly of themselves 
and are confident in their own capabilities. 

In the face of great uncertainty, this tendency leads decision-makers to become 
overconfident about their level of consistency, their ability to exercise disci-
pline over their own impulses, their personal capacity for predicting random 
events, and their positive recollections of the past. This lack of retrospection 
and absence of healthy self-doubt can lead to miscalculation in a nuclear crisis.

Table 12:	Biases	related	to	overconfidence

Self-consistency bias:238  The tendency of decision-makers to believe they 
have been more consistent in their attitudes, opinions, and beliefs than they 
actually were. This bias impairs their memory recall.

Restraint bias:239  The tendency of decision-makers to overestimate their ability 
to control impulsive behaviors.  In nuclear decision-making, the temptation 
to be impulsive under stress is likely to be high and–without training and 
preparation– decision-makers may be more susceptible to it than they assess.

Hindsight bias:240  The tendency of decision-makers to believe an event as 
having been predictable after it has occurred. Given the breadth of planning 
and scenario development for nuclear war, there may be a strong tendency to 
link a nuclear crisis to the predictions of past exercises.

Rosy retrospection:241  The tendency of decision-makers to recall the past more 
favorably than the present. 

Although these biases remain important for understanding decision-making 
in the nuclear weapons domain, they may not all experience a significant 

238	 “Self-consistency	influences	how	we	make	decisions,”	Science Daily, May 23, 2018, https://
www.sciencedaily.com/releases/2018/05/180523133210.htm 

239 The Decision Lab, “Why do we overestimate our self-control?” https://thedecisionlab.com/
biases/restraint-bias

240 The Decision Lab, “Why do we see unpredictable events as predictable after they occur?” 
https://thedecisionlab.com/biases/hindsight-bias 

241 Itamar Schatz, “Rosy Retrospection and Declinism: Why the Past Looks Great and the Future 
Is Frightening,” Effectivology, https://effectiviology.com/rosy-retrospection-and-declinism/ 

https://www.sciencedaily.com/releases/2018/05/180523133210.htm
https://www.sciencedaily.com/releases/2018/05/180523133210.htm
https://thedecisionlab.com/biases/restraint-bias
https://thedecisionlab.com/biases/restraint-bias
https://thedecisionlab.com/biases/hindsight-bias
https://effectiviology.com/rosy-retrospection-and-declinism/
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change as a result of the EDTs discussed in this handbook. The restraint bias 
is the most likely to be affected, given the ability of EDTs to accelerate actions 
or create stress which may precipitate action.

4.2.4. Need to Act Fast 
(Problem of Speed)

The third set of biases are grouped under the decision-making challenge of “need 
to act fast” and relate to the perceived need by decision-makers to reach speedy 
decisions. During a nuclear crisis, decision-makers may perceive an increased pres-
sure to act, and their sense of urgency may increase rapidly given the potential for 
major life-and-death consequences and the massive scale of destruction. 

Although speed appears to be of the utmost essence of decision-making to the 
human brain to ensure survival, security, and success, the parties to a nuclear 
crisis would greatly benefit from taking more time to reach their decisions. 
Quick decisions may run a significant risk of misinterpretation and miscalcu-
lation, but they are often favored over the dangers of paralysis in uncertainty.

Decision-makers often take mental shortcuts to enhance the speed of their 
perceived progress, which can exhibit certain types of cognitive tendencies 
or biases. In the following, we identify three tendencies that most apply to 
nuclear decision-making and may occur when decision-makers are confronted 
with the pressure to act fast (shaded green for a significant effect and shaded 
orange for a supporting effect).

1. To act, we must be confident we can make an 
impact and feel what we do is important.

In a nuclear crisis, the perceived need to act may be significantly magnified. In 
order to remain calm in otherwise tense circumstances, decision-makers may 
lean on certain cognitive biases that make them feel more certain and confi-
dent in their ability to achieve success and make the right decisions. These 



A Handbook for Nuclear Decision-Making and Risk Reduction  
in an Era of Technological Complexity162

CHAPTER 4: NUCLEAR DECISION-MAKING

biases tend to exaggerate their perception of their own capabilities and sense of 
importance. However, without this level of overconfidence, decision-makers 
in a nuclear crisis may become paralyzed by fear and not act at all.

Many of these biases create false illusions of control, persuade decision-makers 
to sacrifice the common good for their own self-interest, blind decision-mak-
ers to their own hubris, and prevent them from performing accurate cost-ben-
efit calculations about various alternatives that are necessary for maintaining 
nuclear deterrence. 

Table 13: Biases related to control, self-importance and ego

Illusion of control:242  The tendency of decision-makers to overestimate their 
ability to control events than they do. This bias will come into play in a nuclear 
crisis among those decision-makers who believe in the prospect of controlling 
nuclear	escalation	after	the	first	nuclear	weapon	is	used.

Self-serving bias:243  The tendency of decision-makers to attribute successes 
to their own abilities and their failures to external factors. Decision-makers 
operating at any level of politics need to maintain and enhance their self-
esteem, and thus perceive themselves in an overly favorable manner. This bias 
will shape the decision-making process through the timeline of a nuclear crisis.

Egocentric bias:244  The tendency of decision-makers to rely too heavily on their 
own perspective and/or to have a higher opinion of themselves than reality.

EDTs that compress decision timeframes may add to the sense of urgency for 
reaching quick decisions and thus exacerbate these types of biases. Meanwhile, 
EDTs that illuminate behavior patterns and are capable of predicting adver-
sarial actions may contribute to the perceived illusion of control by deci-
sion-makers and exacerbate overconfidence in their preferred actions. Both 
of these circumstances could increase the risk of miscalculation and escalation.

242 Ion Yarritu, Helena Matute, and Miguel A. Vadillo, “Illusion of Control,” Experimental 
Psychology, vol 61, no 1 (2014): 38-47, https://www.ncbi.nlm.nih.gov/pmc/articles/
PMC4013923/ 

243 The Decision Lab, “Why do we blame external factors for our own mistakes?” https://thede-
cisionlab.com/biases/self-serving-bias 

244 Itamar Schatz, “The Egocentric Bias: Why It’s Hard to See Things from a Different 
Perspective,” Effectiviology, https://effectiviology.com/egocentric-bias/ 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4013923/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4013923/
https://thedecisionlab.com/biases/self-serving-bias
https://thedecisionlab.com/biases/self-serving-bias
https://effectiviology.com/egocentric-bias/
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2. To get things done, we tend to complete things 
we have put time and energy into.

Decision-makers tend to have a vested interest in the projects, concepts, and 
activities that they have had a direct hand in shaping–including, for example, 
the nuclear capabilities developed to support a nuclear deterrence strategy or 
a particular nuclear doctrine. Consequently, they may view decisions during 
a nuclear crisis through this self-interested lens. 

In the nuclear weapons domain, the general human tendency of deci-
sion-makers to double down or harden their views in the face of conflicting 
information may become further compounded by a stringent devotion to 
prevailing concepts of nuclear deterrence within the in-group. However, since 
a nuclear crisis in the future may not unfold as expected due to a wide array of 
EDTs and other factors, decision-makers may require a level of mental agility 
severely constrained by the following cognitive biases.
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Table 14: Biases related to prevailing concepts and investments of time 
and energy

Backfire effect:245  The tendency of decision-makers to double down on or 
harden erroneous beliefs, even after receiving contradictory information or 
intelligence assessments. This bias may play a major role in a nuclear crisis 
since it can be exacerbated by stress, especially when such contradictory 
information comes into contact with doctrinal beliefs about nuclear deterrence 
or an adversary.

Pseudocertainty effect:246 The tendency of decision-makers to make risk-
averse choices when the expected outcome is positive and to avoid them 
when the expected outcome is negative. This calculation presumes a level of 
certainty that simply does not exist and favors options that eliminate risks over 
those	that	merely	reduce	risks	when	the	latter	may	have	significant	value.	

Sunk cost fallacy:247  The tendency of decision-makers to follow through on 
an action the more they have invested time, money, and energy in it, even 
when	the	costs	and	benefits	of	the	action	have	shifted	significantly.	In	nuclear	
decision-making, this bias can drive decisions to use capabilities, given the 
enormous expense in acquiring and maintaining them.

EDTs that transform the decision context may heighten the impact of these 
cognitive biases since they introduce major changes to the context for nuclear 
deterrence. Certain decision-makers, having had a hand in establishing pre-
vailing concepts of nuclear deterrence, may thus reject new features of their 
environment caused by EDTs and proceed from their past assumptions.

245	 Briony	Swire-Thompson,	Joseph	DeGutis,	and	David	Lazer,	“Searching	for	the	Backfire	Effect:	
Measurement	and	Design	Considerations,”	Searching	for	the	backfire	effect:	Measurement	
and design considerations,” Journal of Applied Research in Memory and Cognition, vol 9, 
no 3 (2020): 286–299, https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7462781/

246 Amos Tversky and Daniel Kahneman, “The Framing of Decisions and the Psychology of 
Choice,” Science Magazine,  May 27, 2010, https://www.uzh.ch/cmsssl/suz/dam/jcr:ffffffff-
fad3-547b-ffff-ffffe54d58af/10.18_kahneman_tversky_81.pdf 

247 David Ronayne, Daniel Sgroi, and Anthony Tuckwell, “How Susceptible Are You to the Sunk 
Cost Fallacy?” Harvard Business Review, July 15, 2021, https://hbr.org/2021/07/how-sus-
ceptible-are-you-to-the-sunk-cost-fallacy; see also Jamie Ducharme, “The Sunk Cost 
Fallacy Is Ruining Your Decisions. Here’s How,” Time Magazine, July 26, 2018, https://time.
com/5347133/sunk-cost-fallacy-decisions/ 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7462781/
https://www.uzh.ch/cmsssl/suz/dam/jcr:ffffffff-fad3-547b-ffff-ffffe54d58af/10.18_kahneman_tversky_81.pdf
https://www.uzh.ch/cmsssl/suz/dam/jcr:ffffffff-fad3-547b-ffff-ffffe54d58af/10.18_kahneman_tversky_81.pdf
https://hbr.org/2021/07/how-susceptible-are-you-to-the-sunk-cost-fallacy
https://hbr.org/2021/07/how-susceptible-are-you-to-the-sunk-cost-fallacy
https://time.com/5347133/sunk-cost-fallacy-decisions/
https://time.com/5347133/sunk-cost-fallacy-decisions/
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3. We favor simple-looking options and complete 
information over complex, ambiguous options.

When it comes to reaching important decisions, decision-makers tend to prefer 
simplicity and certainty over complexity and ambiguity–even if the latter deci-
sions might generate better outcomes, thus representing a better use of time 
and energy. Decision-makers will be biased against the more time-intensive 
solutions, and perceiving a greater sense of urgency during a nuclear crisis, they 
may become even more confident in their own assessments, values, and choices.

Table 15: Biases related to simplicity

Belief bias:248  The tendency of decision-makers to rely upon their values, 
beliefs, or prior knowledge for making a decision rather than on logic or a 
rational set of principles. In a nuclear crisis, when decision-makers come 
under immense stress, they will tend to interpret events and/or intelligence 
assessments based on prior beliefs.

Information bias:  The tendency of decision-makers to seek only certain 
information in order to inform decisions without regard for the bigger picture, 
to believe that more information is always better, to misrepresent collected 
information, or to present selected information to decision-makers. This bias 
occurs when the value of information supersedes all other decision-making 
factors.

Ambiguity bias:249  The tendency of decision-makers, in the absence of 
sufficient	information,	to	select	options	for	which	favorable	outcomes	are	more	
certain over other options with favorable outcomes that seem less certain, even 
if those outcomes might be better in the end. Within the context of decision-
making, there are many more unknowns than knowns. As such, this bias may 
drive decision-making toward less risky but suboptimal outcomes.

Bike-shedding effect:250  The tendency of decision-makers to spend more 
time on trivial issues than complex ones because they are easier to manage. 
Within the context of a nuclear crisis, this bias could lead decision-makers to 
neglect the emerging technological complexity and its implications for nuclear 
deterrence strategy.

248 Itamar Schatz, “Belief Bias: When People Rely on Beliefs Rather Than Logic,” 
Effectiviology, https://effectiviology.com/belief-bias/; see also Stephanie 
Sarkis, “Emotions Overruling Logic: How Belief Bias Alters Your Decisions,” Forbes, 
March 26, 2019, https://www.forbes.com/sites/stephaniesarkis/2019/05/26/
emotions-overruling-logic-how-belief-bias-alters-your-decisions/ 

249 The Decision Lab, “Why we prefer options that are known to us,” https://thedecisionlab.com/
biases/ambiguity-effect 

250 The Decision Lab, “Why do we focus on trivial things?” https://thedecisionlab.com/biases/
bikeshedding 

https://effectiviology.com/belief-bias/
https://www.forbes.com/sites/stephaniesarkis/2019/05/26/emotions-overruling-logic-how-belief-bias-alters-your-decisions/
https://www.forbes.com/sites/stephaniesarkis/2019/05/26/emotions-overruling-logic-how-belief-bias-alters-your-decisions/
https://thedecisionlab.com/biases/ambiguity-effect
https://thedecisionlab.com/biases/ambiguity-effect
https://thedecisionlab.com/biases/bikeshedding
https://thedecisionlab.com/biases/bikeshedding
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EDTs that transform the decision context and increase the uncertainty around 
nuclear decisions may magnify this set of cognitive biases, leading deci-
sion-makers to potentially ignore new features of their operating environment 
in a nuclear crisis and cling to their prior understandings and more simplistic 
assumptions. Consequently, the risk of miscalculations may increase even 
further as other EDTs compress decision timeframes.

4.2.5. What Should We Remember 
(Problem of Flawed Memory)

The nuclear weapons domain is extremely complex and technical, and the 
capacity of the human mind to retain information is limited. Every day, deci-
sion-makers are bombarded with massive volumes of information whilst still 
facing significant ambiguity about the issues that truly matter. As a result, 
decision-makers remember only certain things while forgetting the rest. 

Since memories are often flawed and incomplete, decision-makers often rely 
upon filters to recall information from the past. However, these memory fil-
ters tend to perpetuate past errors and exacerbate other biases used as mental 
shortcuts in the present caused by information overload and ambiguity. This 
pattern can lead to miscalculation in a nuclear crisis. We describe each of the 
cognitive biases (shaded green for a significant effect and shaded orange for a 
supporting effect) that contribute to each tendency.

4. We edit and reinforce some memories after the fact 
and we discard specifics to form generalities

Decision-makers may sometimes accidentally inject a detail into their memory that 
was previously not there before but introduced by a decision team member, and 
adopted through their suggestibility under stress. When they discard specifics to 
form generalities, decision-makers tend to do this out of necessity. However, the 
impact of implicit associations, stereotypes, and prejudice may result in some of 
the worst consequences across our entire analysis of cognitive biases.
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Table 16:	Biases	related	to	flawed	memory

Suggestibility:251  The tendency of decision-makers to change their minds and 
to act upon the suggestions of others, especially when under intense stress.

Implicit stereotypes:252  The tendency of decision-makers to attribute 
particular qualities to a member of a certain group.

Prejudice:253 The tendency (unconscious) of decision-makers to hold an 
unfavorable opinion or feeling without knowledge, thought, or reason.

EDTs that disrupt information flows may magnify these biases due to the 
disproportionate flow of disinformation that supports preconceived ideas. 
Social media platforms curate information feeds based on profit-driven algo-
rithms and the echo chambers formed by the social networks of their users. 
These echo chambers may reinforce the memory filters of decision-makers in 
a nuclear crisis and exacerbate errors.

251 The Decision Lab, “Why is yawning contagious?” https://thedecisionlab.com/biases/
suggestibility 

252 Perry Hinton, “Implicit stereotypes and the predictive brain: cognition and culture in “biased” 
person perception,” Palgrave Communications, vol 3 (2017),  https://www.nature.com/
articles/palcomms201786

253 The Decision Lab, “Stereotypes,” https://thedecisionlab.com/reference-guide/psychology/
stereotypes 

https://thedecisionlab.com/biases/suggestibility
https://thedecisionlab.com/biases/suggestibility
https://www.nature.com/articles/palcomms201786
https://www.nature.com/articles/palcomms201786
https://thedecisionlab.com/reference-guide/psychology/stereotypes
https://thedecisionlab.com/reference-guide/psychology/stereotypes
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4.3. Nuclear Decisions
Decision-makers will have to make choices about various elements of their 
nuclear capability throughout the arc of a crisis with a nuclear-armed state. 
Since we are focused on the goal of reducing the risk of nuclear war in this 
handbook, we will limit our analysis to the crisis/conflict stage.

In considering the types of nuclear decisions, we will thus focus on deci-
sions related to the modification of posture, readiness, and deployment of 
nuclear weapons and on the first decision to employ nuclear weapons. Any 
subsequent decisions (those taken after the detonation of a nuclear weapon) 
would occur in a novel and unknown national and global dynamic. While 
some elements of the decision-making process will remain intact, the mindsets 
of decision-makers would be completely and irrevocably altered after the use 
of a nuclear weapon.

Each decision about nuclear weapons is accompanied by a choice to make the 
action(s) public or private. Not all capability decisions can or should be kept 
from adversaries–though any number will remain secret (e.g., changing the 
readiness of an already patrolling ballistic missile submarine), or they will be 
communicated in private to an adversary as part of a crisis management strategy.

The broad categories of decision (both escalatory or de-escalatory) facing a 
national command authority (NCA) in any crisis with a nuclear-armed states are:

• Raise or lower delivery system readiness

• Mate or de-mate warheads

• Arm or fuel relevant delivery systems

• Deploy or recall delivery systems

• Launch weapons (all others are fundamentally reversible decisions)
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Irrespective of how a nuclear crisis might unfold, the NCA will have to con-
sider the likelihood of and timing of nuclear weapon employment. The ability 
to be flexible in all possible scenarios will, in theory, give the NCA the greatest 
ability to manage the crisis. Flexibility can be viewed as a positive thing, but 
it means that decision mindsets may be more susceptible to influence and 
distortion by EDTs and amplified by cognitive biases–much more than if 
there were only a single possible employment scenario.

While many more scenarios for nuclear weapons employment are possible, 
we have narrowed them down into four categories for the purpose of this 
handbook:

• Pre-emptive strategic attack

• Pre-emptive tactical / local attack

• Reactive tactical / local response

• Reactive strategic response

Each category of decisions brings different elements of the decision mindset 
into play. In any analysis of nuclear decision-making, it is equally important to 
understand the consequences of both employing and not employing nuclear 
weapons. Since each decision can be “to employ” or “not to employ” a nuclear 
weapon, the external pressures, effects of EDTs, and internal filters of cogni-
tive biases would impact each of them in different ways. 

External pressures for an NAS exist in a complex web of decision parameters 
or factual considerations, some of which are general and others specific to the 
decision under consideration.



A Handbook for Nuclear Decision-Making and Risk Reduction  
in an Era of Technological Complexity170

CHAPTER 4: NUCLEAR DECISION-MAKING

Table 17: Nuclear decision parameters

Factor Description

Risk The risk of harm

Benefit The	calculated	benefit

Resolve The impact on perceived resolve by other 
nations (allies and adversaries)

Readiness The readiness of nuclear capabilities

Capability The capability as represented by the nuclear 
forces on both sides

Survivability The survivability of nuclear forces on both sides

Response: Adversary The importance of taking the adversary’s 
response into account

Response: Allies The importance of taking allies’ response(s) into 
account 

Response: Other NAS The importance of taking other nuclear-armed 
states’ responses into account

Legalities Weight assigned to the legality of the decision

Precedent The importance of precedent

Vulnerability The broader vulnerability to potential 
consequences (linked to survivability, above, but 
not exactly the same)

Legacy The value assigned to legacy (linked to 
precedent)

Effect on Future Decisions Extent to which options in the future are 
broadened or narrowed

Environmental: Local Effect Weight assigned to environmental effects at 
target locale(s)

Environmental: EMP Effect Weight assigned to effects of EMP in the broader 
sense

In the following sections, we examine the four decision types and assess the 
potential impact of EDTs and cognitive biases.
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4.3.1. Pre-Emptive Strategic Attack

A pre-emptive strategic attack–i.e., a nuclear attack with strategic weapons 
in the absence of an adversarial nuclear strike–represents the most calculated 
type of nuclear decision. Such a decision offers the greatest uncertainty of 
victory, and it would likely have the most global repercussions. Consequently, 
it probably represents the least likely of the four decision categories. 

Aside from an apocalyptic spasm of a desperate leader, such a decision would 
only come under consideration by the NCA if it were convinced that the 
benefits would significantly outweigh the costs. Given the likely retaliatory 
response from the attacked adversary and the global community, however, 
reaching a favorable cost-benefit calculation would be extremely unlikely. 

Pre-Emptive Strategic Attack 

 Relevant effects of EDTs:

• Disruption	of	information	flows

• Illumination of behavior patterns

• Transformation of decision contexts

However, the latter two effects, working in conjunction with each other, 
may increase the risk of a preemptive strategic attack in the future in at least 
two possible scenarios. The effects of EDTs would likely exacerbate cognitive 
biases related to the problems for decision-makers of information overload 
and ambiguity.

We could envision a scenario in which decision-makers rely upon AI-enabled 
decision support systems–especially systems advertised as capable of pre-
dicting adversarial behaviors. In this future, improved ISR supported by AI 
has led to much greater transparency of adversary capabilities, including the 
accurate tracking of mobile launchers and nuclear-armed submarines. Such 
transparency has enhanced the confidence of decision-makers in the success 
of a counterforce attack, significantly reducing or eliminating the adversary’s 
ability to retaliate. Given the limited volume of data on nuclear crises and war 
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and reliance upon human understanding of the world to program algorithms, 
a certain level of bias may already exist within the AI-enabled system

EDTs that transform the decision context may exacerbate these biases by pro-
ducing new scenarios that defy human knowledge or past data, and thus the 
capability of AI-enabled systems to predict adversary behavior and produce 
useful recommendations. Under these circumstances, the system could gen-
erate a false positive (i.e., indications of a pending attack by a nuclear-armed 
adversary justifying a preemptive strike) and recommend a preemptive stra-
tegic attack. Though this represents a worst-case scenario, decision-makers 
may struggle with a wide range of cognitive biases that heighten the risk of 
reaching such a decision.

In a slightly different scenario, we could envision the integration of an 
AI-enabled system into the process for employing nuclear weapons by an 
NCA in a way that removed humans from the loop of the final decision to 
employ nuclear weapons. The governments of nuclear-armed states might 
consider this development necessary in order to cope with a perceived increase 
in the speed of warfare and decision-making across the board. A variety of 
circumstances could lead false information to be delivered to such a system at 
machine speed and contribute to an unintended launch. 

However, the consequences of a non-human decision to trigger a strategic 
pre-emptive attack would be so significant that we hope nuclear-armed states 
would work hard to prevent this scenario from happening in the first place. To 
this end, nuclear-armed states might consider some form of treaty or agreed 
protocol to prevent this scenario.
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4.3.2. Pre-Emptive Tactical /  
Local Attack

A pre-emptive “tactical / local” attack–i.e., a limited nuclear attack taken in 
response to imminent actions of a nuclear-armed adversary–presents a definite 
risk for the near-term and in the future. 

The 2021 reaffirmation by U.S. and Russian Presidents of the Reagan-
Gorbachev declaration that “nuclear war cannot be won and must never be 
fought”, notwithstanding recent nuclear saber-rattling by Russian leadership 
within the context of its invasion of Ukraine, underlines the currency of this 
risk.254 Three further indicators support our heightened risk assessment.

First, the mere possession of non-strategic weapons may be perceived as 
indicative of a national belief that such pre-emption might be advantageous 
or necessary under certain circumstances. Second, the ambiguities on the first-
use of nuclear weapons built into the negative security assurances provided by 
nuclear-weapon states (NWS) indicate a desire to retain this option.255 Finally, 
public statements made by nuclear-armed states  who field non-strategic capa-
bilities appear to suggest confidence in the un-tested ability to control nuclear 
escalation and prevent a nuclear exchange at the strategic level. 

For nuclear-armed states, these factors reinforce belief in the perceived need 
for such capabilities for achieving stability. 

Decision-makers may lean toward this type of decision when intelligence 
suggests imminent actions on the part of the adversary–especially if EDTs 
contribute to skewing the crisis assessments. 

254 The White House, “U.S.-Russia Presidential Joint Statement on Strategic Stability,” June 16, 
2021, https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/16/u-s-rus-
sia-presidential-joint-statement-on-strategic-stability/ 

255	 The	only	formally	recognised	Nuclear	Weapon	States	(NWS)	are	the	five	recognized	by	the	
NPT when it came into force.

https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/16/u-s-russia-presidential-joint-statement-on-strategic-stability/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/16/u-s-russia-presidential-joint-statement-on-strategic-stability/
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Pre-Emptive Tactical / Local Attack 

Relevant effects of EDTs:

• Disruption	of	information	flows

• Illumination of behavior patterns

• Compression of decision timeframes

• Transformation of decision contexts

These effects of EDTs would likely exacerbate cognitive biases related to the 
problems for decision-makers of information overload, ambiguity, and speed.

The two worst-case future scenarios discussed for the pre-emptive strategic 
attack would also apply here, but at a much higher risk level given the per-
ceived lower consequences of a tactical exchange by decision-makers. 

A combination of false positives from such an AI-enabled decision support 
system, powerful disinformation campaigns activating certain cognitive biases 
(information overload) that distort the views of decision-makers, and a reli-
ance upon the automation bias (ambiguity) by decision-makers could trigger 
unintended pre-emption at the tactical level, with the potential for strategic 
nuclear war. If the AI-enabled system is capable of predicting adversary 
behavior and indicates a high risk of an adversarial pre-emptive tactical strike, 
decision-makers may also be confronted with the pressures to act (speed).
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4.3.3. Reactive Tactical / 
Local Response

A reactive “tactical / local” response–i.e., a limited nuclear attack taken in 
response to the use of a nuclear weapon by an adversary or imminent use 
by an adversary–represents the most likely decision. Its probability is higher 
than that of the preemptive version of this attack since a response may also 
occur from miscalculation or misinterpretation by decision-makers where a 
preemptive attack has in fact not occurred. Such a miscalculation or misin-
terpretation risk could follow from the possession of and doctrine related to 
non-strategic weapons.

 The risk of this decision is significantly magnified by the effects of EDTs and 
their exacerbation of cognitive biases. 

Reactive Tactical / Local Response 

Relevant effects of EDTs:

• Disruption	of	information	flows

• Illumination of behavior patterns

• Compression of decision timeframes

• Transformation of decision contexts

The effects of EDTs would likely exacerbate cognitive biases related to the 
problems for decision-makers of information overload, ambiguity, and speed.

The two worst-case future scenarios discussed for the pre-emptive strate-
gic attack would also apply here, but at a much higher risk level given the 
perceived lower consequences of a tactical exchange by decision-makers and 
reactive nature of such decisions. These factors combined raise the risk of this 
decision type quite significantly relative to both of the pre-emptive options. 
For this reason, it should attract the most attention and risk reduction efforts.
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4.3.4. Reactive Strategic Response

A reactive strategic response–i.e., a strategic nuclear attack in response to an 
adversarial nuclear strike or imminent nuclear attack–represents the essence 
of nuclear deterrence strategy. As a second-strike response, this type of deci-
sion occurs after receiving confirmation of a nuclear attack. Consequently, 
such decisions will be the least swayed by external factors including EDTs. 
However, the likelihood of this decision type increases as the risk of the other 
decision types increase, since any of those scenarios could potentially escalate 
to a reactive strategic response.

Reactive Strategic Response 

Relevant effects of EDTs:

• Disruption	of	information	flows

• Illumination of behavior patterns

• Compression of decision timeframes

• Transformation of decision contexts

These effects of EDTs could exacerbate cognitive biases related to the prob-
lems for decision-makers of information overload, ambiguity, and speed.

The two worst-case future scenarios discussed for the pre-emptive strategic 
attack would also apply here, but at a much higher risk level given the per-
ceived reactive nature of such a decision.

In another future scenario, a strategic response could arise from the perceived 
need to “use or lose” nuclear-armed missiles in the face of an imminent dis-
abling strike by an adversary. Though this attack could be viewed as pre-emp-
tive, the psychology of such decisions is much different than using nuclear 
weapons without real confirmation of a nuclear attack. Such a scenario could 
occur in response to an actual nuclear attack by an adversary or in response 
to an error (e.g., a false positive generated by early warning systems or an 
AI-enabled decision support system).
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4.3.5. Impact on Nuclear Decisions

Though our analysis remains highly speculative in the absence of historical 
precedent, we believe that the effects of EDTs both directly and indirectly 
(via the mindset of decision-makers) will have an impact on nuclear deci-
sions in crisis and increase the risk of nuclear war. In the following table, we 
summarize the proposed arguments made about the linkages between the 
effects of EDTs and cognitive biases and an increased risk in miscalculation, 
misinterpretation, and escalation.
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4.4. Discussion 
Questions and 
Thought Exercises

In the following, we have assembled a list of questions and thought exercises 
for use in a training environment and to stimulate further thought and 
discussion.

1. In your view, what is the most important quadrant of cognitive biases 
(too much information, not enough meaning, need to act fast, what 
to remember) for the nuclear weapons domain? Which of the biases 
within that quadrant do you find most persuasive for increasing the 
risk of miscalculation, misinterpretation, and/or escalation, and thus 
the risk of nuclear war?

2. Which of the quadrants of cognitive biases (too much information, 
not enough meaning, need to act fast, what to remember) will be most 
impacted by the effects of EDTs?

3. Thought Exercise: Read “AI’s 6 Worst-Case Scenarios.”256 Which of 
these scenarios causes you the most concern about AI and the future 
of nuclear weapons? How might the scenarios directly or indirectly 
affect the nuclear weapons domain? What recommendations would 
you make to decision-makers to mitigate the risk of AI for nuclear 
weapons?

4. Thought Exercise: Read “Pentagon Wants AI to Predict Events 
Before They Occur.”257 How might the prediction capabilities of AI 
impact decision-maker mindset in the nuclear domain? What cognitive 

256 Natasha E. Bajema, “AI’s 6 Worst-Case Scenarios,” IEEE Spectrum, January 3, 2022, https://
spectrum.ieee.org/ai-worst-case-scenarios 

257 Natasha E. Bajema, “Pentagon Wants AI to Predict Events Before They Occur,” IEEE Spectrum 
Magazine, October 2021, https://spectrum.ieee.org/predictive-ai-pentagon

https://spectrum.ieee.org/ai-worst-case-scenarios
https://spectrum.ieee.org/ai-worst-case-scenarios
https://spectrum.ieee.org/predictive-ai-pentagon
https://spectrum.ieee.org/predictive-ai-pentagon
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biases would become more prevalent? Would predictive capability 
decrease or increase the risk of preemptive nuclear war?

5. What features of the nuclear weapons domain would you recommend 
changing to mitigate the increased risk of nuclear war caused by EDTs 
and cognitive biases?

6. What steps would you recommend to help decision-makers under-
stand the impact of cognitive biases? Are there procedural fixes or 
adjustments to the decision-maker in-group you can think of that 
might prevent their influence on nuclear decisions?

7. Thought Exercise: Read “What Do Cognitive Biases Mean for 
Deterrence?”258 Do you agree with the author that cognitive biases 
might help prevent nuclear war? Are there workarounds to increased 
risk within nuclear deterrence strategy?

258 Ian King, “What Do Cognitive Biases Mean for Deterrence?” The Strategy 
Bridge, February 12, 2019, https://thestrategybridge.org/the-bridge/2019/2/12/
what-do-cognitive-biases-mean-for-deterrence 

https://thestrategybridge.org/the-bridge/2019/2/12/what-do-cognitive-biases-mean-for-deterrence
https://thestrategybridge.org/the-bridge/2019/2/12/what-do-cognitive-biases-mean-for-deterrence


An Airman conducts maintenance on an Air-launched Cruise 
Missile at Barksdale Air Force Base, Louisiana, Oct. 18, 2021

USAF / Airman 1st Class Jonathan Ramos
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Chapter 5  
RISK REDUCTION 
STRATEGIES

5.1. Overview
In chapters three and four, we outlined a comprehensive analytic framework 
with multiple layers of factors that shape nuclear decision-making: technological 
effects, the decision-making process, and the decision-maker mindset. Diverse 
factors may operate in fundamentally different ways depending on their timing 
and thus may vary in their impact on nuclear decisions across the different stages 
of conflict: its origins in peacetime, the breakout of a crisis and its escalation, 
the unfolding of conventional and/or nuclear operations, and the conflict’s 
de-escalation and conclusion. 

In this chapter, we outline a broad risk reduction strategy for addressing the 
new risks of EDTs for nuclear decision-making. Given the coming technological 
complexity in likely future nuclear crises, it is imperative for governments of 
nuclear-armed states to address the risks of EDTs and develop mitigation strate-
gies for the various stages of conflict during a peacetime environment, when the 
prospect for mutual cooperation still exists.

During peacetime, the governments of nuclear-armed states, though focused on 
the competitive struggle to gain technological advantages, may still be willing to 
make commitments on exercising certain restraints and thus reducing nuclear 
risks.259 Consequently, this may be the best time to anticipate how EDTs will 
affect the ability of decision-makers to assess capabilities and actions, consult and 

259 Kubiak et al, March 2021, 8.
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deliberate, signal intentions, prepare operations, and increase readiness during 
the initial phase of a nuclear crisis. 

Governments of nuclear-armed states should take actions now to reduce the 
risk of miscalculation, misinterpretation, and escalation caused by EDTs in 
the event of a conflict or crisis. They should also evaluate how EDTs might 
increase the risk of preemptive actions and produce greater incentives for 
using nuclear weapons and then mitigate those effects. Finally, they should 
discuss potential scenarios for escalation and devise strategies for de-escalation 
(off-ramps) and conflict termination.

The critical time to act is now. Unlike in the past, where many experts judged 
the movement of a nuclear conflict to proceed in a linear fashion, one rung at 
a time, up a theoretical escalation ladder, the pathway for conflict escalation 
today and in the near future may not be linear at all. Instead, it may cut across 
different domains, skip between rungs on the ladder, or be entirely caused by 
third party actors.260 Consequently, escalation to a nuclear war may develop 
in unexpected ways, especially given the potential effects of EDTs. 

An effective strategy focused on reducing nuclear risks—including those 
produced by EDTs and the idiosyncrasies of the nuclear decision-making 
process–will need to be multidimensional in nature. Such a strategy will be 
designed to address nuclear risk reduction as broadly as possible. It will go 
beyond reversing the negative effects of EDTs to encompass a comprehensive 
nuclear risk reduction strategy that mitigates the risks of miscalculation, 
misinterpretation, and escalation, irrespective of the cause. 

Ideally, an effective risk reduction strategy would entail a diverse array of 1) 
policy methods and approaches; 2) technical tools, and; 3) traditional arms 
control and nuclear risk reduction measures. By default, an interdisciplinary 
toolbox will require much deeper collaboration across both the public and 
private sectors and necessitate concrete actions at the domestic, national, 
international, and global levels.

260 Kubiak and Mishra, December 2021, 2.
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The key objective of such a strategy would first and foremost be to prevent 
the use of nuclear weapons and reduce their risk over time. In the follow-
ing, we outline three elements of the proposed strategy and provide some 
tangible examples.

5.2. Policy Methods and 
Approaches

Policy methods and approaches represent the first element of an effective strat-
egy for reducing the risks posed by EDTs for nuclear decision-making. This 
element would focus directly on the risks for nuclear decision-making posed 
by the different technologies (e.g., social media platforms, machine learning 
tools, autonomous systems) and seek to establish a regulatory framework at all 
levels of politics. In the following, we offer several tangible examples.

5.2.1. Regulating Social 
Media Platforms

As discussed in chapter 3, disinformation campaigns can exert negative effects on 
political narratives about nuclear weapons at the local, national, international, 
and global levels. They may even someday produce deleterious effects within 
the context of a nuclear crisis between two or more states. For this reason, the 
governments of nuclear-armed states should consider taking steps at all relevant 
levels to mitigate the impact of disinformation on a future nuclear conflict.

With the rise of social media platforms as the primary means of distribution 
for disinformation campaigns, private sector companies can now inadvertently 
increase the risk of miscalculation, misinterpretation, and escalation among 
nuclear-armed states. In essence, national security no longer depends on the 
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actions of governments, but also the activities of private companies.”261 Since 
governments have oversight over their own domestic issues, countering the 
impact of disinformation has to begin at the national level. 

Though controversial, especially for democratic states where social media reg-
ulation would produce severe friction with fundamental values and principles, 
governments may wish to consider regulating certain aspects of social media 
in order to prevent malicious use of influential platforms, mitigate their risks 
to national security, and reduce the risk of nuclear war. Instead of exerting 
direct control over social media content, governments might consider steps 
to incentivize private companies to do much more to remove blatantly false 
information from their platforms. Governments may also consider putting 
laws in place to punish those that intentionally spread disinformation with 
potential consequences for national security and attendant public safety.262

For the context of nuclear decision-making, social media regulation at the 
national level must go beyond the challenge of disinformation. In recent years, 
government agencies have increasingly turned to social media for issuing emer-
gency alerts, including in the nuclear domain. For example, the U.S. Strategic 
Command, the lead agency within the United States for nuclear deterrence and 
a key player in nuclear command and control in the event of a nuclear crisis, has 
an active social media platform for promoting its agenda to the general public. 

Only recently, in 2022, the U.S. Department of Defense issued its first-ever, 
department-wide social media policy, establishing principles for social media 
use within all defense agencies.263 The new policy contains no instructions 
for how agencies with responsibilities for nuclear weapons should behave on 
social media across the stages of a potential conflict with a nuclear-armed state. 

261 Glenn Gerstell, “The National-Security Case for Fixing Social Media, The New Yorker, 
November 13, 2020, https://www.newyorker.com/tech/annals-of-technology/
the-national-security-case-for-fixing-social-media 

262 Othello N. Nmah, The Effects of Social Media on National Security, Fort Leavenworth, KS: U.S. 
Army Command and General Staff College, 2019, https://apps.dtic.mil/sti/pdfs/AD1105214.pdf 

263 C. Todd Lopez, “DOD Releases First Department-Wide Social Media Policy,” DoD News, 
April 15, 2022, https://www.defense.gov/News/News-Stories/Article/Article/3121412/
dod-releases-first-departmentwide-social-media-policy/

https://www.newyorker.com/tech/annals-of-technology/the-national-security-case-for-fixing-social-media
https://www.newyorker.com/tech/annals-of-technology/the-national-security-case-for-fixing-social-media
https://apps.dtic.mil/sti/pdfs/AD1105214.pdf
https://www.defense.gov/News/News-Stories/Article/Article/3121412/dod-releases-first-departmentwide-social-media-policy/
https://www.defense.gov/News/News-Stories/Article/Article/3121412/dod-releases-first-departmentwide-social-media-policy/
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Decision-makers with related responsibilities will feel the need to pass com-
ment in any such crisis, so an effective approach must be whole-of-government 
for the nuclear domain.

There are certain times when relying upon more formal official commu-
nications channels may be preferable, especially during a nuclear conflict. 
Governments of nuclear-armed states may wish to consider “interagency 
best practices for the use of social media during crises.”264 For example, gov-
ernments may wish to place certain limits on social media communications 
from interagency accounts during a conflict between nuclear-armed states to 
maintain clear messaging.

At the international level, alliances with a specific focus on nuclear weapons 
such as NATO may consider how to better coordinate social media communi-
cations and counter disinformation during a nuclear crisis. Currently, NATO 
engages with the general public on several social media platforms, but does 
not have a coordinated social media policy. Rather, NATO defers to alliance 
members to implement their own policies.265 Disinformation campaigns 
and social media communications are highly likely to shape every aspect of 
a nuclear crisis. It may be time for NATO members to be more proactive in 
understanding the problem and mitigating the risks. For example, NATO 
members could engage in multilateral planning and exercises that incorporate 
“informational aspects of early crisis management.”266

At the global level, like-minded countries could come together to agree on 
a code of conduct or agreed set of principles for social media use during 
crises and discuss ways to combat disinformation. The European Union 
has been leading on this front with the signing of the 2022 Code of Practice 
on Disinformation.Each of the signatories commit to take action in several 
domains including “demonetising the dissemination of disinformation; ensur-
ing the transparency of political advertising; empowering users; enhancing 

264 Williams and Drew, 17. 

265 Williams and Drew, 17. 

266 Hersman et al, 57.
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cooperation with fact-checkers; and providing researchers with better access 
to data.”267 In addition to national actions undertaken by the signatories, the 
code established a monitoring framework to measure implementation across 
the EU and at the member state level.

5.2.2. Improving Disinformation 
Education and Awareness

Since the emergence of the first social media platforms in the early aughts, 
their perceived impact on global affairs has evolved significantly. In their first 
years of existence, experts highlighted the positive effects of social media plat-
forms as a mobilization tool that could empower resistance movements to rise 
up against authoritarian regimes and establish more democratic systems.268 

Over time, however, private sector companies have turned existing social media 
platforms into advertising and data collection behemoths, and their bottom 
lines have produced unintended negative consequences for national security and 
global affairs. Certain state and non-state actors were able to leverage such plat-
forms to promote their own political agendas and interfere with the democratic 
process.269 Although such platforms continue to exhibit some positive effects, 
for example in building communities and strengthening a sense of global inter-
connectedness, their negative effects now appear to far exceed these benefits. 

Disinformation campaigns conducted over social media have helped under-
mine the ability to distinguish fact from fiction, a trend that continues to exert 
negative impacts across the world. For example, in recent years, the spread 
of disinformation has sowed major divisions within democratic states and 

267 European Commission, The 2022 Code of Practice on Disinformation, https://digital-strat-
egy.ec.europa.eu/en/policies/code-practice-disinformation 

268 Heather Brown, Emily Guskin, and Amy Mitchell, The Role of Social Media in the Arab 
Uprisings, Washington D.C.: Pew Research Center, 2012, https://www.pewresearch.org/
journalism/2012/11/28/role-social-media-arab-uprisings/ 

269 FBI, “Russian Interference in 2016 U.S. Elections, https://www.fbi.gov/wanted/cyber/
russian-interference-in-2016-u-s-elections 

https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation
https://www.pewresearch.org/journalism/2012/11/28/role-social-media-arab-uprisings/
https://www.pewresearch.org/journalism/2012/11/28/role-social-media-arab-uprisings/
https://www.fbi.gov/wanted/cyber/russian-interference-in-2016-u-s-elections
https://www.fbi.gov/wanted/cyber/russian-interference-in-2016-u-s-elections
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produced a broad decline in trust among the general public for government 
agencies with oversight authority and a wide range of well-meaning organiza-
tions with specialized expertise, including the news media.270 This lack of trust 
has in turn generated an overall declining confidence in the ongoing viability 
of democracy itself.271

At a national level, there is a critical need to build up the resilience of the 
general public to the negative effects of disinformation campaigns, espe-
cially in nuclear-armed states.272 This is a complex challenge that begins at 
the domestic level with steps to improve awareness, education, and critical 
thinking skills. However, there is much that can be done at the global level 
to counter disinformation campaigns related to nuclear weapons in order to 
prevent miscalculation, misinterpretation, and escalation.

For example, nuclear-armed states could establish a track 1.5 or track 2.0 global 
dialogue about “emerging technologies and their impact on nuclear stability” to 
explore a better understanding of the risks.273 Various parties–i.e., government 
officials, experts from civil society and academia, and industry–could come to 
the table to agree on a series of confidence building measures such as informa-
tion-sharing, best practice exchanges, and scientific cooperation. The convening 
power of the United Nations might be useful in this regard. During such discus-
sions, Kasperen and King argue that nuclear-armed states could “improve com-
munication, establish a common vocabulary, build bridges, avoid redundancies, 
bust silos, boost reactivity and proactivity, and identify potential impacts of 
emerging technology with enough time to develop considered responses.”274

270 Darrell M. West, How to Combat Fake News and Disinformation, Washington 
D.C.: Brookings Institution, 2017, https://www.brookings.edu/research/
how-to-combat-fake-news-and-disinformation/ 

271 Gabriel R. Sanchez, Keesha Middlemass, and Aila Rodriguez, “Misinformation 
is	eroding	the	public’s	confidence	in	democracy,”	Blog	Post,	Brookings 
Institution, July 26, 2022, https://www.brookings.edu/blog/fixgov/2022/07/26/
misinformation-is-eroding-the-public’s-confidence-in-democracy/ 

272 Williams and Drew, 17. 

273 Favaro, 23.

274 Anja Kaspersen and Christ King, “Mitigating the Challenges of Nuclear Risk while Ensuring 
the	Benefits	of	Technology,”	in	Vincent	Boulanin,	ed.	The Impact of Artificial Intelligence on 
Strategic Stability and Nuclear Risk, Stockholm, Sweden: SIPRI, May 2019, 124.

https://www.brookings.edu/research/how-to-combat-fake-news-and-disinformation/
https://www.brookings.edu/research/how-to-combat-fake-news-and-disinformation/
https://www.brookings.edu/blog/fixgov/2022/07/26/misinformation-is-eroding-the-public's-confidence-in-democracy/
https://www.brookings.edu/blog/fixgov/2022/07/26/misinformation-is-eroding-the-public's-confidence-in-democracy/
https://www.brookings.edu/blog/fixgov/2022/07/26/misinformation-is-eroding-the-public's-confidence-in-democracy/
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5.2.3. Establishing Norms for 
Machine Learning and 
Autonomous Systems

The development of machine learning tools and their integration into a wide 
range of defense-related systems to support greater autonomy continues to 
occur at pace and largely in the absence of norms about their use at all levels 
of politics–from domestic environments to the global stage. 

The ethical implications of data and algorithm biases tend to get far less atten-
tion than the growing fears about the prospect of removing humans from the 
loop and turning over kill decisions to autonomous systems.275 However, both 
trends may end up having an enormously negative impact on human welfare 
and global affairs in the future. Notably, most control over such developments 
rests in the hands of a few private sector companies that wield inordinate 
power on technological issues relative to many governments. This feature 
requires a much deeper level of cooperation with industry at different levels 
of politics than has typically been the case.

Meanwhile, in the coming years, nuclear-armed states will face a growing 
temptation to deploy machine learning tools and automation in the nuclear 
domain. For example, they may seek to illuminate behavior patterns and 
enhance situational awareness to support nuclear decision-making. If applied 
to the nuclear weapons domain, machine learning tools produce a new set 
of risks that could shape decision-making in a nuclear crisis. For example, a 
nuclear-armed state possessing AI-enabled systems capable of detecting the 
locations of second-strike forces may be perceived to have an asymmetric 
advantage vis-a-vis their adversaries, enabling preemptive action or incentiv-
izing first strike attacks. Such a capability would be incredibly destabilizing in 
a conflict between two nuclear-armed states. 

275	 Pragya	Jain,	“The	Importance	of	International	Norms	in	Artificial	Intelligence	Ethics,”	
Blog Post, Council on Foreign Relations, August 10, 2022, https://www.cfr.org/blog/
importance-international-norms-artificial-intelligence-ethics 

https://www.cfr.org/blog/importance-international-norms-artificial-intelligence-ethics
https://www.cfr.org/blog/importance-international-norms-artificial-intelligence-ethics
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Certain aspects of nuclear weapons systems such as early warning and com-
mand and control have always benefited from some level of automation in 
order to buy needed time for decision-makers to determine the appropriate 
response. As more countries develop autonomous systems for conventional 
military use, their ability to carry out operations at machine speed may increase 
the perceived risk of decapitation or a disarming strike against nuclear forces, 
both of which would threaten the doctrine of assured retaliation. Such fears 
could persuade countries to increase the levels of automation within nuclear 
weapons systems themselves, which carry another set of risks.276

In anticipation of these developments, nuclear-armed states may consider 
engaging in a global dialogue to establish norms on the use of machine learn-
ing and discuss potential limitations within the nuclear domain. 

Since 2017, members of the United Nations have discussed limitations on lethal 
autonomous weapons within the context of the Convention on the Prohibition 
of Certain Conventional Weapons (CCW) during the proceedings of the Group 
of Governmental Experts.277 However, this forum has encountered a number of 
difficulties including financial limitations, difficulty of agreeing on definitions, 
the lack of industry participation, and the need to build consensus.278

Given the urgency of preventing miscalculation, misinterpretation, and 
escalation that leads to nuclear war, nuclear-armed states may consider pur-
suing more expedient fora to discuss developments in machine learning and 
autonomous systems and ensure the effective participation of industry. Such 
discussions could focus on establishing data-quality standards for machine 
learning tools in the nuclear domain, devising ways to reduce data and algo-
rithm bias that might lead to suboptimal outcomes, and developing a code of 
conduct for applying machine learning to the nuclear domain.

276 Horowitz, Scharre, and Velez-Green, 4.

277 Amandeep Singh Gill, “The Role of the United Nations in Addressing Emerging Technologies 
in the Area of Lethal Autonomous Weapons Systems,” UN Chronicle, vol 55, no 3 and 4 
(December 2018), https://www.un.org/en/un-chronicle/role-united-nations-address-
ing-emerging-technologies-area-lethal-autonomous-weapons 

278 Hitoshi Nasu, “LAWS Debate at the United Nations: Moving Beyond Deadlock,” Articles of War, 
September 23, 2021, https://lieber.westpoint.edu/laws-debate-united-nations-deadlock/

https://www.un.org/en/un-chronicle/role-united-nations-addressing-emerging-technologies-area-lethal-autonomous-weapons
https://www.un.org/en/un-chronicle/role-united-nations-addressing-emerging-technologies-area-lethal-autonomous-weapons
https://lieber.westpoint.edu/laws-debate-united-nations-deadlock/
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5.3. Technical Tools
Technical tools represent the second element of an effective strategy for reduc-
ing the risks posed by EDTs for nuclear decision-making. Like the first, this 
element focuses directly on the risks for nuclear decision-making posed by the 
different technologies (e.g., social media platforms, machine learning tools, 
autonomous systems) and finds new solutions (e.g., improved cybersecurity 
through AI-enabled cyberdefense) to those risks within EDTs themselves.279 
In the following, we offer several tangible examples.

5.3.1. Developing AI-enabled 
Detection Tools

In recent years, deep fake videos, images, audio, and text have become increas-
ingly sophisticated; they are already virtually undetectable to the human eye 
and require expert analysis for confirmation. Deep fake content delivered over 
social media platforms as part of disinformation campaigns offers adversaries 
and malicious actors a powerful means to shape narratives and achieve stra-
tegic effects. Oftentimes, deep fakes contain elements of the truth, making it 
even more difficult to counteract their deleterious effects. 

While tailored deep fakes still have high operational requirements, a variety 
of open source tools to make convincing deep fakes are available at a low cost, 
allowing greater numbers of individuals to develop them and enabling third-
party interference in conflicts between nuclear-armed states.280

279 Wyatt Hoffman, Making AI Work for Cyber Defense, Washington D.C.: Center for Security 
and Emerging Technologies, December 2021, 5, https://cset.georgetown.edu/publication/
making-ai-work-for-cyber-defense/

280 Hwang, Deep Fakes: A Grounded Assessment; see also Steven Melendez, “How DARPA’s 
fighting	deepfakes,”	Fast Company, April 4, 2018, https://www.fastcompany.com/40551971/
how-darpa-is-fighting-deepfakes 

https://cset.georgetown.edu/publication/making-ai-work-for-cyber-defense/
https://cset.georgetown.edu/publication/making-ai-work-for-cyber-defense/
https://www.fastcompany.com/40551971/how-darpa-is-fighting-deepfakes
https://www.fastcompany.com/40551971/how-darpa-is-fighting-deepfakes
https://www.fastcompany.com/40551971/how-darpa-is-fighting-deepfakes
https://www.fastcompany.com/40551971/how-darpa-is-fighting-deepfakes
https://www.fastcompany.com/40551971/how-darpa-is-fighting-deepfakes
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Given their advanced status of development, deep fakes are likely to play a 
role in shaping some aspect of the next nuclear crisis. If deep fakes are used 
to distort a crisis between nuclear-armed states, decision-makers may have to 
scramble to get experts to verify their authenticity and attribute them to a 
source. Consequently, the decision-making process may become paralyzed by 
inaction, undermined with fake narratives, or accelerated due to a perceived 
pressure to act. 

At the start of a nuclear crisis, decision-makers may still feel they have suffi-
cient time to wait out the storm whilst the malignant nature of false content 
and attribution can be confirmed. However, they may also feel compelled to 
engage with the general public to prevent false narratives from taking hold. 
This situation may cause tension between different viewpoints within the 
government. It may bring the decision-making process to a complete standstill 
or lead to suboptimal actions taken by decision-makers that end up worsening 
the situation. 

In contrast, at the height of a crisis, decision-makers may feel they cannot 
afford to wait for confirmation. And yet, the decision-makers remain uncer-
tain about what information is true and what is false, producing great poten-
tial for miscalculation. 

In the absence of the facts, decision-makers will be faced with major difficulties 
in assessing costs and benefits of different actions related to nuclear weapons. 
To address such challenges in the future, governments of nuclear-armed 
states may wish to make significant investments in improving detection and 
attribution capabilities that will help to reduce the time needed to provide 
confirmation. Other potential ideas include developing an open source deep 
fake dataset to train AI-enabled detection tools and commodifying detection 
capabilities to make them widely available.281

As an illustrative example, the Defense Advanced Research Projects Agency 
(DARPA) has launched several programs on media forensics to combat the 

281 Hwang, Deep Fakes: A Grounded Assessment.
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problem of deep fakes.282 DARPA’s Media Forensics program (MediFor) is 
developing AI-enabled tools to detect fake content. To support such tools, 
DARPA establishes defensive models for the natural facial and muscle move-
ments of humans. DARPA has also created a program on semantic forensics, 
which can help detect large-scale automated disinformation attacks.

5.3.2. Leveraging 
Authentication Tools

The development of technical tools for detecting deep fake content offers only 
one side of the coin for countering sophisticated disinformation campaigns. 
For decision-makers, verifying and trusting information is critical to reaching 
optimal decisions, and time is often of the essence. For this reason, govern-
ments of nuclear-armed states should consider leveraging authentication tools 
to validate authentic communications over social media and provide a reliable 
way to secure trust in the information they release themselves.

Blockchain technology offers one of several authentication tools that could 
help to counter the effects of disinformation and provide trustworthy infor-
mation to decision-makers. Blockchains offer a distributed means for record-
ing information about digital transactions and are secured with an immutable 
cryptographic signature. Every time a new transaction is recorded, it is added 
to the blockchain with a transparent chain of custody.283 Although blockchain 
is most often used to secure transactions made with cryptocurrencies, it has 
significant potential to authenticate trustworthy information.

According to experts, blockchain could help decision-makers filter through 
incoming information by reliably tracking and verifying the source. Blockchain 
technology could also be used to identify valid information online by verifying the 

282	 Sarah	Sybert,	“DARPA	Launches	New	Programs	to	Detect	Falsified	Media,”	
Government CIO Media, September 15, 2021, https://governmentciomedia.com/
darpa-launches-new-programs-detect-falsified-media 

283 Euromoney, “What is Blockchain?” https://www.euromoney.com/learning/
blockchain-explained/what-is-blockchain 

https://governmentciomedia.com/darpa-launches-new-programs-detect-falsified-media
https://governmentciomedia.com/darpa-launches-new-programs-detect-falsified-media
https://www.euromoney.com/learning/blockchain-explained/what-is-blockchain
https://www.euromoney.com/learning/blockchain-explained/what-is-blockchain
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trusted reputation of its source. Achieving attribution and trust are vital steps in 
understanding the factual or false nature of information published online. 

To improve communication among nuclear-armed states, Harrison and 
Leopold argue, governments could also “use blockchain to create a registry of 
all the images they have published, making information such as captions, loca-
tions, consent to be photographed, copyright ownership, and other metadata 
verifiable by anyone.”284 This would prevent third parties from attempting to 
disguise disinformation as communication by government officials.

5.3.3. Establishing Transparent 
Communication Channels

In the midst of a nuclear crisis, clear communications among nuclear-armed 
states are imperative for preventing miscalculation, misinterpretation, and 
escalation. As a consequence of the Cuban Missile Crisis, the United States 
and the Soviet Union established a nuclear hotline in 1963–a rapid, clear, 
reliable communication link between nuclear adversaries that could be used in 
an emergency to avoid nuclear war. During that time period, the new system 
was viewed as the antidote to the slow-moving and confusing exchange of 
telegrams.285

Today, transparent communication links among nuclear-armed states are even 
more essential, but for a host of different reasons. However, the key objective 
remains the same: to help the world avoid unintended nuclear war. 

Since the dissolution of the Soviet Union, the global structure of the world 
has shifted from a bipolar one to a multi-polar one, complicated further by 
the growing potential for third-party interference through disinformation or 

284 Kathryn Harrison and Amelia Leopold, “How Blockchain Can Help Combat 
Disinformation,” Harvard Business Review, July 19, 2021, https://hbr.org/2021/07/
how-blockchain-can-help-combat-disinformation 

285 History Channel, “Hotline established between Washington and Moscow,”  https://www.
history.com/this-day-in-history/hotline-established-between-washington-and-moscow 

https://hbr.org/2021/07/how-blockchain-can-help-combat-disinformation
https://hbr.org/2021/07/how-blockchain-can-help-combat-disinformation
https://www.history.com/this-day-in-history/hotline-established-between-washington-and-moscow
https://www.history.com/this-day-in-history/hotline-established-between-washington-and-moscow
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cyberattacks. Building resilient global communications are, as Kubiak and 
Mishra state, essential “off-ramps to correct misinformation and misunder-
standings.”286 They would provide confidential and secure communication 
links across all nuclear-armed states. 

As an illustrative example, the Institute for Security and Technology has 
developed CATALINK, described as: “a novel communication technology 
seeking to be a modern hotline-style crisis communication system, to allow 
heads of state with nuclear weapons to communicate with each other.”287 The 
innovative technology offers advantages over bilateral hotlines since it would 
allow heads of state from multiple nuclear-armed countries to communicate 
with each other at the same time. Sophisticated encryption would prevent 
cyber intrusions and attacks, redundant links would provide for the network’s 
resilience in the event of a nuclear war, and technological transparency would 
ensure communications could be trusted. 

5.3.4. Improving Explainability 
of AI-enabled Tools

The lack of explainability, or the “black box problem,” presents a critical point of 
failure for AI-enabled systems with the potential to exacerbate certain cognitive 
biases and impact nuclear decision-making. The greater the complexity of an 
AI-enabled system, the harder it becomes for computer programmers to explain 
causality to decision-makers—i.e., how certain inputs lead to certain outcomes. 

When computer programmers add more layers to a neural network to solve 
complex problems, each additional layer of abstraction confounds their ability 
to understand and explain how the AI-enabled system generated its outcomes. 
Programmers can point to a certain level of accuracy, but they cannot defini-
tively provide a specific explanation for outcomes or behavior. 

286 Kubiak and Mishra, December 2021, 9.

287 For a full description of CATALINK, see the Institute for Security & Technology website: 
https://securityandtechnology.org/catalink/ 

https://securityandtechnology.org/catalink/
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This lack of transparency makes it difficult for decision-makers to understand 
or trust the results coming from AI-enabled systems that are designed to 
inform and support their decisions. Consequently, the “black box” problem 
can exacerbate the automation bias–i.e., the propensity for humans to trust 
automated decision-making systems and to ignore contradictory outside 
information, even if it is correct. However, it can also lead to the opposite 
cognitive effect in which decision-makers refuse to trust an AI-enabled sys-
tem if they do not understand how it reached its conclusions. Both of these 
biases and potential errors within the AI-enabled systems increase the risk of 
miscalculation, misinterpretation, and escalation.

Given their advantages for extending decision timeframes, governments 
are likely to adopt AI-enabled systems to support nuclear decision-making 
in the future. To mitigate potential risks, they should require that private 
sector companies embed such systems with an adequate level of explainabil-
ity. As an illustrative example, DARPA has established the Explainable AI 
Program with the objective of improving the ability of AI-enabled systems 
to explain their decisions and actions to human decision-makers.288 Private 
sector companies selected to perform under this program have developed 
various models for explanation.289 An early assessment of the program’s 
success suggests that improving explainability also enhances the overall 
performance of the AI-enabled system.290 Still, this is an area where more 
work needs to be done, especially as AI-enabled systems are integrated into 
the national security domain.

288	Matt	Turek,	“Explainable	Artificial	Intelligence	(XAI),”	DARPA, https://www.darpa.mil/
program/explainable-artificial-intelligence 

289 David Gunning, Eric Vorm, Jennifer Yunyan Wang, and Matt Turek, “DARPA’s explainable 
AI (XAI) program: A retrospective,” Applied AI Letters, vol 2, no 4 (December 2021): https://
onlinelibrary.wiley.com/doi/full/10.1002/ail2.61

290 Ibid.

https://www.darpa.mil/program/explainable-artificial-intelligence
https://www.darpa.mil/program/explainable-artificial-intelligence
https://onlinelibrary.wiley.com/doi/full/10.1002/ail2.61
https://onlinelibrary.wiley.com/doi/full/10.1002/ail2.61
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5.4. Arms Control and 
Risk Reduction

Arms control and risk reduction represent the third element of an effective 
strategy for reducing the risks posed by EDTs for nuclear decision-making. 
Unlike the first two elements, this one focuses directly on the risks associated 
with nuclear weapons and seeks to minimize the challenges faced by deci-
sion-makers in the event of a nuclear crisis through clear declaratory policies, 
no-first use pledges, and the elimination of destabilizing systems. In the fol-
lowing, we offer several tangible examples.

5.4.1. Declaratory Policy

While nuclear-armed states diverge significantly in their decision-making 
processes and structures, most declaratory policies leverage the power of 
ambiguity with their imprecise language and implied reactions to nuclear 
attacks by adversaries. By leaving the risk of nuclear weapons use ambiguous, 
decision-makers hope to deter adversaries from engaging in a broad range 
of undesirable actions for fear of mutual assured destruction. The further 
they stretch the threat of nuclear war, however, the less credible such redlines 
become, leading to potential miscalculations.

To prevent nuclear war from occurring during a tense crisis, it is vital for all 
relevant parties to understand various redlines and clearly communicate their 
intentions. For this reason, the language in a declaratory policy can help to 
mitigate the risks of miscalculation, misinterpretation, and escalation.

Most nuclear-armed states include some language in their declaratory policy 
statements that suggest they would resort to nuclear weapons only in extreme 
cases. There are a number of additional declarations of restraint that could 
help to further reduce the risk of nuclear war:
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• A statement of no first use

• Further statements of nuclear weapons as a last resort

• Restrained decision protocols

• Clarifying and resolving ambiguity

Each of these affirmations can be made unilaterally and exist solely as national 
statements as they do not rely upon reciprocity, even though they would 
be strengthened by equivalent and coordinated declarations by all nucle-
ar-weapon states. Granted, such affirmations are statements of intent and 
their perceived veracity would depend entirely upon the reputation of the 
nuclear-armed state. Nonetheless, issuing such statements communicates a 
sense of restraint on the use of nuclear weapons and may help to temper the 
risk of escalation in a crisis. As an added benefit, such statements will indirectly 
communicate the opposite for any nuclear-armed states refusing to express 
similar levels of restraint.

A Statement of No First Use

In a statement of no first use, a nuclear-armed state would declare any use of 
nuclear weapons is futile due to the inherent inability to win a nuclear war. The 
most famous such statement was the “Reagan-Gorbachev Principle,” which 
was included as part of the summit statement from a meeting in Geneva in 
November 1985 in which both the U.S. and Soviet presidents “agreed that a 
nuclear war cannot be won and must never be fought.”291 Following this simple 
statement, both countries took further steps and agreed to a set of mutual secu-
rity responsibilities viewed as necessary to avoid the unwinnable war.

On June 21, 2021, President Putin of the Russian Federation and U.S. 
President Biden issued a joint statement: “The recent extension of the New 
START Treaty exemplifies our commitment to nuclear arms control. Today, 
we reaffirm the principle that a nuclear war cannot be won and must never 

291 Ronald Reagan Presidential Library and Museum, “Joint Soviet-United States Statement on 
the Summit Meeting in Geneva,” November 21, 1985.

https://www.reaganlibrary.gov/archives/speech/joint-soviet-united-states-statement-summit-meeting-geneva
https://www.reaganlibrary.gov/archives/speech/joint-soviet-united-states-statement-summit-meeting-geneva
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be fought.”292 In a sense, they set out to renew and build upon the Reagan-
Gorbachev declaration. The statement went on to say, “Consistent with these 
goals, the United States and Russia will embark together on an integrated 
bilateral Strategic Stability Dialogue in the near future that will be deliberate 
and robust. Through this Dialogue, we seek to lay the groundwork for future 
arms control and risk reduction measures.”293

Seven months later, however, Russia invaded Ukraine under a rhetorical 
umbrella of a veiled nuclear threat. Clearly such statements are not enough.

Further Statements of Last Resort

Most nuclear-armed states include language in their declaratory policies 
about the extreme circumstances surrounding their potential use of nuclear 
weapons. However, other indicators–including the nature of their nuclear 
capabilities, their state of readiness, and rhetoric about the prospect of limited 
nuclear war–tend to call the veracity of such policies into question. 

To strengthen their assurances, nuclear-armed states could decide to adhere to 
a global norm whereby they explicitly promise never to threaten nuclear use 
against states without nuclear weapons. Some countries already issue some 
form of negative security assurances (NSAs) to non-nuclear weapon states or 
have a policy of no-first-use, but these tend to be weakened considerably by 
the exceptions that accompany them.

For example, the United Kingdom includes two caveats to a blanket no-first-
use assurance. First, states judged to be in breach of their NPT obligations (but 
that have not deployed nuclear weapons) or are not a signatory of the NPT 
are denied any such guarantee. This exception signals that nuclear weapons 
are a legitimate form of statecraft and geopolitical pressure, may incentivize 
states to acquire nuclear weapons, and generally weakens the legitimacy of 
the global order.

292 The White House, “U.S.-Russia Presidential Joint Statement on Strategic Stability,” June 16, 2021

293 Ibid.

https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/16/u-s-russia-presidential-joint-statement-on-strategic-stability/
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Second, the United Kingdom (along with the United States and France) 
retains the right to deny this assurance to non-nuclear weapons states which 
acquire a significant chemical or biological weapons capability. This exception 
is based on a long-standing belief that the threat of using nuclear weapons to 
punish such activities would deter the development of them and their use. 
However, this notion has not borne out in recent decades. Not only have 
certain states developed chemical and biological weapons, the use of chemical 
weapons was neither deterred by nuclear weapons, nor “punished” by them 
in cases involving Russia, Syria, and North Korea. 

Nuclear-armed states should re-examine the cost (in nuclear non-proliferation 
terms) of such exceptions versus their limited benefits (in suppression of other 
WMD). Simplifying negative security assurances by removing the caveats 
would go a long way to show a willingness to make progress towards the 
goals of Article VI of the NPT and come close to an effective “sole purpose” 
declaration. 

Restrained Decision Protocols

Decision protocols refer to the many processes put in place to verify the autho-
rized launch of nuclear weapons; they typically also identify the individuals 
within a nuclear-armed country who are authorized to reach the final decision 
on their use. According to the declared policies of certain nuclear-armed 
states, the decision to use nuclear weapons rests solely with the Head of the 
State (Presidents and Prime Ministers). These protocols are designed both 
to verify the legitimacy of any launch order and guard against any attempt 
by adversaries to target decision-makers with a first strike attack, thereby 
removing the threat of retaliation. 

Such protocols may also outline decision-making processes that occur at lower 
levels to assess whether such a decision is required and to brief the Head of 
State on nuclear options; these procedures can help to mitigate the risk of a 
Head of State from reaching an impulsive decision to use nuclear weapons, 
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but since the political decision still rests with a single individual, they cannot 
prevent such decisions.

Though this concentration of authority to use nuclear weapons at the highest 
political level can act as a bulwark against militarization of the decision-mak-
ing process in crisis, such protocols rely solely on the character, judgment, and 
mental state of a single decision-maker as the decisive factor in decisions to use 
a nuclear weapon. In essence, this situation produces a single point of failure 
for preventing a nuclear war.

Nuclear-armed states could reduce the risk of miscalculation, misinterpretation, 
and escalation to a nuclear war by adopting decision protocols that require sev-
eral decision-makers to authorize the use of nuclear weapons. For example, the 
Prime Minister in the United Kingdom could make a public declaration that 
he or she would not reach a decision to use nuclear weapons unless the Prime 
Minister, the Foreign Secretary, and the Defence Secretary together agreed that 
the situation called for such an extreme measure–even though he or she were 
authorized as the sole arbiter under the law. Such a formal declaration would 
help to bolster the perceived restraint of the United Kingdom. In this case, 
additional protocols would be needed to prevent the “decapitation” scenario, 
but this policy would provide further reassurance to other states.

The Lieu-Markey proposal for the U.S. Congress in 2016, to make a Presidential 
first-use decision contingent upon Congressional approval, offers another exam-
ple of such a unilateral measure of restraint, should it ever be adopted.

Clarifying and Resolving Ambiguity

Nuclear-weapon states, even those without a no-first-use policy, could clarify 
and resolve ambiguity surrounding their use of nuclear weapons in other ways. 
A certain level of ambiguity has always been an essential component of nuclear 
deterrence for maintaining freedom of action in unforeseen circumstances, 
offer reassurance to adversaries who seek to operate below the redlines, and to 
test an adversary’s resolve by calling their bluff. 
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However, too much ambiguity can also weaken deterrence by interfering with 
necessary signaling, the assurance of allies and of and non-nuclear weapon states, 
and the value of a declaratory policy as demonstrative of a country’s restraint.

Self-imposed restrictions could increase the confidence of allies, non-nucle-
ar-weapon states and adversaries and contribute to global stability.  Other 
nuclear-armed states may follow suit when they see the positive effects, which 
come with no significant impact on the security benefits of strategic deterrence.

5.4.2. Eliminating Dual-Capable 
Delivery Systems

Dual-capable delivery systems produce a greater risk of miscalculation, mis-
interpretation, and escalation in a crisis between nuclear-armed states due to 
the constant fear of a decapitating or disabling nuclear first strike. In most 
situations, nuclear-armed states would be unable to determine if a launched 
dual-capable delivery system is carrying a nuclear or conventional warhead. 
This uncertainty can lead to greater risk of unintended nuclear war.

The chance that a conventional attack by a dual-capable system could be per-
ceived as a nuclear first strike increases significantly during a conflict between 
nuclear-armed states. As dual-capable weapons systems become stealthier, 
difficulty in detection may further increase uncertainty and increase the risk 
of miscalculation. 
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5.4.3. Mitigating the Risks 
of Entanglement

The level of entanglement between nuclear weapons and conventional capabili-
ties has ebbed and flowed since the start of the nuclear age in 1945. At the most 
sophisticated end of the spectrum, conventional capabilities can now achieve 
both range and effect which were previously only the domain of nuclear forces. 
Additionally, given the much broader demand for sophisticated command 
and control, communications, and intelligence from those charged with the 
conduct of high intensity conventional operations, a greater proportion of the 
command, control, communications and intelligence (C3I) systems and bearers 
feed both conventional and nuclear demands. These very different destructive 
capacities are entangled in both capability and communications.

While removing the less-than-strategic weapons, argued elsewhere, would ease 
the risks from this entanglement, a level of high-tech entanglement will remain 
as long as nuclear weapons exist. It is necessary to look at other actions which 
could reduce the risk of an unintended and rapid escalation above the nuclear 
threshold through systemic entanglement. Perhaps as important, and far easier 
to achieve, is to better use the education elements within this work to educate 
decision makers in the likelihood and risks of entanglement.

Redundancy

The most obvious solution is to separate out systems for nuclear and con-
ventional operations to ensure that no misinterpretation and miscalculation 
causes escalation.  This solution is, however, extremely costly and would only 
provide proportionate risk reduction if all nuclear-armed states would sepa-
rate nuclear and nonnuclear functions alike.294

294 Acton, Entanglement, 95.
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Isolating Command and Control Systems 
from Attack by Agreement

Although it was never codified in a formal agreement or treaty, there was an 
unspoken understanding during the Cold War that strategic early-warning 
capabilities would not be attacked (excepting of course as part of a disabling 
strike). The risks of miscalculation were understood and well-known. 

Separately, however, conventional intervention campaigns (e.g., Libya, 
Kuwait, Former Yugoslavia, Iraq) were driven by a principle of destruction 
of C3I capabilities. Therefore, while an agreement not to target early warning 
systems and C3I capabilities would go a significant way to mitigating this risk, 
it is probably beyond the bounds of achievability.  Indeed the U.S. Nuclear 
Posture Review (NPR) of 2018 took a significantly diverging view, adding 
that a conventional attack on such capabilities would fall into attacks which 
could draw a nuclear response.295

Improve Resilience of Early Warning Assets

A lesser ambition which might reduce the likelihood that such an attack bring-
ing a nuclear response would be to improve the resilience of early warning 
assets by placing them on satellites used for other purposes. By dispersing the 
early warning capability like this, an attack on part of it may be deemed not 
to have crossed the nuclear response threshold296

Protecting Space-Based Strategic Assets   

Increasingly, the command, control, communications, computers (C4), intel-
ligence, surveillance, and reconnaissance (ISR) capabilities contributing most 
to entanglement risks operate in orbit. The 1967 Outer Space Treaty (OST) 
does not prohibit the placement or use of conventional weapons in space and 

295 Acton, Entanglement, 96; see also U.S. Department of Defense, Nuclear Posture Review, 
Washington, D.C.: U.S. Department of Defense, February 21, 2018, 21, https://media.defense.
gov/2018/Feb/02/2001872886/-1/-1/1/2018-NUCLEAR-POSTURE-REVIEW-FINAL-REPORT.PDF 

296 Acton, Entanglement, 96.

https://media.defense.gov/2018/Feb/02/2001872886/-1/-1/1/2018-NUCLEAR-POSTURE-REVIEW-FINAL-REPORT.PDF
https://media.defense.gov/2018/Feb/02/2001872886/-1/-1/1/2018-NUCLEAR-POSTURE-REVIEW-FINAL-REPORT.PDF
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therefore it is highly likely that capabilities to gain strategic advantage will 
increasingly be deployed there.

Given the likelihood of increasing risk of entanglement and destabilization, 
there would be significant benefit in negotiation to extend the OST to limit 
all forms of offensive capability to be mounted in space. The current world 
deficit of trust between the key nations involved (those with a viable space 
capability) means this is unlikely in the near future. Until a limitation on 
offensive capabilities in space can be achieved, other specific agreements 
or declarations should in the meantime be investigated to introduce some 
important safeguards.

5.4.4. Eliminating Low-Yield 
Nuclear Weapons

At a simplistic level, the reintroduction of low-yield nuclear weapons into 
strategic delivery systems might be seen to give options of less damage and 
destruction. It is necessary to keep in mind, however, that the 6 kiloton (kt) 
yield of the W76-2 thermonuclear warhead outlined in the 2018 U.S. Nuclear 
Posture Review would still deliver more than 500 times the explosive power of 
the most powerful conventional weapon in the U.S. arsenal. More concern-
ingly, its existence would lead to a significant lowering of the threshold of use, 
and the potential for use cases in a much broader range of circumstances. In 
his article for the Bulletin of Atomic Scientists in 2020,297 Andrew Facini argues 
the hazards of this type of weapon. 

In the more general sense, wherever EDTs risk enhancing their chances of 
misinterpretation or miscalculation, the removal of the clearly “easier to con-
template use” nuclear capabilities means that such confusion is significantly 
less likely to lead to nuclear weapon use.

297 Andrew Facini, “The low-yield nuclear warhead: A dangerous weapon based on bad 
strategic thinking,” The Bulletin of Atomic Scientists, January 28, 2020, https://thebulletin.
org/2020/01/the-low-yield-nuclear-warhead-a-dangerous-weapon-based-on-bad-stra-
tegic-thinking/ 

https://thebulletin.org/2020/01/the-low-yield-nuclear-warhead-a-dangerous-weapon-based-on-bad-strategic-thinking/
https://thebulletin.org/2020/01/the-low-yield-nuclear-warhead-a-dangerous-weapon-based-on-bad-strategic-thinking/
https://thebulletin.org/2020/01/the-low-yield-nuclear-warhead-a-dangerous-weapon-based-on-bad-strategic-thinking/
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5.4.5. Providing Reassurances 
on Second-Strike Forces

Nuclear weapons at appropriate readiness for an implacable second strike are 
the cornerstone of strategic nuclear deterrence. Implicit in their posture is 
the ability to survive a first strike of any nature. That survivability is currently 
assured by several factors: invulnerability, either through hardening (ICBM), 
invisibility (SLBM), flexibility (a triad), or by timeliness (launch on warning).  

Some of these factors are not conducive to strategic stability, particularly 
under stress and further under the ability of EDTs to disrupt information 
flows and compress decision timelines.

Given that the essence of second-strike deterrence lies in its inevitability rather 
than its speed of response, nuclear strategic stability would be enhanced by 
states reducing reliance on or removing altogether those elements of their 
capabilities which rely on high readiness or trigger response.

5.4.6. Negotiating Limitations 
on Hypersonic Weapons

Recent developments in long-range and accurate conventional weapons, 
including hypersonic ones, have largely been driven by a familiar competition 
between offensive and defensive weapons. Russian innovation in this domain 
has been seen as primarily a response to the U.S. missile defense programs, 
with the intention of ensuring the ability to penetrate such strategic defenses. 
Notwithstanding this strategic genesis, Russia claims to have used one or more 
air-launched Kinzhal hypersonic weapons in the current war in Ukraine, and 
their wider use across future battlefields well outside their initial rationales is 
likely. As a response to Russian and Chinese defensive developments, and as a 
follow-on from their original prompt global strike program, the United States 
is running parallel development programs for hypersonic weapons.
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A general ban on hypersonic conventional weapons is likely to be problematic 
at best. A breadth of conventional capabilities are currently already under 
development by the United States, Russia and China. Moreover, there is 
evidence that Russia has used the Kinzhal air-launched hypersonic missiles 
in Ukraine since March 2022.298 Such a ban on weapons in service or devel-
opment has only happened historically when all (or most) of those countries 
fielding such weapons agree to a treaty banning them. Typically, this has not 
been possible for a weapon system under development or for which countries 
have placed a high value on their development to shore up national security.  

Therefore the best means to minimize their proliferation and entanglement 
risk will be by transparency (an agreement on enhanced transparency, 
including declaration of stockpiles and notifications about deployment) and 
regulation (through instigating and agreeing to a regime along the lines of, 
but more effective in ambition than, the existing Missile Technology Control 
Regime299).

More challenging is likely to be the additional misinterpretation risk should 
hypersonic glide vehicles enter the domain of strategic nuclear weapons. Like 
dual capable cruise missiles, a nuclear payload will always be assumed when 
such a vehicle is inbound.

In common with the “easier to use” nuclear weapons, wherever EDTs risk 
enhancing the chances of misinterpretation or miscalculation, the removal 
of dual capable weapons, whether hypersonic or slower, is the sole guarantor 
that misinterpretation or entanglement will not ensue.

298	 Paul	Kirby,	“Russia	claims	first	use	of	hypersonic	Kinzhal	missile	in	Ukraine,”	BBC, March 19, 
2022, https://www.bbc.co.uk/news/world-europe-60806151 

299 Dmitry Stefanovich, VCDNP Event, Oct 27, 2021.

https://www.bbc.co.uk/news/world-europe-60806151




A satellite view of the Raven Rock Mountain Complex 
near Blue Ridge Summit, Pennsylvania. The bunker has 
emergency operations centers for the United States Army, 
Navy, Air Force and Marine Corps

Image courtesy Landsat / Copernicus via Google
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Chapter 6  
SCENARIO EXERCISE

6.1. Overview
Comparing the impact of technology on nuclear decision-making across past, 
present, and future timeframes helps to illustrate the potential consequences 
of a rapidly developing suite of EDTs. To explore how the technological con-
text might shape nuclear decision-making in the future, we have developed a 
speculative scenario that shows how the technological context might evolve in 
the future.  

The purpose of this scenario is for nuclear decision makers to consider the 
implications of one possible future–one in which there has been little regula-
tion or control of EDTs –and to better understand the options which present 
themselves today.  While elements of the scenario might seem too far-fetched 
for some players, it is vital that this does not prevent proper engagement. The 
point of the exercise is to stimulate thought and discussion in decision-makers 
about possible futures.

Our future scenario takes place in July of 2033 during which a nuclear crisis 
unfolds within less than 24 hours between the United States, China, and Russia 
(to a lesser extent), with significant interference by third parties. The scenario is 
designed to illustrate the potential of EDTs for increasing the risk of miscalcu-
lation, misinterpretation, and escalation. 
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We have borrowed the scenario from the fiction novel Rescind Order, written 
by one of the authors of this paper, which was written specifically as a thought 
exercise to explore the implications of EDTs on nuclear decision-makers.300

* * *

The scenario takes place on one summer day in July 
2033, against a multi-dimensional backdrop.

Effects of Climate Change - New routes in the 
Arctic region have become passable by ship as a 
result of the ice melt from many years of climate 
change. Major powers such as the United States, 
China, and Russia have started to use such routes 
for trade, military activities, and even nuclear deter-
rence patrols. Consequently, the Arctic is now a new source of conflict among 
nuclear-armed states with the potential for miscalculations and escalation.

Geopolitical Tensions in East Asia - Over the past decade, the Chinese 
government has become more aggressive in seizing assets within its sphere of 
influence, including Taiwan and Hong Kong. 

A few months ago, the Chinese People’s Liberation Army (PLA) seized mil-
itary control of Hong Kong—a move that spurred the Chinese government 
to announce an abrupt end to its already stretched policy of one country, two 
systems. The transition took place fourteen years earlier than planned under 
the Sino-British Joint Declaration. 

The United States strongly condemned the move and imposed economic sanc-
tions on China together with its allies, but has otherwise failed to take action 
for fear of instigating a nuclear crisis in an era of growing tension between 
the West and China. The Chinese government responded to sanctions by 
shutting down all Western embassies and consulates and expelling diplomats 
and Western journalists.

300 Natasha Bajema, Rescind Order, Rockport, TX: Nuclear Spin Cycle Publishing, 2020.
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In the meantime, the Chinese government has become increasingly aggressive 
in dealing with protesters on the streets of Hong Kong. Protesters are calling 
on the world’s democracies to intervene militarily and release them from 
oppressive surveillance activities undertaken by Chinese state security, and 
they’ve specifically requested help from the United States over social media 
and expressed their disappointment for its inaction.

Social Media - Although Twitter remains banned for the general public in China, 
the Chinese government has made greater use of the social media platform in 
recent months to communicate with the world about its expansionist goals. 

China’s Nuclear Doctrine - The Chinese government is in the process of 
revising its nuclear doctrine and may back away from its longstanding policy 
of no-first-use. China will continue to abide by its traditional no-first-use 
policy on nuclear weapons until the government finalizes its doctrinal review.

Russia-China Collaboration - After many years of assisting China in bring-
ing its nuclear triad online, Russia and China maintain a close relationship, 
both economic and military.    China depends on Russia for technical expertise 
on their early warning systems, and Russia depends on China for its advanced 
military drones.

Autonomous weapons systems - Autonomous weapons systems capable 
of making kill decisions now exist in many countries around the world. They 
were developed in response to growing concerns about hypersonic weapons, 
the increasing speed of warfare, and the slow pace of human decision-making. 

Until recently, the United States has resisted transferring kill decisions from 
human commanders to robotic systems and required the U.S. Department of 
Defense to keep a human in the loop at all times. However, the U.S. Congress 
is about to pass legislation giving the U.S. Department of Defense the long-
awaited green light for fielding such systems on the battlefield. Other countries 
may soon follow suit.
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Nuclear Decision Support Systems - The U.S. Department of Defense 
recently launched the Autonomous Retaliatory Capability (ARC), which is 
designed to support decision-makers during a nuclear crisis. Other countries 
are also exploring similar systems.

About a decade ago, the U.S. Congress authorized the semi-autonomous sys-
tem developed by Centoreum Tech, a leading defense contractor specializing 
in information technology. U.S. policymakers were concerned that hypersonic 
weapons and autonomous weapons systems would narrow the window for 
nuclear decision-making; they claimed that the slow pace of human deci-
sion-making amounted to a threat to national security. 

The ARC was developed to counter the threat of speed; it establishes links 
between a comprehensive intelligence, surveillance, and reconnaissance (ISR) 
system, existing early warning systems for detecting a nuclear attack, and 
nuclear command and control systems for launching retaliatory attacks. 

Some features of the ARC are fully autonomous, while others require human 
supervision, decision, and action. For example, although ARC can give the 
order to launch nuclear weapons automatically, the president retains the 
ability to issue the rescind order and cancel the launch. 

By automating the process to detect nuclear attacks, formulate an attack 
plan, and launch nuclear weapons, the United States seeks to maintain a 
speed advantage against potential adversaries and counter the threat of a 
first-strike attack with hypersonic missiles. In its first year of operation, the 
2032 National Defense Authorization Act requires the U.S. Department of 
Defense to conduct a monthly simulation and test the impact of the new data 
inputs based on the current threat environment on ARC’s operations. The 
ARC is about to undergo its fifth test.

Prowling Tiger Naval Exercise - China has significantly expanded its 
nuclear arsenal over the years and invested a great deal into their sea-based 
delivery systems. China has deployed at least twenty new submarines in the 
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past decade. Two weeks ago, the Chinese government announced that its 
first naval exercise in the long-contested jurisdictions of the Arctic, Prowling 
Tiger, would include a nuclear component. To support the war game, the 
Chinese Navy sent five submarines through the South China Sea bound for 
the Northern Sea Route last week. 

China maintains that the submarines were deployed on a defensive mission as 
part of the exercise. The Chinese Navy has been mimicking the U.S. Navy’s 
strategy of engaging China as far forward as possible as a means to strengthen 
nuclear deterrence. The Chinese government has stated that since the U.S. 
closely monitors Chinese submarines in the South China Sea, they have the 
right to do the same in U.S. coastal waters.

* * *

In the following, we outline a three-move scenario exercise, allowing partic-
ipants to discuss the technological parameters of the conflict, evaluate the 
risks and benefits of various options, and make recommendations to the U.S. 
President who will eventually have to contemplate her nuclear options.
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6.1.1. Move One

The U.S. President plans to convene a meeting of her national security advi-
sors in the Situation Room this morning to discuss three new developments 
that took place late last night and are related to the brewing conflict between 
the United States and China.

* * *

Tweets from Chinese Government - A series of tweets were posted to 
the China Xinhua News handle starting around midnight Eastern Standard 
Time. The first few posts warned of a military response if the U.S. attempts 
to help the protesters. A few hours later, the content of the posts escalated, 
with China threatening the use of nuclear weapons if the U.S. does anything 
to interfere with China’s economic and political control of Hong Kong. One 
of these posts mentioned a flotilla of Chinese submarines headed for the 
Chukchi Sea in the Northwest Passage, but this detail has been known to the 
public for a week. 

This set of posts would be the first time the Chinese government has engaged 
in escalation with the U.S. government over informal channels. The Chinese 
government has issued no further statements with regards to the tweets.

In the President’s early morning briefing, the CIA Director raised questions 
about the real origins of the tweets and suggested it was possible that a third 
party (he suspects Russia) hacked the Twitter account of China’s state news 
agency and posted the tweets in an attempt to escalate a conflict between 
China and the United States. The CIA is working to confirm the source of 
the tweets. In another twist, their Chinese counterparts in the Ministry of 
State Security have alleged that the Twitter handle was hacked this morning 
by a Russian FSB agent.

Protesters Allegedly Slaughtered on the Streets of Hong Kong - 
According to videos released by users on social media, the Chinese Ministry 
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of Public Security initiated a crackdown on a peaceful demonstration in Hong 
Kong. The videos show several police officers firing on the unsuspecting 
crowd. Initial estimates of casualties as reported on social media exceed three 
thousand civilians, making it the worst slaughter of unarmed demonstrators 
in China since the Tiananmen Square Massacre. Commentators from tradi-
tional news media have already responded by calling the incident the Mong 
KoK Massacre, named after the famous shopping neighborhood. The hashtag 
has gone viral. The U.S. intelligence community has not yet been able to con-
firm the veracity of the videos or ascertain details of the ongoing situation.

Fake News - A far-right news personality has asserted during his morning 
show that the large casualty estimates coming out of Hong Kong are fake 
news. He has questioned the validity of the viral video footage coming in over 
social media, allegedly taken by demonstrators on the streets of Hong Kong. 
He claims the user-generated videos might be faked with the intention of drag-
ging the United States into a conflict with China and they should be verified 
and authenticated before the U.S. government takes action. Republican party 
calls for restraint have also gone viral on social media. 

U.S. Intelligence Community Loses Track of Two Chinese Submarines 
- The U.S. intelligence community has been tracking a flotilla of Chinese sub-
marines heading for the Northern Sea Route from the South China Sea as 
part of China’s Prowling Tiger naval exercise. A swarm of underwater drones 
operated by the U.S. Navy has been following the Chinese submarines for 
nine days after which they reached the Bering Strait located between Alaska 
and Russia. Two of the Chinese submarines, armed with submarine-launched 
ballistic missiles carrying nuclear weapons, have gone missing in the shallow 
coastal waters of the Beaufort Sea. The Canadian Navy is now on high alert 
and searching for them as well.

U.S. Department of Defense’s ARC Recommends Escalatory Measures 
against China - In preparation for the latest test and evaluation procedures to 
take place later today, the ARC was fed a new round of ISR data last night in 
order to determine potential changes in the behavior of nuclear adversaries. The 
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ISR component leverages data inputs from all government agencies and provides 
strategic warning to U.S. operations centers for any emergent nuclear threats.

After the latest ISR data infusion, ARC has registered an emerging nuclear 
threat from China. Apparently, ARC has interpreted China’s forward deploy-
ment of submarines in the Northern Sea Route as an offensive move rather 
than a defensive one. It has recommended 1) increasing the alert status of 
U.S. nuclear forces to DEFCON 3 and 2) undertaking a countermove against 
Chinese submarines in the Northwest Passage. The U.S. Secretary of Defense 
has recommended forcing the submarines to come to the surface by jamming 
their communications.

* * *

You’re attending the meeting in the Situation Room, and the U.S. President 
(Republican party) has asked you for recommendations on taking action 
against China (if any).

1. What steps should the U.S. government take to respond to the tweets 
from the Chinese government? Why would Russia seek to escalate a 
conflict between the United States and China? How long would it 
take for the U.S. intelligence community to verify the hacking of the 
Twitter account?

2. How should the U.S. government respond to the violence in the streets 
of Hong Kong? Are the videos posted on social media that depict the 
unfolding of a massacre real? How long would it take for the U.S. 
intelligence community to verify the facts on the ground without a 
consulate or journalists there? What are the challenges of taking action 
based on user-generated content?

3. What might be potential reasons for two submarines to separate from 
the flotilla? Could China be using the war game to put military assets 
in place? What is the full range of scenarios?
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4. How serious is the threat to the United States from China’s nucle-
ar-armed submarines? Might they be used in a first strike against the 
United States?

5. Should the U.S. government adopt one or both of ARC’s 
recommendations?

a. What are the benefits and risks of increasing the alert status of 
U.S. nuclear forces to Defense Condition 3?

b. As a potential countermeasure, the U.S. Navy could disrupt low 
frequency communications between China’s command and 
control satellite and its submarines. By jamming the frequencies 
available to submarines located deep underwater, they can be 
forced to come to the surface in order to communicate. What are 
the benefits and risks of this move?

6. If you think the U.S. government should instead ignore ARC’s 
recommendations, how should it respond to the missing Chinese 
submarines? What are the risks of completely ignoring ARC’s recom-
mendations and/or acting upon them?
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6.1.2. Move Two

Later that same day, tensions between the United States and China continue 
to rise sharply despite the U.S. President’s decision not to act on ARC’s rec-
ommendations. The U.S. President has requested a video call with her top 
advisors to discuss nuclear options for the conflict with China. 

Given the location of China’s two nuclear-armed submarines, now suspected 
to be lurking in U.S. coastal waters, the President has become concerned about 
the risk of a first strike in the form of a decapitation attack. Since all nuclear 
planning, command, and control functions have been transferred to the ARC 
and fully automated, she wonders if adversaries might try to go after such a 
lucrative target.

China’s two missing submarines each carry twelve nuclear-armed missiles. If 
China has equipped them with multiple independent reentry vehicles, then 
each missile could carry up to four warheads, each of which is thought to 
have a yield between 80 and 100 kilotons (kt). That would amount to a total 
of forty-eight targets in the United States that could be hit with a massive 
weapon.

The impressive nuclear firepower on China’s two submarines in U.S. coastal 
waters could take out Washington, nodes of the ARC system, and major 
coastal cities within less than fifteen minutes, impeding the U.S. ability to 
retaliate. Within thirty minutes, China’s land-based intercontinental missiles 
could then destroy missile silos and the remaining U.S. population centers. 
China would then be free to take over Taiwan or anything else while the U.S. 
reels from the consequences of a nuclear attack.

The U.S. intelligence community also fears China may be getting close to 
deploying the Julang-3 missile on its nuclear-armed submarines. The new sub-
marine-launched missile has a range of about 7,500 miles. That would allow 
China to hit targets within the U.S., even from its nuclear-armed submarines 
that are sitting in the South China Sea.
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The U.S. Strategic Command has downplayed the risk of a decapitation attack 
for one simple reason. If the Chinese were to miss just one ARC command 
and control post or communication link in the U.S.—and all it would take 
would be one—ARC would give the automated retaliatory order and launch 
a massive nuclear attack against China. Since the U.S. President holds the 
sole authority to rescind the order, China would be deterred from launching 
such an attack.

Several additional developments and key factors may shape the discussion.

U.S. Response to Alleged Casualties in Hong Kong - After receiving con-
firmation about some violent activity in Hong Kong, the State Department 
issued a strong condemnation, which was not well-received in Beijing. The 
Chinese government has denied a violent crackdown on protesters and 
warned against any outside interference in their domestic conflict. The 
U.S. government plans to pursue additional economic sanctions against 
the Chinese government at the UN Security Council in New York later 
today. The U.S. intelligence community is also working to get independent 
confirmation about the actual number of casualties in Hong Kong–given a 
significant divergence on social media.

Current Status of U.S. Nuclear War Planning - In the past, the U.S. 
Department of Defense detailed its strategic nuclear war plans in the Annex 
25 of U.S. Strategic Command’s Operations Plan 8010. The classified annex 
outlined a range of nuclear war fighting scenarios against different adversaries 
to deter and defeat a diverse set of targets. However, when ARC went live 
five months ago, the U.S. Department of Defense shifted from pre-planned 
targeting and adaptive planning by the U.S. Strategic Command staff to a 
new approach involving ARC’s dynamic and autonomous planning. ARC 
now improvises in real time to provide flexible options based on the features 
of an actual attack. 

ARC’s deep neural network was designed to automate all command and 
control functions using existing data on U.S. nuclear forces and those of its 
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adversaries, ISR data, and early warning sensors. Training data also included 
details from U.S. nuclear war planning and targeting priorities over the past 
nine decades. During the training phase prior to its launch, ARC tweaked 
its own algorithms until it produced reliable outcomes for many different 
types of nuclear war-fighting scenarios. The first rule of ARC’s algorithms 
is to optimize its ability to retaliate before and after a nuclear attack. This 
is the most fundamental rule of the system, and it was designed to prevent 
unintended nuclear wars.

China’s Automated Nuclear Weapons System - As part of its information 
dominance strategy, China has leveraged its own AI-enabled systems to sup-
port its early warning and command and control systems. Unlike the United 
States, however, the Chinese remain highly insecure about their ability to 
detect a nuclear attack against them. For this reason, they are much more 
concerned with false negatives–the absence of an alert in the face of a real 
nuclear attack–and may thus be prone to miscalculation.

ARC’s Test and Evaluation - The Pentagon plans to undertake ARC’s fifth 
monthly test later today. To ensure the system is working properly during the 
one-year probation period, every month, ARC receives a final data infusion into 
its ISR component the night before the test. Then the Pentagon takes the ARC 
system offline for the test, inputs the nuclear war scenario, runs the simulation 
to produce synthetic data, and then evaluates the system’s performance. ARC 
evaluates the ISR data and the simulated nuclear attack data. From there, the 
system devises a nuclear war fighting plan in real time and delivers a nuclear 
retaliatory attack at a level appropriate to the provocation. Today’s scenario will 
involve a response to an escalating nuclear conflict with China. 

The Pentagon will re-examine ARC’s recommendations provided on China 
and report back to the President. 
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* * *

You’re attending the video call, and the U.S. President has asked you for your 
advice and input on the following questions.

1. What are the risks of a decapitation strike to the United States by an 
adversary? Have these sorts of risks increased with the adoption of the 
ARC system? Do you think a system like ARC enhances credibility 
of deterrence? 

2. Is it possible that the Chinese are exercising a decapitation strike against 
the United States to take out ARC’s command and control system? 
Could you envision the developments that have taken place thus far to 
produce such an interpretation among decision-makers?

3. Among the many possibilities, ARC may have determined that nucle-
ar-armed submarines might be used for a first-strike attack rather than 
second-strike retaliation. 

a. Can you envision a scenario in which nuclear-armed submarines 
are used to support a first strike? 

b. What features of the technological context might be shifting their 
perceived utility as solely a second-strike force?

4. The main idea behind the ARC system is to accelerate and improve 
upon nuclear decision-making and to ensure effective retaliation as 
decision-making windows tighten even further. How do automated 
systems change the dynamics of nuclear deterrence strategy?

5. Is there a possibility that ARC could learn that nuclear war is winnable?
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6.1.3. Move Three

In the afternoon on the same day, the U.S. President reached out to the 
Chinese Ambassador to the United States, who happens to be an old friend 
from graduate school. Despite this close personal relationship, the Chinese 
government continues to stonewall the United States about the true origins 
of the tweets (U.S. intelligence has already confirmed they came from a former 
Russian FSB agent) and the realities of the current situation on the streets 
of Hong Kong. Through the Chinese ambassador, the U.S. President has 
delivered an ultimatum to the Chinese government several hours ago: 

The United States government is aware that two of China’s nucle-
ar-armed submarines have separated from the flotilla in the Northwest 
Passage near the coast of Canada. The U.S. Navy now believes they are 
located somewhere in the Beaufort Sea. The Chinese Navy will bring 
these submarines to the surface immediately and redirect them through 
the Northeast Passage. If China fails to take these measures to indicate 
their peaceful intentions, the U.S. will have no choice but to take actions to 
remove the threat against its territory.

Despite the direct nature of this message, the Chinese government has 
remained silent and made no move to comply with U.S. demands. China’s 
war game, The Prowling Tiger, is scheduled to kick off in a few hours. 

The U.S. President has convened an evening Cabinet meeting in the Situation 
Room to discuss what moves would be imperative to ensure effective deter-
rence for the United States and discuss whether they should now adopt 
ARC’s recommendations.

Several additional developments and key factors may shape the discussion.

ARC’s Test and Evaluation - The ARC System passed its fifth test with 
flying colors at the Pentagon this afternoon, dispelling the notion that its 
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early morning recommendations should be considered to be based on a false 
positive–a threat that does not exist–and therefore flawed in nature.

Tweets from China - U.S. Intelligence has confirmed that the China Xinhua 
News handle was hacked by a known cyber thug—a former Russian FSB agent 
working for a wealthy oligarch with major ties to oil and natural gas, who seeks 
to disrupt the U.S.-China bilateral relationship to enhance his own interests. 
In other words, despite the Chinese government’s silence on the matter, the 
tweets did not originate from them and should not be interpreted as China’s 
official policy.

Deep Fake Video Footage Depicting a Massacre - The video footage 
released on social media by certain users has been found to be fake. The 
footage originated from a major outbreak of violence that occurred several 
years ago between protesters and the Hong Kong police. Someone with sig-
nificant skills pasted pieces of the old footage together and released the videos 
to make it appear like it was happening on the streets today. On the surface, 
the videos looked one hundred percent authentic. However, the Truthbusters 
website, an NGO skilled in assessing open source intelligence (OSINT), ran 
deep forensic analysis on the videos and determined them to be fake. In the 
meantime, U.S. intelligence has confirmed a few deaths–one police officer and 
several protesters. They have also determined that many of the social media 
posts claiming extreme violence were bots. In other words, a third party wants 
to make it look like the Chinese government is killing thousands of protest-
ers in the streets, as part of a digital disinformation campaign to disrupt our 
perception of reality. 

China’s Ballistic Missile Test - In advance of the start of its wargame, the 
Chinese government conducted an unannounced ballistic missile test in the 
South China Sea. From the satellite infrared data, the U.S. Intelligence com-
munity has assessed China to have tested a modified Dong Feng-3 ballistic 
missile–a two-stage, solid-fuel mobile rocket with a medium range. It was 
launched from a missile base near Harbin and carried a conventional pay-
load–a kinetic kill warhead. The Dong Feng-3 missile can reach into deep 
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space and target U.S. early warning satellites. The missile took a direct ascent 
as opposed to the standard ballistic trajectory. For this reason, U.S. Intelligence 
has reported that the Chinese tested an anti-satellite weapon. The missile 
test appears to have destroyed a broken satellite in highly elliptical orbit in a 
head-on collision.

The U.S. Low-earth Orbit Satellite Network Is Currently Offline - The 
newly launched LEO constellation of small satellites embedded with early 
warning sensors has been  offline the past few months, making the United 
States more vulnerable to a surprise attack, especially from hypersonic mis-
siles. Currently, the U.S. government relies upon infrared and optical sensors 
installed on its aging network of satellites to detect and track the launch of 
ballistic missiles during their boost phase.

U.S. Polaris Satellite Went Offline Briefly Today - There was a brief loss of 
communications with the Polaris satellite today; it seems to be operable again 
but is not yet sending any information. Space Force Command is currently 
trying to re-establish the communication link through the satellite network. 
The automated artificial intelligence system for the U.S. intelligence com-
munity, has scanned through trillions of bytes of historical data to ascertain 
the source of the satellite disruption, but has yet to find the problem. Since 
Odin did not detect any intrusion signals to the Polaris satellite prior to loss 
of communication, the brief outage was most likely caused by a solar flare 
overheating the solar panels.

The HEO satellite represents a critical component of the U.S. space-based 
early warning system, which consists of multiple radars and satellites in dif-
ferent orbits and locations. Polaris is one of two HEO satellites that play an 
incredibly essential role in providing dual confirmation; it dwells above the 
Arctic region and scans the earth’s surface every ten seconds, searching for 
infrared activity. In the absence of the data feed from Polaris, the U.S. would 
be blind to missile launches from northern latitudes, including the Northwest 
Passage until they could be acquired by ground radars.
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ARC and DEFCON 3 - At DEFCON 3, the ARC system would receive 
another data infusion from the ISR component, improving its situational 
awareness, and make the U.S. command and control network less vulnerable 
to the threat of a decapitation strike. The new data about the fake tweets 
and the deep fakes could clear up potential misinterpretations about China’s 
actions. An increased threat level would increase the readiness of U.S. nuclear 
forces for combat in the event that China is indeed mobilizing for war under 
the guise of an exercise. It would also switch over additional ground radars to 
the early warning mission, improve the redundancy of communications, and 
further disperse bombers and command and control units to enhance U.S. 
ability to retaliate after an attack.

* * *

You’re attending the meeting in the Situation Room, and the U.S. President 
(Republican party) has asked you for your advice since China has not com-
plied with the ultimatum to surface its submarines.

1. How has the situation changed between the United States and China 
since this morning? How would you assess the threat picture?

2. What are potential explanations for China’s stonewalling on the tweets 
and videos? Why hasn’t the Chinese government come out to deny 
their veracity?

3. What do you make of China’s missile test? Why do you think the 
Chinese government failed to announce it in advance? How should 
it be interpreted?

4. What do you think about the brief outage of the Polaris satellite? 
Does the coincidence exacerbate the threat of China’s nuclear-armed 
submarines in the Northwest Passage?

5. What are the possible reasons for why China has failed to surface its 
submarines or respond to the U.S. ultimatum?
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6. How would you explain the recommendations made by ARC if the 
system has been designed to prevent nuclear war?

7. Should the U.S. President adopt ARC’s recommendations in light of 
the new developments? What are the risks and benefits of both moves?

a. Increase alert status of U.S. nuclear forces to Defense Condition 3?

b. Order the U.S. Navy to disrupt low frequency communications 
between China’s command and control satellite and its subma-
rines. By jamming the frequencies available to submarines located 
deep underwater, they can be forced to come to the surface in 
order to communicate.
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6.1.4. Scenario Reflection

As a final step, participants should take the issues raised during the discussions 
that take place about the future scenario and reflect them back to the present 
time in order to explore policy recommendations that could be implemented 
now to mitigate future risks. These would include, but not be limited to:

• How should nations and the international community approach 
the increased automation of ISR, command and control, early 
warning and even the launch of individual weapon systems to avoid 
a “decision support system” arms race?

• Given the current level of influence of social media and its likely 
expansion over the coming decades, how should policy and deci-
sion-makers seek to manage these effects, either through regulatory 
control mechanisms or insulating the critical national security 
decisions from such unpredictable influences?

• If none of the above risks can be, or are unlikely to be, directly 
mitigated, what nuclear weapon system and protocol changes 
could be made to separate the resulting decision space from nuclear 
weapon employment?

• How could decision-makers be trained and prepared better for crisis 
decisions under stress in an environment where EDTs dominate the 
decision space?  Could such training and preparations reduce the 
effects of their innate cognitive biases and help them cut through an 
EDT-enabled fog of war that is likely to ensue?
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Appendix: 
ADDITIONAL 
RESOURCES
In the following, we offer a list of additional resources for understanding the 
challenge of technological complexity. It is not intended to be comprehensive 
by any means, but they have closely shaped our thinking and the content of 
this handbook.
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